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Prepare, Protect, Persist ®

* Prepare

« We help you and your partners to understand how to identify and resolve
Fotentla security issues at the earliest stages with hands on "hack yourself
irst', threat modelling and GDPR compliance workshops as well as
security training for non-technical colleagues.

 Protect

« Using automated and manual penetration testing techniques, we provide a
comprehensive security report for your Web and mobile applications,
including API testing, and networks. The report highlights potential issues

and their resolutions.
* Persist

« We ensure that your organisation benefits from continual improvements in
security levels through information assurance processes, auditing and
certification including ISO27001:2013 and Cyber Essentials.



The certification

AWS Certified Security - Specialty

/\ Issuer Details

aws Organization Amazon - In partnership with Alpine Testing Solutions
URL https://aws.amazon.com/certification/

CERTIFIED

Badge Details

Security Issued To Simon Whittaker
Specialty Date Earned August 10, 2018
\/ Valid Through August 11, 2020
Criteria https://aws.amazon.com/certification/certified-security-
specialty/

Description  The AWS Certified Security - Specialty exam
measures a candidate’s ability in the area of security
as it pertains to design, implementation, and
troubleshooting.




We're doing it wrong

McAfee says cloud security not as bad
as we feared... it's much worse

Quick takeaway: most everyone sucks at laaS

By Shaun Nichols in San Francisco 30 Oct 2018 at 00:39 33() SHAREY

The average business has around 14 improperly configured laaS
instances running at any given time and roughly one in every 20 AWS S3

https://www.theregister.co.uk/2018/10/30/mcafee_ cloud_security_terrible
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Lies, damn lies and statistics

* 14 improperly configured IaaS instances running at any given
time

» Roughly one in every 20 AWS S3 buckets are left wide open to
the public internet

» The average business uses around 1,900 cloud instances, but
most of the companies they surveyed only thought they used
around 30

We’re doing it wrong

https://www.theregister.co.uk/2018/10/30/mcafee_ cloud_security_terrible



Example

Elasticsearch is a search engine based on Lucene. It provides a
distributed, multitenant-capable full-text search engine with an

BEBBPREBIREERE 21.d schema-free JSON documents.

https://en.wikipedia.org/wiki/Elasticsearch

m» elasticsearch
N 4
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Elasticsearch in AWS :

Products ~ Solutions Pricing Getting Started Documentation AWS Marketplace More ~ English ~ My Account ~

Amazon Elasticsearch Service

Fully managed, reliable, and scalable Elasticsearch service.

Get started with Amazon Elasticsearch Service

Product Details Pricing Getting Started FAQs Documentation Console

Amazon Elasticsearch Service makes it easy to deploy, secure, operate, and scale Elasticsearch for log analytics, full text search, application monitoring,
and more. Amazon Elasticsearch Service is a fully managed service that delivers Elasticsearch’s easy-to-use APls and real-time analytics capabilities
alongside the availability, scalability, and security that production workloads require. The service offers built-in integrations with Kibana, Logstash, and
AWS services including Amazon Virtual Private Cloud (VPC), AWS Key Management Service (KMS), Amazon Kinesis Data Firehose, AWS Lambda,
Amazon Cognito and Amazon CloudWatch so that you can go from raw data to actionable insights quickly and securely.
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Access Restrictions

« Resource based
 Assigned access to a account, user or role to a domain in AWS

» Identity based

 Assigned access to a account, user or role to a domain in AWS
« Tend to be more generic

e I[P based

« Anyone from the right IP can access anything



threat(post)

Join thousands of people who receive the latest breaking cybersecurity news every day.

Welcome > Blog Home > Cloud Security > Thousands of Elasticsearch Servers Hijacked to Host PoS Malware

|
B |
a
D
2 THOUSANDS OF ELASTICSEARCH SERVERS HIJACKED TO HOST
LI POS MALWARE
by Tom Spring September 13,2017, 3:51 pm

Thousands of insecure Elasticsearch servers are hosting point-of-sale malware,
according to an analysis by Kromtech Security Center. In total, researchers found
15,000 insecure Elasticsearch servers with 27 percent (4,000) hosting the PoS malware
strains Alina and JackPoS.

“The absence of authentication on some Elasticsearch servers allowed attackers to take
full administrative control on the exposed instance,” wrote Bob Diachenko, Kromtech’s
chief communication officer on Tuesday in a blog post outlining the research.
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Methodology

« Shodan for understanding initial numbers

 Basic interrogation of top 1000 instances in export to

understand:
e Cluster Name
e Health
« Number of documents
« Size of data
 Index Names
« Key names within index

» Regex to understand key name and rate “interesting-ness”



Some figures

TOP SERVICES
HTTP 23,857
ElasticSearch 20,242
TOTAL RESULTS HTTP (8080) 116
Qconn 13
5601 1

TOP ORGANIZATIONS

Amazon.com 21,285
Hangzhou Alibaba Advertising Co.,Ltd. 2,519
Amazon 1,663
Amazon Data Services Ireland Limited 202
Microsoft Azure 851

TOP OPERATING SYSTEMS

. Linux 3.x a

United States 22,056 I o

China 5,486

Ireland 3,258 TOP VERSIONS

Germany 2139 sz 2 -------------------------------------------------- ‘-:9.5-1- N

Singapore 1,617 552 4,770
5141 3,645
532 3,302
152 2,591
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Versions of Elasticsearch

Elasticsearch versions discovered

6.2.4

1.1%

6.0.1

9.4%

5.1.1

13.7%

532

11.8%
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5.5.2

17.4%

6.2.3

1.0%

6.2.2

13.8%

5.6.3

0.6%
2.3.2

11.2%
1.5.2

10.8%



Version End of Life? Currently maintained?
5.5.2 2019-01-06 No
6.2.2 2019-08-06 Yes
2.3.2 2017-09-30 No
1.5.2 2016-09-23 No
5.3.2 2018-09-28 No
5.1.1 2018-06-08 No
6.0.1 2019-05-14 Yes
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AWS Usage

AWS Usage

1000
750

500

Number of instances

250

FALSE TRUE

Running in AWS
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Amount of Documents

Number of documents

5000000000
4000000000
3000000000

2000000000

Number of Documents

1000000000

TN

Olll 1 I

|| .‘1..| s |... I ‘1 L ”
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Amount of Data

Amount of Data(GB)

6,000.00

4,000.00

GB of data

2,000.00

lll]ll ‘|| ||‘ ‘n. U I I BT R .||...|.||‘Il|| |

0.00

Total Data is 24,510.49 GB
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Potentially Compromised Hosts

Potentially compromised hosts

800
600

400

Number of instances

200

TRUE FALSE

Appears compromised
Basic:(command.php

tetg.php|wp-
admin|jackposv2|jacpos|pleasereadthis|readme
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hedwig.cgi|login.action|ge




Who doesn’t love a wordcloud?
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Interesting Clusters

© Vertical Structure Ltd where applicable
simon.whittaker@verticalstructure.com



Interesting clusters pt 2

it “created_at" : "2017-01-12T06:17:30.000Z",
. 5 » . "charge” : "0.0",
“_index" : "vod_asset_purchases",
" " ", " "site_id" : 16
_type" : "vod_asset_purchase”, . )
_id" : "15857", room_id" :
" " 1 “guest_id" : 128632,
_score” : 1,
"company_id" : 89,
"_source" : 3{ e
“created_at" : "2017-01-12T08:46:38.000Z", guest
"id

“charge" : "0.0",
"site_id" : 73 "name" : to Hotel Soho",
"room_id" : Dr?lsﬁu'ld H N
"guest_id" vip" @ null,
" id" 8 “title" : null,
company_id" : 48,
"first_name" : null,
"last_name" : null
N i

"pms_uid" : null, vod_asset” : B{

“vip" : null, id" @ 73,

"title" : null “"name" : "Non-Stop ",

“first_name” : null “description” : "Forget\r\n going against the game show clock, these

!

"last_name" : null ! Its
} all in the name of fun!™,
"vod_asset" : B{ year" : null,

"id" 2 “hd" : true,

“name" : "We're the Millers”, adult" : true,

“description” : "David\r\n Clark &nbsp;is a small-time pot dealer whose clientele includes chefsir "cover” : "/media/W1siZiIsIjIwMTYVMTIVMDGVMTMUMTYWMDCVMIK3Y 31 NGEYWIZNY@OYZzkaL WIINMEZmMyMT IyY2ZhY

\n and soccer moms, but no kids\uZ@l4after all, he has his scruples. So what could go\r\n wrong? Pl WU4LOSvb19TdGIWX1R1ZW5fUG91bmRpbmdfRNIVbNRDb3Z1ci5qcGeiXSxbInAlLCI@aHVEY1ISIjEyMHgx0DAjI11d/7fe5071

enty. Preferring to keep a low profile for obvious reasons, he\r\n learns the hard way that no good 6723c6dfe”,

deed goes unpunished when he tries to help\r\n out some local teens and winds up getting jumped by rating” : "R18",

a trio of gutter punks.&nbsp;", new_release” : false,

“year" : 2013 "pre_release” : false

"hd" : false,

"adult" : false,

"cover" : "/media/W1siZiIsIjIwMTYvMTIvMDgvMTMVMTYVMjQvYTU3Mzh1ZDAtOTcxMy@@NzYwLTk4ZGELMGNMNZVhYTkyY
JkzL1d1X3J1X3RoZVINaNxsZXJzLmpwZyJdLFsicCIsInRodW1iIiwiMTIweDE4MCMiXV0/9203b6b413eabd5f",

“rating" : "15",

"new_release” : false,

“pre_release” : false
h
. . 1
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Interesting clusters pt 3

Store receipts
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Interesting clusters pt 4 - a lot of
logs

=4{
"_index" :

*i1l1-schedules-dataset”,
"_type" : "stagingRecord",
"_id" : "_SOURCE_1412985322822",
"_score” : 1,
"_source" : @{
"id" : "_SOURCE_1412985322822",
"domainKey" : "1412985322822",
"source” : "_SOURCE",
"payload” : "VZVsb(CBkb251IGZvciBjb3B5aW5nIHRoaXMgYW5kIGR1YZ29kaWsnIGLOIGI1dCB1bmZvcnR1bmFOZWxSIHROZSBKY
XRhIGhhcyB1iZWVUIHI1bWOZ2ZWQaYnkgUZ21ltbZ24gVw=="
"updatedTime” : 152001466557 .

"compressed"” : true

} base6td4d -D -1 testingbo6d.txt |
gunzip

© Vertical Structure Ltd where applicable
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Interesting clusters pt 4 - a lot of

logs

id: "1412985322822",

name: "HM 223320X__Calendar"
timeZone: "Europe/Berlin",
version: 1,

active: "N",

deleted: false,

attributes: [

{
name: "SD_MARKETPLACE_ID",
value: "A /"
}.
{
name: “SD_OWNER"
).
{
name: “SD_FMID",
value: " Z6GLS"
.
{
name: "SD_COUNTRY"
|
{
name: "SD_SHIP_OPTION"
I
{
name: "SD_PRODUCT_SELECTION"
).
{
name: "SD_USE_CASE"
+
{
name: "SD_DELIVERY_SPEEDS™,
value: "[{\"charge\":{\"ic\":{\"vi":@ \"1tu\":\"EURV"} \"sc\™: {A"vA":@ \"1tu\"
).
{
name: "SD_JURISDICTION"
).
{
name: "SD_REGION"
|
{

name: “SD_PRIME_BENEFIT"

© Vertical Structure Ltd where applicable
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Interesting clusters pt 4 - a lot of

logs

o

"_index" : "dev.| .api-sandbox.co.uk",

"_type" : "/var/log/nginx_access_json",

"_id" : "34026272625880389028810097554658157382791273612723814401",
"_score" :

"_source" : Of

"@id" : "34026272625880389028810097554658157382791273612723814401",
"@timestamp" : "2018-05-08T14:47:14.475Z",

"@message"” : "{ remote_addr:\"1¢ 31\", remote_user:\"-\", time_iso
8601:\"2018-05-08T14:47:14+00:00\", request:\"POST , sanking/v1.1/acco
unt-requests HTTP/1.1\", status:\"201\", body_bytes_sent:\"466\", http_ref
erer:\"-\", http_user_agent:\"Apache-HttpClient/4.5.2 (Java/1.8.0_131)\",

http_x_forwarded_for:\"-\", server_name:\"dev. .api-sandbox.co.uk\", pr
oxy_protocol_addr:\"1 7\", request_time:\"1.877\", ssl_client_s_
dn:\"CN=BoR@bPpgZQulVejiU1ZV9,0U=0UPke3kdcSs1KSLOMH, 0=

d,C=GB\", hostname:\"07 9\", request_id:\"332 199
c7686cl6bcloe\", request_method:\"POST\", request_uri:\"/ T /vl

1/account-requests\", server_protocol:\"HTTP/1.1\" }",
"@client_dn" : "CN=BoR@bPpgZQulVejJU1ZV9,0U=0UPke3kdcSs1KSLOMH,O=

B ,C=GB",
"@rand_name" : "dev. .api-sandbox.co.uk",
"@request_endpoint" : "/ _/v1.1/account-requests",

"@request_method" : "POST",

"@response_time" : s

"@response_status" : "201",

"@owner" : "625789635960",

"@log_group" : "/var/log/nginx_access_json",
"@log_stream" : "i-0781e347a4e3020d9"

© Vertical Structure Ltd where applicable
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Interesting clusters pt 5

* Major brand names
 Broadcaster
 Online services

« Games providers

* Interesting index names
 Inventory-gdpr-dev
* Kicsps-staging
 Storeapp-prod-logs
* Gisapi-prod



We're doing it wrong



AWS answer

AWS Certified Security - Specialty

/\ Issuer Details
aws Organization Amazon - In partnership with Alpine Testing Solutions
URL https://aws.amazon.com/certification/

CERTIFIED

Badge Details

Security Issued To Simon Whittaker
Specialty Date Earned August 10, 2018
\/ Valid Through August 11, 2020
Criteria https://aws.amazon.com/certification/certified-security-
specialty/

Description  The AWS Certified Security - Specialty exam
measures a candidate’s ability in the area of security
as it pertains to design, implementation, and
troubleshooting.
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What do you have to demonstrate?

- An understanding of specialized data classifications and AWS data
protection mechanisms.

 An understanding of data encryption methods and AWS mechanisms to
implement them.

« An understanding of secure Internet protocols and AWS mechanisms to
implement them.

« A working knowledge of AWS security services and features of services to
provide a secure production environment.

« Competency gained from two or more years of production deployment
experience using AWS security services and features.

« Ability to make tradeoff decisions with regard to cost, security, and
deployment complexity given a set of application requirements.

« An understanding of security operations and risk.



Recommended knowledge

- A minimum of five years of IT security experience designing and
implementing security solutions.

« At least two years of hands-on experience securing AWS
workloads.

» Security controls for workloads on AWS.



Certification roadmap

adws a CERTIFIED Role-Based Certifications Specialty Certifications

: S AWS Certified S AWS Certified S AWS Certified ﬁ\cllvs Certliﬁed
Professional a Solutions Architect a DevOps Engineer a DevOps Engineer vancec
| - Professional | - Professional | - Professional Networking
- Specialty )
, AWS Certified 5y AWS Certified 5y AWS Certified N AWS Certified
Associate Solutions Architect Developer a SysOps Administrator Big Data
- Associate | - Associate | - Associate - Specialty
7
: - AWS Certified AWS Certified AWS Certified 7N AWS Certified
FOUTREIEER | é:NS dclsrtlﬁti(‘j EV Cloud Practitioner EV Cloud Practitioner [V Cloud Practitioner a Security
oud Practitioner )
\_ - specialty
i

)| A L2

Cloud Practitioner Architect Developer Operations
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Exam format

« Format: Multiple choice, multiple answer
 Length: 170 minutes, 65 questions
* Registration Fee: 300 USD



Content

Domain % of Examination

Domain 1: Incident Response 12%
Domain 2: Logging and Monitoring 20%
Domain 3: Infrastructure Security 26%
Domain 4: Identity and Access Management 20%
Domain 5: Data Protection 22%
TOTAL 100%




Domain 1 - Incident Response

* 1.1 Given an AWS abuse notice, evaluate the suspected
compromised instance or exposed access keys.

* 1.2 Verify that the Incident Response plan includes relevant
AWS services.

» 1.3 Evaluate the configuration of automated alerting, and
execute possible remediation of security-related incidents and
emerging issues.



Domain 2 — Logging and Monitoring

* 2.1 Design and implement security monitoring and alerting.
2.2 Troubleshoot security monitoring and alerting.

2.3 Design and implement a logging solution.

2.4 Troubleshoot logging solutions.



Domain 3 — Infrastructure Security

* 3.1 Design edge security on AWS.

* 3.2 Design and implement a secure network infrastructure.
3.3 Troubleshoot a secure network infrastructure.

* 3.4 Design and implement host-based security.



Domain 4 — Identity and Access
Management

* 4.1 Design and implement a scalable authorization and
authentication system to access AWS resources.

* 4.2 Troubleshoot an authorization and authentication system to
access AWS resources.



Domain 5 — Data Protection

* 5.1 Design and implement key management and use.
* 5.2 Troubleshoot key management.

* 5.3 Design and implement a data encryption solution for data at
rest and data in transit.



The big stuff — from my experience

AWS Key Management Service (KMS)

Easily create and control the keys used to encrypt
your data <A<

© Vertical Structure Ltd where applicable
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The big stuff — from my experience

AWS Certificate Manager

Easily provision, manage, and deploy public and private SSL/TLS

certificates for use with AWS services and your internal connected
resources

© Vertical Structure Ltd where applicable
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The big stuff — from my experience

Amazon CloudWatch AWS CloudTrail

Complete Visibility of Your Cloud Resources and
Applications

Track user activity and API usage

© Vertical Structure Ltd where applicable
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Regulatory requirements

« Really important but a bit of a snoozefest
 FIPS and EAL compliance are possible with CloudHSM

* Logging



Logging Suggestions

CloudTrail log analytics using Elasticsearch

publish to SNS
about s3 log delivery

AWS CloudTrail . Amazon SNS
CloudTrail
log delivery Read log from S3
Triggers
Amazon S3 Lambda
"
‘ Visualize logs Store in Elasticsearch ||
Create dashboards I||
Kibana Amazon ES AWS Lambda

https://allthingscloud.io/serverless-app-aws-cloudtrail-
log-analytics-using-amazon-elasticsearch-service-
f4612b2103c1

© Vertical Structure Ltd where applicable
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Things I wasn’t asked much about (but
you may be...)

« Hypervisor security

* NAT instances vs gateways
* VPC endpoints

* API gateway



API gateway

- If a caller submits 10,000 requests in a one second period evenly (for
example, 10 requests every millisecond), APl Gateway processes all requests
without dropping any.

- If the caller sends 10,000 requests in the first millisecond, APl Gateway serves
5,000 of those requests and throttles the rest in the one-second period.

» If the caller submits 5,000 requests in the first millisecond and then evenly
spreads another 5,000 requests through the remaining 999 milliseconds (for
example, about 5 requests every millisecond), APl Gateway processes all
10,000 requests in the one-second period without returning 429 Too Many
Requests error responses.

© Vertical Structure Ltd where applicable
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Hide the instances

e NAT gateway + Endpoint Gateways = hidden instances
 Get containers and services out of the public network

Subnet 1 route table

Destination Target
10.0.0.016 local
~—
N,
Private IP; 10.0.0.5 Vi Internet gataway Internet
astic |P: {98{51.100
Subni : Router
Private IP: 10.0.1.7 S3 bucket
ve [—
Subnet 2 VPC endpoint
10.0.1.0/24
VPC | Subnet 2 route table
10.0.0.01 [ T )
vooans Destination Target
10.0.0.016 local
Region | pl-id for Amazon 83 | vpee-id

© Vertical Structure Ltd where applicable
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Other useful items to help prepare

 Use CIS images if you would like a level of security pre-rolled
* Questions about Amazon services vs self-rolled
* Encrypting root EBS volumes



Tools

Usetul tools

© Vertical Structure Ltd where applicable
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Guardduty — Intelligent threat
detection and continuous monitoring

Q CloudTrail Events
ACCOUNT 1 - / \
ACCOUNT 2 "‘5 > SE VPC Flow Logs > _ a’ A v
ACCOUNT 3 *~ \ /
$= ONSLogs = 7
Enable GuardDuty Continuously analyze Intelligently detect threats Take action
With a few clicks in the console utomatical { ze network GuardDuty combines managed Review detailed findings in the
nonitor all your AWS account: and account activity at scale rule-sets, threat intelligence from AWS console, integrate into event
without additional security providing broad, continuous Security and 3rd party intelligence nanagement or workflow systems
software or infrastructure to nonitoring of your AWS account: vartners, anomaly detection, and ML r trigger AWS Lambda for
to intelligently detect malicious or automated remediation o

deploy or manage

unauthorized behavio
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GuardDuty

| Findings
Settings
Lists
Accounts
What's New @

Usage

Partners £

L

)

Findings &
Actions v

Y. Add filter criteria

Finding type

O] Recon:EC2/PortProbeUnprotectedPort

0]

Recon:EC2/PortProbeUnprotectedPort

] Trojan:EC2/DropPoint!DNS

Saved filters / Auto-archive

Resource
Instance:
Instance:

Instance:

© Vertical Structure Ltd where applicable
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No saved filters

Showing 3 of 3 o o o

Last seen Count
3 months ago 26
3 months ago 66

3monthsago 326



Config - Record and evaluate
configurations of your AWS resources

Normalized changes are delivered to your S3 bucket,
jjj accessed through Config APls, and optionally sent via SNS.

- _D v, g —
-8

A -&F- g .................... D

N . o -|o - (@)
Configuration change Config records and . @
occurs in your AWS normalizes the changes . e
. . Config automatically evaluates the .
resources into a consistent format . . -
recorded configurations against your A
desired configurations

Evaluations are displayed on a
dashboard, accessed through
Config APIs, and optionally
sent via SNS
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AWS Config

| Dashboard
Rules
Resources
Settings
Authorizations

Aggregated view
Rules
Aggregators

What's new

Learn More

Documentation 2
Partners 2
Pricing &

FAQs 2

Config Dashboard

Resources

Total resource count

Top 10 resource types

e
ey
Y

® ® ® ¢

® ® ® ™

EC2 Networkinterface

ElasticBeanstalk ApplicationVersion

EC2 SecurityGroup

EC2 Volume

AutoScaling LaunchConfiguration

EC2 Instance

CloudWatch Alarm

AutoScaling ScalingPolicy

ElasticLoadBalancing LoadBalancer

AutoScaling AutoScalingGroup

View all 1672 resources

1672

Total

237

230

156

134

72

62

Config rule compliance
10

8

=10

Noncompliant
rule(s)

Top 5 noncompliant rules
Rule name
autoscaling-group-elb-healthcheck-required
ec2-instance-detailed-monitoring-enabled
iam-user-group-membership-check
s3-bucket-server-side-encryption-enabled

s3-bucket-ss|-requests-only

Resource compliance

1004

Compliance

25+ noncompliant resource(s)
25+ noncompliant resource(s)
25+ noncompliant resource(s)
25+ noncompliant resource(s)

25+ noncompliant resource(s)

View all 10 noncompliant rules
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Status @
= 100+
Noncompliant
resource(s)
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Inspector - Automated security
assessment service

i

1
<

Install the AWS agent on Run an assessment for Review findings and
EC2 instances assessment target remediate issues
according to assessment
template
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Trusted advisor — A service to help you
reduce cost, increase performance, and

Improve security

As an AWS customer, you

want the most value from

your investment. Trusted
Advisor can help.

AWS Trusted Advisor

Trusted Advisor scans your
AWS infrastructure, compares
it to AWS best practices in
five categories, and provides
recommended actions

Cost

Optimization

Performance

Security

Fault Tolerance

Service limits

investigation
recommended

no problem
detected

action
recommended

no problem
detected

no problem
detected

Recomendations &
action links



| Dashboard
Cost Optimization
Performance
Security
Fault Tolerance
Service Limits

Preferences

Trusted Advisor Dashboard

Cost Optimization Performance Security

083 0A 0@ 0A 48 1A
00 00 10

Recommended Actions

> o Security Groups - Specific Ports Unrestricted

Checks security groups for rules that allow unrestricted access (0.0.0.0/0) to specific ports.

Fault Tolerance

T

0@ 0A
00

28 of 884 security group rules allow unrestricted access to a specific port.

» A Amazon S3 Bucket Permissions

Service Limits

P

41@ 0A
00

Refreshed: 6 hours ago

Refreshed: 6 hours ago

Q

le

3

Q

~
(¥

Checks buckets in Amazon Simple Storage Service (Amazon S3) that have open access permissions or allow access to any authenticated AWS

user.

2 of 62 buckets have permission properties that grant global access.

» EBS Cold HDD (sc1) Volume Storage

Checks for usage that is more than 80% of the EBS Cold HDD (sc1) Volume Storage Limit.

0 of 15 items have usage that is more than 80% of the service limit.
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Cloudtrail - Track user activity and API

usage
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Services v Resource Groups v *

CloudTrail Welcome to CloudTrail
| Dashboard p With CloudTrail, you can view events for your AWS account. Create a trail to retain a record of these events. With a trail, you can
. also create event metrics, trigger alerts, and create event workflows. Learn more
Event history
Trails Create trall

Recent events

These are the most recent events recorded by CloudTrail. To view all events for the last 80 days, go to Event history.

Event time User name Event name Resource t
» 2018-09-07, 02:34:24 PM DescribeAutoScalingGroups
» 2018-09-07, 02:34:20 PM DescribelnstanceHealth
» 2018-09-07, 02:34:16 PM DescribelnstanceHealth
» 2018-09-07, 02:34:16 PM DescribelnstanceHealth
» 2018-09-07, 02:34:08 PM DescribelnstanceStatus

View all events

© Vertical Structure Ltd where applicable
simon.whittaker@verticalstructure.com



loudwatch - Complete Visibility of

our Cloud Resources and Applications

Amazon CloudWatch
Complete visibility into your
cloud resources and
applications

|

Collect
Metrics and logs from all
your AWS resources,
applications, and services
that run on AWS and
on-premises servers

Monitor Act
Visualize applications and
infrastructure with
CloudWatch dashboards;
correlate logs and metrics
side by side to troubleshoot
and set alerts with
CloudWatch Alarms

Automate response to
operational changes with
CloudWatch Events and
Auto Scaling

Analyze
Up to 1-second metrics,
extended data retention
(15 months), and
real-time analysis with
CloudWatch Metric Math

Application
Monitoring

System-wide
Visibility

Resource
Optimization

Unified
Operational Health



Cloudwatch

| CloudWatch
Dashboards
Alarms 4

ALARM 0

INSUFFICENT @)
OK [44]
Biling

Events
Rules
Event Buses

Logs

Metrics

Favorites

o Introducing new graph options: Vertical annotations

Amazon CloudWatch launches vertical annotations. Add vertical annotations to mark the beginning and end of an operational e
deployment time. You may also format your text with Markdown. Learn more.

Metric Summary

Amazon CloudWatch monitors operational and performance metrics for your AWS cloud resources and applications. You
currently have 10,922 CloudWatch metrics available in the US East (N. Virginia) region.

Browse or search your metrics to get started graphing data and creating alarms.

Q Search Metrics X

Alarm Summary

You have 34 alarms in ALARM and 8 alarms in INSUFFICIENT DATA state in US East (N. Virginia) region.

See top 20 alarms.

Add

Gettir
Monit
Overv
Docut
Forun
Repol

&

Create Alarm

° NetworkOut < 2,000,000 for 1 data.

‘ ° NetworkOut < 2,000,000 for 1 data...

| ° NetworkOut < 2,000,000 for 1 data.

| ° NetworkOut < 2,000,000 for 1 data...

2,500,000

2,000,000

1,500,000

1,000,000

500,000
0 v
9/07 9/07 9/07

11:00 12:00 13:00

1,500,000

1,000,000

500,000 L
0
9/07 9/07 9/07
11:00 12:00 13:00

2,500,000
2,000,000

2,500,000
2,000,000
1,500,000
1,000,000
500,000

0

— L

9/07 9/07 9/07
11:00 12:00 13:00

2,500,000
2,000,000
1,500,000
1,000,000

500,000

[ ————

9/07 9/07 9/07
11:00 12:00 13:00

Service Health

Current Status

@  Amazon CloudWatch Service

&

Details
Service is operating normally

» View complete service health details
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Shield — Managed DDoS Protection

AWS Shield

Standard Protection

Available to all customers at no
additional cost

Advanced Protection

Paid service that provides additional,
comprehensive protections from large
and sophisticated attacks
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AWS Shield

As an AWS customer, you automatically have basic DDoS protection with the AWS Shield Standard plan, at no additional cost beyond what you already pay for AWS WAF and your other AWS

services. For an additional cost, you can get DDoS ion by activating the AWS Shield Advanced plan. The following table shows a comparison of the two plans.
Features AWS Shield Standard AWS Shield Advanced
Active monitoring
Network flow monitoring v v
Automated application (layer 7) traffic monitoring - v
DDoS mitigations
Helps protect from common DDoS attacks, such as SYN v v

floods and UDP reflection attacks

Access to additional DDoS mitigation capacity = v

Visibility and reporting

Layer 3/4 attack notification and attack forensic reports - v

Layer 3/4/7 attack historical report = v
DDoS response team support

Incident management during high severity events = v

Custom mitigations during attacks - v

Post-attack analysis = v
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WAF — Web Application Firewall
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AWS Systems Manager

AWS Systems Manager

Gain operational insights and take action on AWS resources
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In conclusion

« Know and use the tools
» It is not practical, there are no simulations
* Certificates and keys are “key”

 Learning the types of questions will help you
« ACloudGuru
» Whizlabs



Fancy trying your hand?

https://vsltd.co/devopsbelfastnovi8



