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Nteractive!




Obligatory "Why?" slide

_egal/requlatory requirements
Monitoring/tracing

Action!
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Actionable logs!

Enough info
Enough details

Enough history
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Text Logs
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Past best practices

Plain language strings

Tokenizable strings
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if (selected.isEmpty) {
UI.message('Nothing selected.');
} else {
sketch.export(selected. layers, {
output: '~/Desktop/SketchOutputs’',
formats: 'png, jpg, sva',
scales: '1, 2, 3',

1)

UI.message( Export completed. Selection was ${counted}. );

¥
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UI.message('Nothing selected.');

sketch.export(selected. layers, {
output: '~/Desktop/SketchOutputs’,
formats: 'png, jpg, svg',
scales: '1, 2, 3',

});

UI.message( Export completed. Selection was ${counted}. );
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Plain language

strings
/

if (selected.isEmpty) { ...
UI.message('Nothing selected.');
3 @ U —————
sketch.export(selected. layers, {
output: '~/Desktop/SketchOutputs’,
formats: 'png, jpg, sva',
scales: '1, 2, 3',

});

UI.message( Export completed. Selection was ${counted}. );

¥
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Tokenized

if (selected.isEmpty) {
UI.message('Nothing selected.');
} else {
sketch.export(selected. layers, {
output: '~/Desktop/SketchQutputs’,
formats: 'png, jpg, svg',
scales: '1, 2, 3',

tla

‘UI.message(‘Export completed. Selection was ${counted}.");
& —_—
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Try It!
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Structured Logs
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Best practices now

Timestamp plus object
Structured data

Single human-readable field
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@cherrypy.expose
class JsonLogEndpoint(object):
def OPTIONS(self):
return

@cherrypy.tools.accept(media="application/json')
@cherrypy.tools.json_in()
@cherrypy.tools.json_out()
def POST(self):
log = logger.bind(
user_agent=cherrypy.request.headers.get("HTTP_USER_AGENT", "UNKNOWN"),
peer_ip=cherrypy.request.headers.get("REMOTE_ADDR", "0.0.0.0"),
forwarded_ip=cherrypy.request.headers.get("HTTP_X_FORWARDED_FOR", "0.0.0.0")
)
returnstring = []
try:
dataSet = cherrypy.request.json
for elem in dataSet:
# log.msg("LOG: Data {} as {}".format(elem, dataSet[elem]))
returnstring.append("Log: {} as {}".format(elem, dataSet[elem]))
cherrypy.response.body = '\n'.join(returnstring).encode('utf-8")
cherrypy.response.status = 200
except Exception as err:
cherrypy.response.status = 400
cherrypy.response.body = "{}".format(err)
finally:
log.msg("LOG: Data incoming", data=dataSet)
log.msg("RES: {} with {}".format(cherrypy.response.status, cherrypy.response.body))
return cherrypy.response.body
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@cherrypy.expose
class JsonLogEndpoint(object):
def OPTIONS(self):
return

@cherrypy.tools.accept(media="application/json')
@cherrypy.tools.json_in()
@cherrypy.tools.json_out()
def POSTI el ———
log = logger.bind(
user_agent=cherrypy.request.headers.get("HTTP_USER_AGENT", "UNKNOWN"),
peer_ip=cherrypy.request.headers.get("REMOTE_ADDR", "0.0.0.0"),
forwarded_ip=cherrypy.request.headers.get("HTTP_X_FORWARDED_FOR", "0.0.0.0")

try:
dataSet = cherrypy.request.json
for elem in dataSet:
# log.msg("LOG: Data {} as {}".format(elem, dataSet[elem]))
returnstring.append("Log: {} as {}".format(elem, dataSet[elem]))
cherrypy.response.body = '\n'.join(returnstring).encode('utf-8")
cherrypy.response.status = 200
except Exception as err:
cherrypy.response.status = 400
cherrypy.response.body = "{}".format(err)
finally:
log.msg("LOG: Data incoming", data=dataSet)
log.msg("RES: {} with {}".format(cherrypy.response.status, cherrypy.response.body))
return cherrypy.response.body

Structured
objects
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@cherrypy.expose
class JsonLogEndpoint(object):
def OPTIONS(self):
return

@cherrypy.tools.accept(media="'application/json')
@cherrypy.tools.json_in()
@cherrypy.tools.json_out()
def POST(self):
log = logger.bind(
user_agent=cherrypy.request.headers.get("HTTP_USER_AGENT", "UNKNOWN"),
peer_ip=cherrypy.request.headers.get("REMOTE_ADDR", "0.0.0.0"),
forwarded_ip=cherrypy.request.headers.get("HTTP_X_FORWARDED_FOR", "0.0.0.0")
)
returnstring = []
try:
dataSet = cherrypy.request.json
for elem in dataSet:

# log.msg("LOG: Data {} as {}".format(elem, dataSet[elem])) H u m a n
returnstring.append("Log: {} as {}".format(elem, dataSet[elem]))
cherrypy.response.body = '\n'.join(returnstring).encode('utf-8")
cherrypy.response.status = 200 re a d a b I e
field

except Exception as err:
cherrypy.response.status = 400
cherrypy.response.body = "{}".format(err)

final
log.msg("LOG: Data incoming", data=dataSet)
log.msg("RES: {} with {}".format(cherrypy.response.status, cherrypy.response.body))
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@cherrypy.expose
class JsonLogEndpoint(object):
def OPTIONS(self):

returr Oct 30 1Z2:14:00 Lb-ap1-54d8ccbbdc-/

@cherrypy.tools.accept(media="'application/json')
@cherrypy.tools.json_in() View In context C opy 10 Cllpb pard
@cherrypy.tools.json_out()
def POST(self):

log = logger.bind/(

Jser_agent=cherrypy.request.headers.get ("HTTP_USER_AGENT", "UNKNOWN"), data key 1 value 1

peer_ip=cherrypy.request.headers.get("REMOTE_ADDR", "0.90.0.0"),
key 2 IR

forwarded_ip=cherrypy.request.headers.get("HTTP_X_FORWARDED_FOR", "0.0.0.0")
oz LOG: Data incoming

)
returnstring = [] ﬁ
try:

dataSet = cherrypy.request.json
for elem in dataSet:
# log.msg("LOG: Data {} as {}'.format(elem, dataSet[elem])) for'warded_ip O . @ - @ - @
returnstring.append("Log: {} as {}".format(elem, dataSet[elem]))
cherrypy.response.body = '\n'.join(returnstring).encode('utf-8")

peer_ip BRAAA

cherrypy.response.status = 200
except Exception as err: k =
cherrypy.response.status = 400 user'_agent UNKNOWN

cherrypy.response.body = "{}".format(err)

finally:
log.msg("LOG: Data incoming", data=dataSet)
log.msg("RES: {} with {}".format(cherrypy.response.status, cherrypy.response.body))
return cherrypy.response.body
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Try It!
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Practical Notes
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| evels

Debug Warn
Trace Error
Info Critical

Fatal
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| 0Q types

System
Application

Audit
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Text vs Structured
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‘But they look the same’
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‘But they look the same’

Only if your system flattens it
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‘But | can parse text
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‘But | can parse text

That will take time when your system is generating the data anyway.
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t's a way of thinking.
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Remembper: You are no
longer the primary user



Remembper: You are no
longer the primary user

logdna
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T1me

Milliseconds instead of minutes
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Cleanliness

Clear sections in the output instead of one longer line
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Consistency

Multi-platform. Enough said.
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Misconceptions
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| 0ogging Is Just printing to
staout.

No. Just no.
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L 0g everytning!

Probably will cause a performance hit
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| 0gs are automatic.

You need to make logs, and you need to generate good ones.
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All those [og levels are
unnecessary.

Parse all the things!
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Just use regular
expressions.
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Just use regular
expressions.

... regex.

IF YOUREHAWN PERL || T GoT 99
PROBLEMS T FEEL PROBLEMS,
BAD FOR YOU, SON—
SO T USED NowW T HAVE
REBULAR 100 PROBLEMS.
EXPRESSIONS,
) )
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Converting Your Logs
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Step 1: [dentity

What

Why
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Step 2: Discuss

All teams
How

L evels
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Step 3: Update AP

Libraries

L evels
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Step 4: Update Ul

Optional

Minimal surface
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Step o: Monitor

Observations
Adjustments

Process
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Try It!
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What did you decide?




Thank youl
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