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Firewall to protect outside

Software running internally

No way anyone could get in!

INn house support
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Development

A million passwords

Write everything yourself,
each time

Username and passwords in

the database.

VerticalStructure





https://unsplash.com/@vademann

pnslash Art Rachen

Change In
motives

* Rise In cybercrime
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Transition

Security testing with
tooling
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Welcome!

Cyber security is born
Cybersecurity is born

Cyber Security is ......
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Spring4Shell Detection: New Java
Vulnerability Follows in the Footsteps of

Notorious Log4j

I, Anastasiia Yevdokimova
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Impacts
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LAPSUSS
We recruit employees/insider at the following!!!!

- Any company providing Telecommunications (Claro, Telefomcﬂg
ATT, and other similar)

- Large software/gaming corporations (Microsoft, Apple, EA, IB@
and other similar) m
- Callcenter/BPM (Atento, Teleperformance, and other 5|m|Iar) ®
- Server hosts (OVH, Locaweb, and other similar)

TO NOTE: WE ARE NOT LOOKING FOR DATA, WE ARE LOOKIN? FOR
THE EMPLOYEE TO PROVIDE US A VPN OR CITRIX TO THE
NETWORK, or some anydesk

If you are not sure if you are needed then send a DM and we will
respond!!!!

If you are not a employee here but have access such as VPN or VDI
then we are still interested!!

You will be paid if you would like. Contact us to discuss that

@lapsusjobs € 837 ®@37.2K # 2
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The actor has been observed then joining the organization’s crisis
communication calls and internal discussion boards (Slack, Teams,
conference calls, and others) to understand the incident response
workflow and their corresponding response. It is assessed this
provides DEV-0537 insight into the victim’s state of mind, their
knowledge of the intrusion, and a venue to initiate extortion
demands. Notably, DEV-0537 has been observed joining incident
response bridges within targeted organizations responding to
destructive actions.
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Lapsus$ -
new Kids on
the block
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MICROSOFT TECH CYBERSECURITY

Seven teenagers arrested in connection with the
Lapsus$ hacking group

Reports surfaced Wednesday indicating a teenager is the group’s mastermind

By Jay Peters | @jaypeters | Mar 24, 2022, 114
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FBI adds LAPSUS$ data extortion
gang to its “Most Wanted” list

Graham Cluley » ¥ @gcluley
7:49 pm, March 31, 2022

77 SEEKING NEWS
\\:.:/} INFORMATION rln Ukraine | Coronavirus | Climate | UK | World | Business | Politics | Tech | Science | Health
LAPSUS$
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Lapsus$: Oxford teen accused of
being multi-millionaire cyber-
criminal

By Joe Tidy
Cyber reporter

© 24 March



**What should we leak next?**

Anonymous Poll

56% Vodafone source code - around 5000
github repos. 200gb or so compressed

10% Impresa source code and databases.

34% Mercadolibre and MercadoPago source
code - 24000 repos

13038 votes
419K ©®© 0117

u» 1076 Comments >

The above poll will end 03/13/22 00:00 ., ., &

Q’ 992 Comments

The rise of
Lapsus$

LAPSUSS Reply
We recruit employees/insider at the following!!!!

- Any company providing Telecommunications (Claro, Telefonica,
ATT, and other similar)

- Large software/gaming corporations (Microsoft, Apple, EA, IBM,
and other similar)

- Callcenter/BPM (Atento, Teleperformance, and other similar)

- Server hosts (OVH, Locaweb, and other similar)

TO NOTE: WE ARE NOT LOOKING FOR DATA, WE ARE LOOKING FOR
THE EMPLOYEE TO PROVIDE US A VPN OR CITRIX TO THE
NETWORK, or some anydesk

If you are not sure if you are needed then send a DM and we will
respond!!!!

If you are not a employee here but have access such as VPN or VDI
then we are still interested!!

You will be paid if you would like. Contact us to discuss that

@lapsusjobs

6 837 @ 372K ® 2:37PM 4
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Intrusion Timeline

Table 1 lists the major dates, associated events, and the applicable attack phase for the
intrusion. All timestamps in this report are in Coordinated Universal Time (UTC), unless
otherwise noted. For a detailed description of each attack phase, refer to Appendix A: Targeted

Attack Lifecycle.

Date (UTC)

2022-01-19 19:45:39

| 2022-01-20 18:39
1 2022-01-20 18:40:04
2022-01-20 18:43:51

2022-01-20 18:44:01

| 2022-01-20 18:44:

Event

First logon event from [SYSTEM NAME REDACTED)]. Logon to [SYSTEM

NAME REDACTED) from [SYSTEM NAME REDACTED] (10.112.137.64)

Bing search for Privilege escalation tools on'Github by [
NAME REDACTED]

UserProfileSvcEop.exe downloaded from hxxps://github.com by
[ACCOUNT NAME REDACTED]

Account [ACCOUNT NAME REDACTED] created on [SYSTEM NAME
REDACTED

RDP logon by [ACC!
NAME REDACTED)

Explorer by [ACCOUNT NAME REDACTED)
Process Explorer executed by [ACCOUNT NAME REDACTED]

\ Bing search for. Process Hacker by [ACCOUNT NAME REDACTED)

ProcessHacker downloaded from hxxps://github.com by [ACCOUNT
NAME REDACTED]

| Process Hacker execution by [ACCOUNT NAME REDACTED]

Eye Endpoint Agent service terminated on [SYSTEM NAME
REDACTED]

Mimikatz downloaded from hxxps://github.com by [ACCOUNT NAME

REDACTED)

:10 -I Mimikatz executed by [ACCOUNT NAME REDACTED] on [SYSTEM

| NAME REDACTED)

Attack Phase

Initial Compromise
l Initial Compromise
Escalate Privileges

Escalate Privileges

Maintain Presence

Internal Recon

Establish Foothold

Establish Foothold

Establish Foothold

Establish Foothold
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Escalate Privileges
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OKTA'’s
Response

OO

In January, we did not know the extent of
the Sitel issue - only that we detected and
prevented an account takeover attempt and
that Sitel had retained a third party forensic
firm to investigate. At that time, we didn’t
recognize that there was a risk to Okta and
our customers. We should have more
actively and forcefully compelled
information from Sitel. In light of the
evidence that we have gathered in the last
week, it is clear that we would have made a
different decision if we had been in
possession of all of the facts that we have
today.
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