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Make a purchase to start collecting Stars A

Collect 2 Stars for every $1 spent
Redeem 300 Stars for Gold Status and Rewards.
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Starbucks Card to
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the boring theoretical stuff



central peripheral



central




generic attribute profile
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generic attribute profile
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sCrver array of objects

service |
ob;ec’r

characteristic
Proper’ry

value
value




services and characteristics
are identified by uuid’s
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write without response
notify



every value is an array of bytes



pfew...



Status: Connected

FFOF

Custom Characteristic

UUID: FFFC
Status: Connected

READ VALUE

0x00000000
10:48:09.025

WRITE VALUE

0xff000000
10:49:28.160

0x000000ff
10:49:15.536

0x0000ff00
10:49:03.262

0x00ff0000
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connecting to a device



navigator.bluetooth.requestDevice({
filters: [
{ namePrefix: 'PLAYBULB' }
1,
optionalServices: [ Oxffof ]
r)

we tell the browser what
kind of device we want
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Bluetooth Rocks! — Lightbulb X =+

@& https://bluetooth.rocks/lightbulb/

bluetooth.rocks wants to pair

4 PLAYBULB sphere

@ D Scanning...

Cancel




navigator.bluetooth.requestDevice({
filters: [
{ namePrefix: 'PLAYBULB' }
]I
optionalServices: [ Oxffof ]
r)

.then(device => {

)



let device = await navigator.bluetooth.requestDevice({
filters: [
{ namePrefix: 'PLAYBULB' }
]I
optionalServices: [ Oxffof ]

P



r
connect 10 the serve

let server = await device.gatt.connect());
let service = awalt server.getPrimaryService(Oxffof));
let characteristic = awalit service.getCharacteristic(@xfffc));

get The service .
get The characteristic



writing data



let device = awailt navigator.bluetooth.requestDevice({ ... });
let server = await device.gatt.connect());

let service = awalt server.getPrimaryService(Oxffof));
let characteristic = awalt service.getCharacteristic(Oxfffc));

characteristic.writeValue(
new Uint8Array([ 0x00, r, g, b 1)
);



reading data



value = awalt characteristic.readValue():

O
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value.getUint8(1);
value.getUint8(2);
value.getUint8(3);




get notified of changes



characteristic.addEventListener(

'characteristicvaluechanged', e => {
let r = e.target.value.getUint8(1);
let g = e.target.value.getUint8(2);
let b = e.target.value.getUint8(3);

) |

characteristic.startNotifications();



things you need to know:

 the webbluetooth api «\

. promises (or async await) 0
A

 typed arrays






writing a value:

function(r, g, b) {
return new Uint8Array([ 0x00, r, g, b 1);

reading a value:

function(buffer) {
return {

r: buffer.getUint8(1),
g: buffer.getUint8(2),
b: buffer.getUint8(3)
} writing 10
/ from the same ¢

aind reading
lharacteristic




writing a value:

function(r, g, b) {
return new Uint8Array ([

Ox01, g, Ox01, 0Ox00, Ox01,

b, 0x01, r, 0x01, 0x00
1);

reading

color is not poss

the current

ible



writing a value:

function(r, g, b) {
var buffer = new Uint8Array ([
Oxaa, OxPa, Oxfc, Ox3a, Ox86, 0Ox01l, 0x0d,
Ox06, 0x01, r, g, b, 0x00, 0x00,
(Math.random() * 1000) & Oxff, 0Ox55, 0x0d

1);

for (var 1 = 1; 1 < buffer.length - 2; i++) {
buffer[15] += buffer[i];

return buffer; rGAChV‘.CI the CMI‘I’?\:\\'L
; color is not poss




writing a value:

function(r, g, b, position) {
let buffer = new Uint8Array ([
Ox07, Ox02, position + 1, r, g, b

1);

return buffer;




writing a value:

function(r, g, b, position) {
let buffer = new Uint8Array ([
Ox58, r, g, b, 06x01, position

1);




writing a value:

function(r, g, b, position) {
let buffer = new Uint8Array ([
Ox58, r, g, b, 06x01, position

1);

let payload = new Uint8Array(buffer.length + 4);
payload[@] = payload.length — 2;

payload[1] = payload.length — 2 >>> 8;
payload.set(buffer, 2);

let checksum payload.reduce((a, b) => a + b, 9);
payload[payload.length — 2] = checksum;
payload[payload.length - 1] checksum >>> 8;

let extra payload.filter(value => {
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messagelm + 1] = 0Ox05;

m += 2;

}

else 1f (payload[i] === 0x03) {
messagelm] = 0x03;
nessagelm + 1] = 0x06;
n += 2;

}

else {
messagelm] = payload[1];
m++:

s

nessagel@] = 0x01;
nessagelmessage.length — 1] = 0x02;

return message;
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log all
bluetooth
packets

on your phone
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Developer options

On

Memory

Take bug report

Desktop backup password
Desktop full backups aren'’t currently protected

Stay awake
Screen will never sleep while charging

Enable Bluetooth HCI snoop log
Capture all bluetooth HCI packets in a file

OEM unlocking

Allow the bootloader to be unlocked

Running services
View and control currently running services

Convert to file encryption
Convert...




btsnoop_hci.log

Bluetooth

Handle:

Bluetooth HCI H4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
Opcode: Write Command (@x52)

0x0011 (9ecadc240ee5a9e093f3a3b50200406e€)

0000 02 02 00 1b 00 17 00 04 00 52 11 00 fa 03 00 39
0010 01 00 06 00 00 00 00 00 00 00 00 00 00 fO cO 00

Value: fa03003901000600000000000000000000T0c000

Frame 3629: 32 bytes on wire (256 bits), 32 bytes captured (256 bits)

@ X & | e = 4 = Q Q 1
o] dis filter v
No. Time Source Destination Protocol Lengtl Value

3620 118.078099 controller host HCI_EVT 8

3621 118.137911 LgElectr_6c¢c:eb:b9 .. remote () ATT 32 fa0300390100060000000000000000000003c300
3622 118.140070 LgElectr_6c¢c:eb:b9 .. remote () ATT 32 00000003c30000000003c30000000000TCc000000
3623 118.142233 LgElectr_6c¢c:eb:b9 .. remote () ATT 32 0000300000000000300000000000300000000000
3624 118.144795 LgElectr_6c¢c:eb:b9 .. remote () ATT 16 000b55a9

3625 118.166811 controller host HCI_EVT 8

3626 118.166955 controller host HCI_EVT 8

3627 118.167380 controller host HCI_EVT 8

3628 118.168192 controller host HCI_EVT 8

3629 118.230426 LgElectr_6c¢c:eb:b9 .. remote () ATT 32 fa0d3003901000600000000000000000000T0Cc000
3630 118.232516 LgElectr_6c¢c:eb:b9 .. remote () ATT 32 000000f0Cc000000000T0CO000000003TOTO00000
3631 118.234390 LgElectr_6c¢c:eb:b9 .. remote () ATT 32 000c0f000000000c0T000000000Cc000000000000
3632 118.236671 LgElectr_6c¢c:eb:b9 .. remote () ATT 16 000b55a9

3633 118.256972 controller host HCI_EVT 8

3634 118.257299 controller host HCI_EVT 8

3635 118.258136 controller host HCI_EVT 8

3636 118.258542 controller host HCI_EVT 8

3637 118.322899 LgElectr_6c¢c:eb:b9 .. remote () ATT 32 fad300390100060000000000000000003c300000

O

Value (btatt.value), 20 bytes

Packets: 4148 - Displayed: 4148 (100.0%) - Load time: 0:0.7
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