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Daniel Maher Claudio Acquaviva
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Agenda

Kong Mesh Overview and typical policies including mTLS, Traffic Route, Traffic Permission and Traffic Log

Exploring the Datadog monitoring and observability for APls and microservices.
e Demos
Monitoring Microservice deployment in Kong Mesh using Datadog.
Observing Service Mesh consumption.
e Q&A
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Accelerate Your Journey to Decentralization

Increase pace of innovation, gain new revenue streams, and lower TCO

P Fast and seamless scale
through lightweight proxies

® Support yesterday, today and tomorrow

, ® Instantly add policies
through flexible platform

via out-of-the-box plugins

® Become technology agnostic
across any cloud, orchestrator, platform or protocol
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MONOLITH SERVICES MICROSERVICES
1 Service 5 Services D= micoseTvie e SERVICE MESH

1,000+ microservices
in-a service mesh

EMERGING PATTERNS

1,000,000+
functions in
serverless

declarative configuration
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MONOLITH
1 Service

SERVICES
Few Services

MICROSERVICES
100+ microservices

SERVICE MESH
1000+ microservices
EMERGING PATTERNS
00 microservices
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Kuma & CNCF (Cloud Native Computing Foundation)

Open source Service Mesh Project started by Kong in September 2019 and donated to CNCF

# Kuma - CNCF Cloud Native Int. X =+ [ ] ) Kuma - GitHub

C @ https:/landscape.cncf.io;

& C' @ https:/github.com

) whyaitHuw?

Kuma

© San Francisco

i Repositories 5 () Packages

Pinned repositories

B kuma
8 The Universal Serice Mesh, CNCF Sandbox
Projct
Kuma ®co ok ¥

Cloud Native Computing Foundation (CNCF)
Orchestration & Management - Service Mesh
B kuma-gui
# The Universal Service Mesh. CNCF Sandbox Project. -
8 A GUI built on Vue js for use with Kuma.

e Y7

Kuma

GNCF Sandbox Project

Website kuma.io ®vie

Reposi jthub.comkumaha/kuma 2,
S epository githu o O %2058

Crunchbase b

Ucense

Linkedin linked

Q Find a repository...
No Gll Best Practices. Twitter @KumaMesh Latest Tweet 2 months ago

First Commit 2 years ago Latest Commit about a month

o 97
W Vakefie 2% \
Shell 1%
WML <1%
PLPGSQL <1%

Contributors a1 Latest Release. 2 months ago

Headguarters San Francisco, California Headcount 1150

kuma
Funding sam

kubernetes  golang  microservices  networking  cncf  kong
controlplane
Tweets b exumavesn
®Go & Apache-20 ¥ 142 ¥r2108 (D122 (18issues need help)  §116
Kuma Updated 15 seconds ago
Q il I I.[ II | I Kuma 1.1 has been released with over 10 features ready to
Feb  Apr . Jun Al De . "
o Apr o o e be deployed, including improvements to transparent kuma-website
8 The official website for Kuma, the control plane for modern service
° A A

connectivity.

sass. markdown vuejs scss vuepress
JavaScript &8 Apache-20 %23 Y¥23
charts

Helm charts for Kuma
HBapache-20 Fo w3 Qo o

kuma-gui
8 A GUI built on Vue js for use with Kuma.

javascript  vuejs  vuex  vue-cli kong  kuma

https://landscape.cncf.io/?selected=kuma

Team Enterprise Explore

& https:/fkuma.iof

A People

D16 (1issue needs help) 114

Marketplace Pricing

The Universal Service Mesh. CNCF Sandbox Project.

W @kumamesh

[ Projects

& kuma-website

8 The official website for Kuma, the control
plane for modern service connectivity.

w2 Y3

JavaScript

Type ~ Language ~ Sort ~

8 The Universal Service Mesh. CNCF Sandbox Project.
s AN MY

Updated 4 days ago

Updated 4 days ago

WAMA ~ A A A

vuex3

Signin | Sign up

B kuma-demo

A demo app to illustrate the capabilities and
advantages of Kuma. 8

@shel w33 ¥2s

Top languages

® shell © JavaScript @ Go @ Vue

Most used topics

vuejs  javascript  kuma

microservices  scss

People >

This organization has no public
members. You must be a member to see
who's a part of this organization
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https://github.com/kumahq
https://landscape.cncf.io/?selected=kuma

KONG MESH

Kong Mesh Overview v @

Why do you need a Service Mesh? O & O m oA
& ®On @0 Q &

W )
g
- v
Ensure service connec.tivi.ty, Achieve Zero-Trust Gain Global Traffic
discovery and traffic reliability Security Observability
Intelligently route traffic across any Restrict access and encrypt all traffic by Gain a detailed understanding of
platform and any cloud to meet default to only complete transactions service behavior to increase application
expectations and SLAs when identity is verified reliability and the efficiency of teams
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Multi-Zone deployment

Global Kong Mesh Control
plane

[ Service Discovery ]

Remote Kong Mesh Remote Kong Mesh Remote Kong Mesh
Control Plane Control Plane Control Plane

]
O g{g © 0000 0000
0000 0000 0000

Platform, Cloud or Cluster Platform, Cloud or Cluster Platform, Cloud or Cluster
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Service Mesh Policies

Security
Identity, Encryption and Compliance Observablllty
. Metrics, Logs and Traces a 1
o &l @ Enterprise Features
Mesh / Multi-Mesh Mutual TLS (mTLS) Traffic Permissions =
] e, (=

Traffic Control Traffic Metrics Traffic Trace Traffic Log

. . HashiCorp Vault CA
Routing, Ingress, Failover

Advanced .
[ 1[ . OPAPolicy Support

Envoy configuration and Miscellaneous

Traffic Route Health Check Circuit Breaker B x|
= 2 — Multi-zone authentication
Pl A .
Z = Proxy Template DP/CP Security F | PS Su p p 0O rt
Fault Injection Kong Gateway External Services

Kong Mesh

N
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Retries
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Datadog

Edit Widgets +

[l 7 Shop.ist Timeboard v

ﬂ Q Search. Saved Views v $Role * ~  Senv staging v  Saz
ATADOG v Service Level Agreements
Shop.ist Homepage Uptime 4R -]

Past 30 Days

99.69%

94% (1d 9h 49m) budget

.

Dashboards

Nov 24 Dec Decg Dec15
v Business KPIs
Count of Checkouts Completed s
30
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v RUM - Frontend Metrics
Page views S

200
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v Performance

Shopist System Load by host -

VNN
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1h The Past Hour

Shop.ist Checkout Latency ¢ % | Shop.ist Uptime - This Week VR -]

Previous week

Past 7 Days 99.77%
99% (1d 11h 27m) budget
s i v e e | S
aws:eu-west-2 100.00% ecs Mon Tue 10 Wed 11 Tha 12 Fri13 Satia Dec 1
% of Carts Abandoned P Avg Time To Checkout s
&0
04
Mmmwwwwwwwwmmm o P AN A AN AN
02
2
01
o 0
7:00 17:15 7:30 17:45 17:15 17:45
Load time end median, p75 and p90 7S w Top URLs -
i @VIEW.URL DETAILS.PA COUNT  MEDIAN:LOAD EVENT
1 / 118K 11.09s
1 Jeart 855 1129.27ms
05 /department/sofas 747 1246.72ms
Cuhmk MARSIA A \‘U‘\u M__g} A | ‘../L“ /department/sofas/produ 744 1074.26ms
%15 Jcheckout 542 N/A
p95 latency per Merchant S o Avg of @duration by @merchant.store_name over "env... & %
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Knight-Bryant
Moore-Bernard
Washington and Sons
Lawrence PLC

Brown, Moreno and Gould
Hawkins PLC

Miller, Henderson and Johnson
Shaffer PLC
Calderon-Montgomery
Dudley-Gray

Rowla BI

)
dh &
Shop.ist Checkout Availability R -]
Past 30 Days
88.8340%
-12% (-108k reqs) budget

dh &

Items added / removed from carts s »
1.5K
1K
0.5K

OO

1700 1715 17:30 17:45

dh &

Top countries ]

@NETWORK.CLIENT.GEC COUNT MEDIAN:LOAD EVENT

United States 1.49K 922.88ms

United Kingdom 622 865.86ms

Singapore 609 1512.3ms

Ireland 586 1027.09ms

South Korea 500 1494.6ms
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Datadog

> Service: web

ack.request > ShoppingCartController#checkout > 4719227138870283557

@

@ web-store | ShoppingCartController#checkout

ﬂ Dec 17 21:01:27.525 266 ms  POST jcheckout
Flame Graph Span List (73)
DATADOG —_—

100 ms

email-mysql-
Il e | |
| I Inlesl N

postgres.query| . ! http.request POST /charge/ @

i = send-email-
payment_api payr » redis-queue
send-email-
mysgl-db )
fraud-
@ prevention-api = X 8
email-queue-
\ producer

email-api-py "

-

shipping-
queue-redis
product-
recommend...
aws.lambda.
post-coupon-
@ web-store rack.request = ShoppingCartController#checkout 266 ms (100.0%) . us-gke-prod
ad-server-dns
Tags Infrastructure Metrics Logs (17) Errors (5) Runtime Metrics https://g21sf... _@
— .execute-api.
@ us-east-1.am...
»
trace_id ¥ trace_id:4719227138870283557 Y S
post-coupon-
@ us-gke-prod
DATE T SERVICE HOST .
1:01: - = w US| WP ad-server-
Dec 17 21:01:27.541 web-store gke~-demo-11287-us-prod-w-default H mongodb
Kelnerhax — Headers:HTTP_VERSION='HTTP/1.1' ad-server,
HTTP_HOST='rails-storefront:3000"

HTTP_ACCEPT_ENCODING="identity'

»
e .
ad-server-http
@ -client
\ ad-server-
b ¥ 4 graphgl

Dec 17 21:01:27.565 web-store gke-demo-11287-us-prod-w

= payment-
Checking for fradulant behavior > postgres
Dec 17 21:01:27.576 = web-store gke-demo-11287-us-pr payments-go,

Response from fraud prevention: 200
Dec 17 21:01:27.630 web-store gke-demo-11287-
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Datadog

8  Copylink &

Starting on November 5th, error rate was up for more than 1 hour on multiple resources in nginx-mcnulty-query

% Error Rate 182 total (1.2 err/s)
30 ey 5
Nov 5, 22:00 - 23:45 |
1 H
20 ! !
H '
1 H
H H
| H
10 i H
H '
| H
| H
A Y H
H
0 T T T T T T
Tues 03:00 06:00 09:00 12:00 15:00 18:00 21:00 Wed 6 03:00
Value Min Avg Max Metric

. On% 0n% 063% 2462%  default((100 * (trace.nginx.request.errors / trace.nginx.request.hits)),0.0)

One platform
gl with seamlessly
) integrated,
_ smart tooling

Error rate also was up for:

B

nginx-mcnulty-query | series.batch_query

100

Tue 5 06:00 12:00 18:00 Wed 6 06:00 12:00 18:00

Visit datadoghg.com

Error rate also was up for:

nginx-mcnulty-query | api/series.query




KOng Mesh & Datadog

Admins
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Traffic L ; \\ Consumers
| 1 Q@
. e Microservice 1 Microservice 2
@ Envoy Sidecar
A’S;decar -7
metrics__,,—"'
’ m Kong Mesh Control Plane
DATADOG
AWS Elastic Kubernetes Engine
1. Kong Mesh Traffic Log policy
2. Datadog Agent
'x Kong
DATADOG



Admins

Kong Mesh & Datadog
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metrics
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Microservice 2 -
Current release

Envoy Sidecar @ Envoy Sidecar

Microservice 1

Microservice 2 -
Canary Release

@ Envoy Sidecar

m Kong Mesh Control Plane

AWS Elastic Kubernetes Engine

1. Kong Mesh Traffic Log policy
2. Datadog Agent
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Admins

KOng Mesh & Datadog
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IN DATADOG '
Traffic Log > Consumers
policy 0\\ Y
Microservice 1 Microservice 2
Envoy Sidecar @ Envoy Sidecar
Sidecar «~-~
metrics
m Kong Mesh Control Plane
DATADOG
Kong Mesh

1. Kong Mesh Traffic Log policy

2. Datadog Agent
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