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WHY EVERYTHING IN IT IS HORRIBLE
RIGHT NOW AND HOW TO FIX IT
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A purely technical (albeit reductionist) view
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1
EVERYTHING IS

GETTING WOKRSE

Bugs.. bugs are everywhere




YOU HAD ONE JOB, OPERATING $ VSTEM

Microsoft Fixes and Explains Lost Files Issue
with Windows 10 Version 1809

By Kurt Mackie | 10/09/2018

Microsoft on Tuesday offered an explanation, an apology
and a future resolution for its flawed Windows 10 version
1809 release last week, which caused files to go missing

for some users.

Some users really did lose files, which happened when
they upgraded to Windows 10 version 1809, also known
as the "October 2018 Update." The reason why they lost
them had to do with a Windows 10 feature called ""Known

(@YBARUCH #IOUANIND




PRIVACY. THAT'S APPLE, KiNpA,

My teen found a major security flaw in
Apple’s new iOS. He can listen in to your
iPhone/iPad without your approval. | have
video. Submitted bug report to

...waiting to hear back to
provide details. Scary stuff!

9:14 PM - 20 Jan 2019

166 Retweets 438Likes B ESPOD > G ©

11 166 Q 438 [
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TWITTER/X UX: IT'S NOT (OMLY) ELON'S FauLT

Support > E > - r/Twitte
@S“P""“ < bandeauSemS

Let’s talk about Tweets disappearing from view mid-read when the

timeline seems to auto-refresh. We know it’s a frustrating experience, so tu rn Off aUto SCfOl I?

we’re working on changing it.

Over the next two months, we’ll be rolling out updates to the way we ¢ COMPLAINTS

show you Tweets so they don't disappear. everytime i open twitter it automatically refreshes my feed. does any
it? usually when i would open twitter and i could just scroll up to cor

Oms ek everytime and puts me at the top of the page. even if i try to hold dc

will refresh when i take my finger off the screen again and make me

(@)BARUCH, HIAVALAND, SPEAKINGY EARUICH




Docs Tools Su

Platform Bug Reports

Other Platform Issues

Q

Total Open Bugs: 29771 - Resolved Within 30 Days: 45.23 %
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YOU HAD ONE JOB, SECURE uauiT

Contents  hide

(Top)
Overview
History
Reception
Security incidents
2015 security breach

2021 third-party trackers
and security incident

2022 customer data and
partially-encrypted vault
theft

References

External links

(@JBARUCH

LastPass
Article  Talk

From Wikipedia, the free encyclopedia

LastPass is a password manager application.“] The
standard version of LastPass comes with a web
interface, but also includes plugins for various web
browsers and apps for many smartphones. It also
includes support for bookmarklets.

Founded in 2008 by four developers,I°! Lastpass
was acquired by GoTo (formerly LogMeln Inc.) for
$110 million in 2015.%] LastPass was spun-off from
GoTo into a stand-alone business in 2024.71

LastPass suffered significant security incidents
between 2011 and 2022. Notably, in late 2022, user
data, billing information, and vaults (with some fields
encrypted and others not)[ll8] were breached,
leading many security professionals to call for users
to change all their passwords and switch to other
password managers. %)

Overview [edi)

#JAVALAND

Xp 15 languages v

Read Edit View history Tools v

LastPass

LastPass .-l

Company type Private

Password management
Computer security

2008; 17 years ago

125 High Street,

Boston, Massachusetts,
United States

Karim Toubba, CEO (2022-
Present)

$200 million (2021)

GoTo (2015-2024)
Francisco Partners (2024-)
Elliott Management (2024-)

800+ (2024)

Industry

Founded
Headquarters

Key people

Revenue

Owners

Number of

employees
Website lastpass.com 2

Footnotes / references
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IFIT'S DOWN, NO ONE caN Hack T

Sectors Affected; 1?@ Airlines | ] Healthcare | S Banking | Med|a \ ﬁﬁ Government \

A Ny

$500 million $12.5 billion
ost to Delta; wiped off

irline may purst CrowdsSt
legal action t

6 days 12.75 million
efore Delta Air Li resource-hours
operations were g needed for IT teams
bacv to normal

Incident Impact
July 19th, 2024
$10 10%-20%

voucher offered to IT S financial losses
staff by CrowdStrike N\ likely covered by
ol b cie

674,476
were in th entities directly
N ffected worldwide

@ blackfog.com
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ON THE OTHER HAND, IF IT'S NOT PR b
Pt OTECTED, IT'S NOT

Southwest Airlines avoided CrowdStrike-Microsoft outage because
it's still running Windows 3.1 — fourth-largest US airline remained
free of BSoD errors because its OS hasn't been updated in decades

[NB By Wayne Williams published July 27, 2024

The airline also still uses Windows 95

000600660

When you purchase through links on our site, we may earn an affiliate commission. Here's how it works.

(@JBARUCH. HIAVALAND SPEAKING:JEARU:CH




BUT MAYBE RUNNING ON WiN

31U
AFTERALL .. OT A GREAT IDER

é;au;hwegv

Baggage service office

"OUTDATED TECHNOLOGY"

"Southwest is using outdated technology and processes, really from the '90s, that can't keep up with the

network complexity today," Casey Murray, president of the Southwest Airlines Pilots Association, told
Reuters.

b (@YBARYCH #IOUANIND




Computer Science > Cryptography and Security

[Submitted on 20 Aug 2021 (v1), last revised 16 Dec 2021 (this version, v3)]

Asleep at the Keyboard? Assessing the Security of GitHub Copilot's Code
Contributions

Hammond Pearce, Baleegh Ahmad, Benjamin Tan, Brendan Dolan-Gavitt, Ramesh Karri

There is burgeoning interest in designing Al-based systems to assist humans in designing computing systems, including tools that
automatically generate computer code. The most notable of these comes in the form of the first self-described *Al pair programmer’,
GitHub Copilot, a language model trained over open-source GitHub code. However, code often contains bugs - and so, given the vast
quantity of unvetted code that Copilot has processed, it is certain that the language model will have learned from exploitable, buggy
code. This raises concerns on the security of Copilot's code contributions. In this work, we systematically investigate the prevalence
and conditions that can cause GitHub Copilot to recommend insecure code. To perform this analysis we prompt Copilot to generate
code in scenarios relevant to high-risk CWEs (e.g. those from MITRE's "Top 25" list). We explore Copilot's performance on three
distinct code generation axes -- examining how it performs given diversity of weaknesses, diversity of prompts, and diversity of

i nt scenarios for Copilot to complete, producing 1,689 programs. Of these, we found
approximately 40% to be vulnerable.

(@JBARUCH. #JAVALAND SPEAKING:IEARU:CH




NUMBER OF ISSUES...

SONOS

We know that too many of you have experienced significant
problems with our new app which rolled out on May 7, and |
want to begin by personally apologizing for disappointing you.
There isn't an employee at Sonos who isn't pained by having
let you down, and | assure you that fixing the app for all of our
customers and partners has been, and continues to be, our
number one priority.

We developed the new app to create a better experience, with
the ability to drive more innovation in the future, and with the

owever, since

features and functionality.

(@YBARUCH #IOUALAND




JUST A TINY BIT OF ISSUES

mrerner ancwive  [hitps://play.google.com/store/apps/details?id=com.sonos.acr2

J[Go] M

BERBICATEENID st oo

25 Jun 2020 - 21 Feb 2

diiudh ....ml 202

Sonos

Sonos, Inc

12% 5M+ €
195K reviews Downloads Everyone @

Search across all
Unlogkthe ultimate your services.
listéning experi

i

Allyour favorite : - Total contral ofyour - Helptultips and
soundsin one 3pp ‘speakers and settings

(@JBARUCH

App support v

Similar apps >

Beltone Tinnitus Calmer
GN Hearing
46%

Soundcore
v
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2.
STAGNATION

No, slapping chatbot on doesn’t
count
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WHAT'S NEW IN THE LATEST ANDROID AND 10S

G (@YBARUCH ZINUANIND
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WINDOW'S 10 IS WINDOWS 17: NAME 3 DIFFERENCES

Desktop Windows Version Market Share Worldwide Edit Chart Data
July 2023 - July 2024 -
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3
SPEED OF
INNOVATION

Can ANYTHING be released in less
than two years?

ZI0UANIND




LET'S JUST Sllll’ll CIIIITBOT OIV 14

COMPUTERWORLD

Air Canada chatbot error
underscores Al's
enterprise liability danger
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EVEN SLAPPING CHATBOT ON TAKES YEARS

-
amazon About Us Our Impact v Subscribe i% Searct
~— ~

September 20, 2023
Written by Daniel Rausch, Vice President, Alexa and Fire TV
5 min read

Over the last few years, we've often talked about how we're living in a golden age of artificial
intelligence (Al). Ideas that seemed like science fiction not so long ago are now a reality- amazon
no better example of that than Alexa. What started as a sketch on a whiteboard has evo

entirely new computing paradigm—one that has fundamentally changed how people ac

world interact with technology in their homes. Having passed half a billion devices sold,

tens of millions of interactions every hour, Alexa has become part of the family in millio

households. We've always thought of Alexa as an evolving service, and we've been conti

improving it since the day we introduced it in 2014. A longstanding mission has been to

conversation with Alexa as natural as talking to another human, and with the rapid deve

generative Al, what we imagined is now well within reach. Today, we're excited to share .

preview of what the future looks like.

(@JBARUCH, HIAVALAND,

About Us Our Impact v Subscribe i

Availability

Alexa+ will start rolling out in the U. uring an early access period, and
subsequently in waves over the coming months. We will prioritize Echo Show 8, 10, 15, and 21
device owners in the early access period. If you don’t have one of those devices, and want to be
among the first to experience Alexa+, you can buy one now. If you want to put your name on the list

to be considered for early access, please visit www.amazon.com/newalexa.

I'm pumped about Alexa+, and | can't wait for you to try it.

SPEAKINGY/EARU!CH




A FREAKING WIRELESS CHARGER

Friday March 29, 2019 1:18 pm PDT by Juli Clover

Apple today canceled AirPower, the charging mat that it first announced in

2017, because of an inability to meet its high standards for hardware, reports
TechCrunch.

(@/BARUCH, HIAVALAND, SPEAKINGYBARUICH




A (NOT SO) NEw LOOK IS COMING (NOT $0) sooN

3 A new look is coming soon
Google is improving its sign-in page with a more
modern look and feel
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LIVING ON ELON'S TIME

‘WIKIPEDIA

3/ The Free Encyclopedia

Tesla Cybertruck will get up to
miles of range and start at{$39,900

Search Wikipedia Search ‘

/ Can wi
. o and bulle
LlSt. of predictions for autonomous Tesla  Adcanmages ~ thrown a
Contents _ hide vehicles by Elon Musk

(Top)

See also

Article  Talk

View history  Tools v

Read Edit

From Wikipedia, the free encyclopedia
References
(Redirected from List of Predictions for Autonomous Tesla Vehicles by Elon Musk)

This is a list of predictions for autonomous Tesla vehicles made by Elon Musk, CEO of Tesla,
Inc. The predictions concern Tesla's suite of advanced driver assistance system (ADAS) functions,
currently marketed as Full Self-Driving (Supervised) ("FSD"), and provide estimates for when Tesla
will achieve fully autonomous driving, requiting no human intervention, which SAE considers Level
5 automation. Tesla does not classify FSD according to the SAE levels of autonomy, but has
acknowledged that full autonomy is "dependent on achieving reliability far in excess of human
drivers as demonstrated by billions of miles of experience, as well as regulatory approval, which
may take longer in some jurisdictions”."]

by Sean O'Kane an«
Nov 21, 2019, 11:21 PM |

&)(f)(@

Musk has publicly stated estimated timelines and intended capabilties of the system since at least
2013.” FSD and Autopilot are classified as SAE Level 2 ADAS, as of January 2024.I[1] . . N .
P v truck, also known as Cybertruck, at an event in Los Angeles, California.
T Rusk’ for Tesla vehicles P . . . - y .
e The truck will come in three versions with 250 miles, 300 miles, and
Date +  Prediction ¢ Quote Met + Ref.

Tesla CEO Elon Musk just unveiled the company’s first electric pickup

should be able to do 90 percent of miles driven

500 miles of range, respectively. And it will start at.§ Musk said.

Sep 2013 | 2016 N . X No 2l 5 . .

[aifonomously] within thres years. The truck won't be rolling off the assembly line unfil late 2021, But

M Tesla car next year will probably be 90-percent AT/HWL preorders can be made at tesla.com/cybertruck.

release —_——

Oct 2014 | 2015 capable of autopilot. Like, so 90 percent of your miles o 58]

can be on auto. For sure highway travel." e

highways'*

"From a technology standpoint, Tesla will have a car
0Oct2015 | 2018 that can do full autonomy in about three years, X No n

maybe a bit sooner."

(@YBARUCH #IOUALAND
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BIOAT

Old man yells at software size
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SURFACE OF ATTACK IS INS/NE

IEEE Spectrum

WHY BLOAT IS STILL

SOFTWARE'S BIGGEST
VULNERABILITY

GJ (@YBARUCH #IAUALAND




ARE YOU AFRAID VET?

Figure 1.1 Next Generation Software Supply Chain Attacks (2019-2024)
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Source: Sonatype

(@JBARUCH. HIAVALAND, SPEAKING:JEARU:CH




F*CK IT, WE'LL DO IT L1TE

< Storage < Storage

Facebook Lite
ﬂ 503.0.0.49.76 f 449.0.0.11.105
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CHROME NOM-NOMS Ray g

Areyoueating
RAMagain?

Areyoutelling
__liesagain?

Openyour
mouth.
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CHROMIUM NOM-NOMS RaM

! 1 They're the same picture.
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ELECTRON APPS NOM-NOMS RAM

(@)BARUCH, HIAVALAND, SPEAKINGY EARUVICH



TALE OF TWO PDF READERS

ﬁnr Home Download Manual Forum

(rr Sumatra PDF

PDF, eBook (epub, mobi), comic book (cbz/cbr), DjVu, XPS, CHM, image viewer for
Windows.
Fast, small, packed with features, customizable, free.

SumatraPDF-3.5.2-64.exe

OJ (@YBARYCH ZIAUAIND,



TALE OF TWO PDF READERS

Acrobat Reader 64-bit on Windows

Component Requirement
Processor Intel or AMD processor (1.5GHz or faster)

QpStingRySten Windows 11 (64 bit)

Windows 10 (64 bit) v1809 or later
Windows Server 2022

Windows Server 2019 (64 bit)
Windows Server 2016 (64 bit)

RAM 2GB

Hard disk space I900MB of available hard-disk spacelor English
Of avallable hard-disk space for other languages

(@JBARUCH. HIAVALAND, SPEAKING:JEARU:CH




NO OZEMPIC FOR WEBSITES

Median page weight over time
Web Almanac 2024: Page Weight

desktop == mobile
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o.
FEATURE MISMATCH

Let’s add features no-one needs
and remove features people
like

(@YBARUCH, HIAVALAND, SPEAKINGY/EARU!CH



-

% WIKIPEDIA

W) e peeEncytopeta Q e

List of features removed in Windows 11

Article  Talk

From Wikipedia, the free encyciopedia

Windows 11 is the latest major release of the Windows NT operating system and the successor of
Wind

10. Some features of the operating system were removed in comparison to Windows 10,
and further changes in older features have occurred within subsequent feature updates to Windows
11. Following is a list of these.

eatures removed in original release (et

Bundled software |t

No longer available [edit

‘The following applications are no longer bundled with Windows 11 and no longer available.!')

« Internet Explorerl™®te linote 2]

 Wallet

Not bundled, but available [edt

The following applications are no longer bundled with Windows 11, but can still be installed from the
Microsoft Store. "

« 3D Viewer

« OneNote for Windows 10

« Skype

Windows shell [eat

‘The following parts of the Windows shell are no longer available in Windows 11.

« Lock Screen's quick status

« Toggleable tablet mode (now is automatically enabled on touch devices)*)l')

(@YBARYCH

WINDOWS 10 -» WINDOWS 11

) WIKIPEDIA
o) T recEncycopedia Q

= Features new to Windows 11

Atticle  Talk

¥ 5languages v
Donate Create account Login  +==

Read Edit Vi

story Tools v

- From Wikipedia, the free encyclopedia
XA 7languages v

Read Edit View history Tools v

This article has multiple issues. Please help improve it or discuss these issues [hide]
on the talk page. (Le: )

) -+ Thisarticle's tone or style may not reflect the encyclopedic tone used on
Wikipedia. (December 2021)

omove th

Part of a series of articles on
Windows 11

B Windows 11

tions

« This article needs additional citations for verification. (December 2021)

Windows 11 is the current major release of Microsoft's Windows NT operating system. Released on
October 5, 2021, Windows 11 succeeds the previous major release, Windows 10

Part of a series of articles on

Windows 11
Major updates introduced with the product include a redesigned user interface, new productivity and [ | Windows 1
collaboration features, and updates to security and accessibility. 2%l "
Siblings Editions
Server 2025 New features
As a current release, the operating system receives annual feature enhancements,

moved featt

tures
Removed features
Version hi

such as the
addition of artificial intelligence features like Microsoft Copilot which launched in 2023,

Siblings

ver 2025

Related

s Insider
Microsoft Store

Universal Wi

Fiuent Design System

Windo
edit]

Main article: Windows shell

Fluent Design System: Updates the Fiuent Design System, a design language introduced by
Microsoft in 2017,17) are featured in Windows 11. According to Microsoft, the design of Windows
11 is "effortless, calm, personal, familiar, complete, and coherent."®) The redesign focuses on
simplicity, ease of use, and flexibility,”) addressing some of the deficiencies of Windows 10.14)

s Platform
Fluent Design Sys!

Most interfaces in Windows 11 feature rounded geometry, refreshed iconography, new typography, and a refreshed color palette.
In addition, translucency and shadows are made more prevalent throughout the system.°) Windows 11 also introduces "Mica", a
new opaque Material that is tinted with the color of the desktop wallpaper./%1'1]

« Start Menu: The Start menu has been significantly redesigned in Windows 11, adhering to the principles of the updated Fluent
Design System. The menu has now been moved to the center by default, with an option to move it back to the left side. The Live

#IOUANIND




NEW APP AT ALL cOSTS

Sonos says its controversial app redesign

took ‘courage’ / The company hears what
customers are saying but insists the new app was
necessary — even if it's ‘a few steps back’ for now

because of missing features.

Sonos has responded to the avalanche of feedback — some good, plenty

bad — about the company’s redesigned mobile app that was released on

May 7th. In the days since, customers have complained about missing
features like sleep timers, broken local music library management, and
no longer having the ability to edit playlists or the upcoming song
queue. More alarmingly, the Sonos app’s accessibility has also taken a

hit, something the company says it’s aiming to resolve by next month.

(@JBARUCH. HIAVALAND, SPEAKING:JEARU:CH
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REMEMBER SONOS? LET'S 100K WHY.

(@stecanca

{2} HOW WAS THIS APP ALLOWED TO RELEASE?

Sonos workers shed

light on why the app
update went so
horribly

(@YBARUCH #IAUALAND




1
NO-CODE

To get new features out, developers
should write code. They don't.

(@JBARUCH #JAVALAND SPEAKING.JEARU.CH



YOU CAN'T CREATE PRODYCT WITHOUT WRITING CODE

52 4 hr 21 min

minutes -
. of code time per week
of code time .
(Mon - Fri)

per day
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2. MANAGEMENT

There are so many ways to screw
up when you're in
managmenet

(@JBARUCH #IAVALAND SPEAKING.JEARU.CH



WITH OVERCONFIDENCE

(@YBARYCH

to the app's scheduled launch date because the app wasn't ready. Three former
s

Sonos workers shed light on why the
app update went so horribly

Chaos and frustration reportedly preceded app launch

Ahead of the a

’s release and following company layoffs, Sonos Chief Product

Officer Maxime Bouvat-Merlin reportedly instituted company reorganizations that

caused chaos, two former workers said. People who have been following this stor
may remember Bouvat-Merlin telling The Verge in May amid customer complaints
that it "takes courage to rebuild a brand’s core product from the ground up, and to
do so knowing it may require taking a few steps back to ultimately leap into the
future." The comment didn’t go over well with customers whose gear stopped
working as intended due to the app’s problems.

Aformer engineer told Bloomberg:

They separated people that had been working together for years creating
great products. | don’t understand what could motivate someone to
shake things up like that.

Employees Bloomberg spoke with claimed that internal frustrations were high close

lworkers who recently worked there pointed to "yelling” and “screaming” in

meetings as employees tried to warn higher-ups. Employees claimed that Sonos|
| SRE SRR ReN ISR 12 ORI IS —
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BAD ORG HABITS caN Kt PRODUCTIVITY
A

email

ATTE NTIbN 77 times

'SPAN ﬁ

A Grouhdbreaking Way to Restore
Balance,|Happiness and Productivity

25 minutes

GLORIA MARK, PhD
With a New Foreword and Exercises by the Author

#

(@JBARUCH HIAVALAND, SPEAKING:JEARU:CH



3
ARTIFICIAL RIGID
DEADLINES

“Because | said so”

(@JBARUCH. HIAVALAND, SPEAKINGJEARU:CH
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THE "ART" OF NOT LETTING GO

Sonos workers shed light on why the
app update went so horribly

In May, Bloomberg reported that Sonos aimed to release the new app "at least a few
weeks" before Ace. At the time, Bloomberg said that the update was originally
supposed to release in March but was delayed due to "software-engineering
challenges."

Although it makes sense that Sonos' most mobile offering yet would need a more
advanced, revamped app, it seems that the app's redesign could have been initiated
earlier than the mid-2022 timeframe that Bloomberg reported. In addition to the
years of technical debt that has been said to be built up, Sonos' headphones have
been reported to be in development since at least 2019.

O B RUCHR R 2 L TN
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&4
BAD CODE

When developers do code, they are
drawn in technical dept

(@YBARUCH, HIAVALAND, SPEAKINGYEARUYCH,



YOU CAN'T CREATE UALUE FaST IF YOU'RE DROWNING

Sonos workers shed light on why the
app update went so horribly

Outdated code

One reason for the app’s failure is the outdated code and infrastructure that the prior
app was running on. Anonymous employees Bloomberg spoke with claimed that the
Sonos app’s technical debt had been building up for 20 years before the update.

By the time Sonos decided to update the app in mid-2022, it was dealing with
software based on virtually obsolete infrastructure and code languages. As such, the
app update “was less about introducing new functionality than sorting out the
existing mess,” Bloomberg reported.

(@JBARUCH #JAVALAND SPEAKING.JEARU.CH




IT'S NOT JUST SONOS

What impact is technical debt
having on your ability to
innovate?

OJ (@YBARUCH #IOUALAND




ONBORRDING TIME FOR NEw DEVELOPER

"Time to First Commit" as a metric

Published Feb 2, 2018

Filed under: development, work

For a while now, I’'ve tracked my time-to-first-commit on each new client project. i.e. how long is the
time gap between starting on the project, and making my first meaningful commit to the code base?

Over the years, this number has varied from a few hours to several weeks. And with almost 100%
correlation, the shorter that time gap, the happier I’'ve been over the long term as a developer on that
project.

(@JBARUCH. HIAVALAND, SPEAKING:JEARU:CH




o.
MUCH MORE
BAD CODE

Let’s let Al generate tons of bad
code, what can possibly go wrong

(@JBARUCH. HIAVALAND, SPEAKING:JEARU:CH



GARBAGE IN -» GARBAGE oyt

Cornell Unive We gratefully acknowledge support

member ins]

= I<1V > ¢s > arXiv:2304.10778

Computer Science > Software Engineering

[Submitted on 21 Apr 2023 (v1), last revised 22 Oct 2023 (this version, v2)]

Evaluating the Code Quality of Al-Assisted Code
Generation Tools: An Empirical Study on GitHub Copilot,
Amazon CodeWhisperer, and ChatGPT

Burak Yetistiren, Isik Ozsoy, Miray Ayerdem, Eray Tiiziin

Context: Al-assisted code generation tools have become increasingly prevalent in software
engineering, offering the ability to generate code from natural language prompts or partial code
inputs. Notable examples of these tools include GitHub Copilot, Amazon CodeWhisperer, and
OpenAl's ChatGPT.

Objective: This study aims to compare the performance of these prominent code generation tools
in terms of code quality metrics, such as Code Validity, Code Correctness, Code Security, Code
Reliability, and Code Maintainability, to identify their strengths and shortcomings.

Method: We assess the code generation capabilities of GitHub Copilot, Amazon CodeWhisperer,
and ChatGPT using the benchmark HumankEval Dataset. The generated code is then evaluated
based on the proposed code quality metrics.

Results: Our analysis reveals tl " ST jlot, and Amazon
CodeWhisperer generate corred code 65.2%, 46.3%, and 31.1% of the time, fespectively. In
comparison, the newer version r showed
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Al GETS CREATIVE wiTH TECHNICAL DEBT

We gratefully acknowledge support

Cornell University member insti

V > cs > arXiv:2103.09783

Computer Science > Software Engineering

[Submitted on 17 Mar 2021]

Characterizing Technical Debt and Antipatterns in Al-
Based Systems: A Systematic Mapping Study

Justus Bogner, Roberto Verdecchia, Ilias Gerostathopoulos

Background: With the rising popularity of Artificial Intelligence (Al), there is a growing need to
build large and complex Al-based systems in a cost-effective and manageable way. Like with
traditional software, Technical Debt (TD) will emerge naturally over time in these systems,
therefore leading to challenges and risks if not managed appropriately. The influence of data
science and the stochastic nature of Al-based systems may also lead to new types of TD or
antipatterns, which are not yet fully understood by researchers and practitioners. Objective: The
goal of our study is to provide a clear overview and characterization of the types of TD (both
established and new ones) that appear in Al-based systems, as well as the antipatterns and related
solutions that have been proposed. Method: Following the process of a systematic mapping study,
21 primary studies are id gdResults: Our results show that (i) established TD
types, variations of them data, model, configuration, and ethics debt) are
present in Al-based systems, (ii) 72 antipatterns are discussed in the literature, the majority
related to data and model deficiencies, and (iii) 46 solutions have been proposed, either to
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6.
COMPLEXITY

More code, especially bad code
makes it impossible to understand
tech
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EXAMPLE: SECURITY

(@YBARUCH
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A
WRONG FEATURES

How do product managers know
what we want? They don't.
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PRODUCT MANAGEMENT IS GUESSWORK

Percentage of organizations leveraging analytics a

58% ’ 55% ’ 53% ’ 53% ’

Identifying Understanding and Guiding company Deriving performance
business process improving customer strategy measurement/
improvements experience ROI metrics

47 % 459 454

Informing marketing Creating or modifying Monitoring
and communications products and the competitive
strategies services landscape

loitte—Becoming an insight-driven organization, 2019
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8.
COPY THE TREND

Let’s just do the current thing
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MORE "SHITTIFCATION"

é Single Grain Services Industries About Us

All Artificial Intelligence Marketing 101 Social Media Marketing Strategy

Content Marketing Pay Per Click

Single Grain > Social Media > The Tiktokification of Everything

The Tiktokification of Everything

ERIC SIU Last updated: October 16th, 2024

What is TikTokification? Well, have you noticed that practically all types of social
media now look like TikTok?

Even if you've managed fo stay off this particular short-form video platform, you've
still been exposed to the TikTok formula. The TikTokification of social media means
that other social networks like Facebook and YouTube have been following in TikTok’s
footsteps (or dance steps).
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Meta Al
Chats Llama 31
Q search Messages are generated by Al.
Some may be inaccurate or

inappropriate. Click to learn
ln Il I more.

‘ N

1. LB

Jul 25, 2024

Messages are generated by Al.
Some may be inaccurate or
inappropriate. Click to learn
more.

Thu, Oct 24

Arifureta season 1 episode 2
355PM

Arifureta season 1 episode 2 is titled
"Pandora's Box" and can be streamed on
Crunchyroll with both dubbed and subtitled

ions *. The episode continues the story

Hajime Nagumo, a high school student
who's transported to a fantasy world with
his classmates, but finds himself at a
disadvantage due to his lack of powerful
stats and abilities *

If you're interested in watching the
episode, you can check out Crunchyroll's
website or mobile app. They offer a free
trial and premium subscription options with
ad-free viewing and new episodes shortly...
Read more 3:55PM

Arifureta: From

Commony

World\'s Strongest - Cr...
crunchyroll.com

commonplac

[ =
6 9

Meta Al 10/24/24
& https:/www.crunchyroll.com/s... Message
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SOME

God, grant me the serenity to accept the things |
cannot change, the courage to change the things | can,
and the wisdom to know the difference.
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PRODUCTIVITY

How to write more code
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FASTFEEDEACK = FASTIFIXES;

Keep loops tight.

N 7

VY,
TAKEPOWERNAPS

Yeah, really.

(@)JBARUCH. HIAVALAND,

2
+
AUTOMATEOR:DIE

No manual toil.

KILEEDISTRACTIONS:;

Protect deep focus time

SPEAKING:JEARU:CH



MON TUE WED THU FRI

N

Lunch

Ny
=

- N
Add |
J
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USE Al SMARTLY!

RIGHT TOOL - RIGHT JOB

Not all tools are created equal.

LOCAL Al = CONTROL

Better control and privacy.

(@JBARUCH. HIAVALAND,

GO DEEP, NOT WIDE

ATM specialized beats

generalized

SPEAKINGJEARU:CH



AGENTIC Al IS RAD IF IT DOES THE RIGHT THING

|- JETBRAINS

=y Junie=. . . Built to keep you in flow state

The first agentic IDE, and then some. The Windsurf Editor is where the

De I eg ate you r taSkS y work of developers and Al truly flow together, allowing for a coding
focus on the resu |ts experience that feels like literal magic.

) Visual Studio Code

Use agent mode (preview)

In agent mode, Copilot Edits operates in a more autonomous and dynamic manner to achieve the desired
outcome. Copilot agent mode determines the relevant context, offers both code changes and terminal
commands, and iterates to remediate issues. To perform these tasks, agent mode uses a set of tools.

=
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Platform v Pricing Docs Resources v About v LOG IN -

Generate confidence,

notjust code.

Agentic Al for testing. reviewing, and writing code-continuous quality at every step.
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(@JBARUCH

2.
AGILE (VES, IT'S 2025)

Not necessarily what you think

#I0UAIND



REACT, DON'T OVERPLAN

Code > meetings

DECIDE LATE, BUT NOT TOO LATE

More data = better calls

SMALL BETS WIN

Make choices that are easy to undo

MOUE

Done is better than perfect
(@JBARUCH #JAVALAND
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Mark Schwartz

Author

2 Seat at the Table

Overview

ADAPTIVE ETHICS

v DIGITAL
ATION

i

o o2 B
R 1
The Art of

Business Value
2016

f

MARK SCHWARTZ

The (Delicate)
Art of...

2020

A Seat at the
Table: IT...

2017

Adaptive Ethics War and Peace A Seat at the
for Digital... and: |T:... Table and Th...
2023 2019 2017
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DEIIOPS (VES, IT'S 2025)

Probably exactly what you think
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DEVOPS TEAM - NO. DEVOPS - VES.

DevOps Engineers do not exist, DevOps Team is just a silo. Do
DevOps right

DON'T DO MANUAL WORK

Automate all the things
RELEASE = BREATHING

It it's painful, you're doing it wrong

FEATURE FIAGS ? BRANCH HELL

You test in production anyway. Make it less painful
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WRITE GOOD CODE

Well, that sounds actionable
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7
WRITE FOR FUTURE-YOU

What idiot wrote this?!

e

REFACTOR OR ROT

Bad code never gets better on

its own.
(@JBARUCH H#JAVALAND

L
READABLE » CLEVER

If it calls for commment, rewrite it

@

TECHNICAL DEBT

Kill it before it kills you

SPEAKING.JEARU.CH



Docs, FIND pocs
(9] nQboo Why us Use cases How it works Enterprise

Greater Context for Better Code

Naboo offers organization-specific LLMs (Dedicated RAG) for total code, product, and
business context — built right into every step of your development workflow.
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o.
THINK NEGATIVELY

Not in live, just about your code
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9, 0
HACKERS LOVE OPTIMISTIC DEUS ERROR HANDLING, NOT IGNORING

Don't feed them Catch and recover

A

i

RETRIES AND FALLBACKS = HAPPY USERS

MONITORING ISN'T OPTIONAL

Getting feedback on social is
Ensure resilience not great
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é.
KNOW WHAT
YOU DON'T KNOW

But don’t panic
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DELEGATE TO PROS WHEN NEEDED

6. TuxCare

[ ]
SecureChain for Java
Gain access to a single trusted repository of vetted Java packages and
libraries to keep your applications secure
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A
HELP YOUR BUSINESS

Even regular dev can help
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TALK THEIR TALK SARCASM : FEEDBACK

"Faster timme-to-market” Be direct, not snarky

MEETINGS SUCK SURPRISES ARE BAD

110 00,050 0000 Flag issues early

(@JBARUCH #IAVALAND SPEAKING.JEARU.CH



EVERYTHING IS TERRIBLE, BUT [T DOESN'T HAVE 10 BE

x It's not just you, enshittification is real

x Developer productivity and managerial
decisions to blame

x You, the developer, can help!
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THANKS!

Q&A and Twitter X/Bsky/Mastodon/LinkedIn ads:

X @jbaruch
x #Javaland

X speaking.jbaru.ch



