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Security Is too hard.
It's time for automation!

Sasha Rosenbaum
@DivineOps
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And you?



State of security today






More code = more problems

— Lines of code — Security threats
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Source: GitHub Data Science team analysis



Insecure code causes

breaches

of breaches are caused by
weaknesses in applications

Source: 2019 Data Breach Investigations Report, Verizon



The earlier we remediate, the better!
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Development

Sources: NIST, Polemon Institute
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Security researchers are outnumbered!

57 0 more developers than
X security researchers

70,000

Developers Security Reseachers

Sources: NIST, Polemon Institute



Assume Breach

There are two types of companies:
those that have been hacked,
and those that don't know they have been hacked






Protect Credentials



The Two Widest

Back Doors
)
:. * Credential Theft

* Exploiting Known Vulnerabilities




Attackers have changed their playbook...

How do 46% © 99% ©),

breaches occur? of compromised systems had no  Of the exploited vulnerabilities

malware on them were compromised more than a
year after the CVE was published.

XXX

of victims have of victims were of victims Of recipients Nearly 50% open e-
by an the breach mails and
entity (11% click on phishing links
attachments)

Source: Mandiant 2014 Threat Report




Phishing

DO NOT FWD: Mic t Lumia 1820 Preview Pilot

The Lumia built from the ground up for Windows 10.

Now is *your* chance to participate in launching Microsoft's next flagship Windows Phone!

The Lumia 1820 is the new ﬂagchlp Wmdows Phone evewone hac been clamonng for. Built from the ground up to showcase Windows 10, Universal Apps, and Office 365, the Lumia 1820 will put the power of your desktop in the palm of your hands. Before
revealing the phone to W ack a ible and are giving you the opportunity to contribute.

Availability of beta participants is extremely limited. This email must not be forwarded to others.

SIGN UP NOW if you are willing to participate

NOKIA
LUMIA 1820 Connecting People

Total population of 524 people.
220 people clicked on signup button. 37 people clicked on both phishing emails
Only 11 people (2%) reported to as probable phish!

Response Breakdown

44.47% 41.98%

13.55%

Bl Clicked Link
Il Opened Email, only
Il Unread/No Response




Employee awareness
training Is not very

effective in preventing
phishing attacks




Multi-Factor Authentication



Email protection
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Securing the software supply chain



How much do you rely on open source?



Open source software in the Enterprise

New Code

N

of organizations make

99% extensive use of open

source

Inner Source

’

of new application

90% development leverages

open source software. /
Open Source

New Application Code

Source: Forrester Wave Software Composition Analysis 2017









99%

Of the exploited vulnerabilities
were compromised more than a
year after the CVE was published






90% percent of active applications use libraries with
a known CVE — 30 percent used a library with a
critical CVE. Patching a critical CVE took an
average of 34 days.

Source: TCell Security Report, 2018



Automatically upgrade vulnerable dependencies

(U This automated pull request fixes a security vulnerability

Only users with access to Dependabot alerts can see this message. Learn more about Dependabot security updates, opt out, or give us feedback.

Conversation 0 Commits 1 Checks 0 Files changed 2

I v ,| dependabot bot commented on behalf of github on Jun 8

Bumps hoek from 4.1.1 to 6.1.3.

» Commits

&3 compatibility funknown

Dependabot will resolve any conflicts with this PR as long as you don't alter it yourself. You can also trigger a rebase manually by

commenting @dependabot rebase .

» Dependabot commands and options

Bump hoek from 4.1.1 to 6.1.3

© dependabot bot added the @ asELy label on Jun 8

Verified

ec37f56

(_moderate severity )

+4 -5 INEN
Reviewers
Suggestions
Q DivineOps Request

Still in progress? Convert to draft

Assignees

No one—assign yourself

Labels

Projects

None yet

Milestone

No milestone



90% of my work emails
are dependabot alerts

I'm not sure | would
admit this in public, friend




Dependabot increases the resolve rate and speed
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Hours since alert creation

ASU created successfully ASU could not be created




Package Management

» OSS dependencies are scanned for vulnerabilities and kept
up to date

> Builds artifacts are managed

» Binary artifacts are accessed via a trusted feed and
scanned for vulnerability
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Securing you Code



Secret scanning



Code scanning



Database query built from user-controlled sources

Step1 req.params.category

script.js

// BAD: the category might have SQL special characters in it

var queryl = "SELECT ITEM,PRICE FROM PRODUCT WHERE ITEM_CATEGORY=""
+ req.params.category +
"' ORDER BY PRICE";

pool.query(queryl, [], function(err, results) {

Step 2 "SELECT ... PRICE"

script.js

app.get("/category/:category", function (req, res) {

// BAD: the category might have SQL special characters in it

var queryl = "SELECT ITEM,PRICE FROM PRODUCT WHERE ITEM_CATEGORY=""
+ req.params.category +
"' ORDER BY PRICE";

4 steps in script.js v X

Source




Code scanning can help!



Code scanning is still an aspiration

40%

30%

Of applications using static analysis!

20%

Percent of applications

10%

0.3%

0%

6 7-12 13-26 27-52 53-130 131-260 260+

Static analysis security scans scans per year

L p

Source: Veracode SOSS Vol. 10



Code scanning is automated code review!

Create feature Merge feature
branch from branch into
master master

-
B </> (</>)
A4 AV 4 A4 1"’ A Y4 C \ Y4 \-_\
+ - :
Submit PR .
. <53
D)
-
(— —/
</>
<G
Automated

code scanning



.
Code scanning
Ssgai:es:g:'gts.jsfjfa7ea v

ANNOTATIONS

X Check failure on line 30 in script.js <§
() Code scanning
Incorrect suffix check

This suffix check is missing a length comparison to correctly handle lastindexOf returning -1.

Show more details

Close «

X Check failure on line 19 in script.js ‘g_bl
€) Code scanning
Database query built from user-controlled sources
This query depends on a user-provided value.

Show more details

Show paths Close ~

X Check failure on line 12 in script.js <g
() Code scanning
Missing rate limiting

This route handler performs a database access, but is not rate-limited.

Show more details




Automation is not everything

¥ ™ Senior Oops Engineer
‘-,-' ‘ @ReinH

| mean yes automation eliminates human errors in the sense that
those errors will now be performed by machines




Threat Modeling



Why Threat Model?

A way to identify security issues during design

Developers think about how a product works -
Attackers think about how to abuse a product

Shift the mindset -
Think like an attacker
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"Defenders think in lists. Attackers
think in graphs. As long as this is
true, attackers win”

-- John Lambert (MSTIC)




Security Mindset - Assume Breach

p N VS.
\ /
\/
» Initially double-blind test Shifted left to prevent top risks
» Over time, eliminated blue team » Credential theft

Our defenders need to be our defenders  » Secret leakage
» OSS vulnerabilities



Block Lateral Movement



Example: Red Team Attack
What's wrong with this picture?
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Another Source of Leak: Credentials in a File

What do plaintext credentials look like?

TestPasswords.txt - Notepad

File Edit Format View Help

<TestAccounts>
<TestAccount name="DOMAIN\svcqal” password="letmein" />
<TestAccount name="DOMAIN\svcintl"” password="trustnol” />
<TestAccount name="DOMAIN\svcbuild"” password="batman" />

</TestAccounts>

Every team seems to experience this one at the beginning.



[ Blank page X + —
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Prove it!

Show
Don't tell




Every time someone viewed the dashboard...

] Bug 593738: There'saP X +
visualstudio.com
b‘ Team Services / VSOnline

WORK BUILD TEST

Queries Activities Estimate State Visualizer

593738 There's a Persisted XSS Somewhere in VSTS!
E 1assigned Add Tag

o
c
o
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® Closed VSOnline
Verified VSOnline\OneVS\Sprint 102

Lori Lamkin commented 3 weeks ago
11

Trevor Gau commented 3 weeks ago
+1!

Aaron Bjork commented 3 weeks ago
+1!

Madhu Kavikondala commented 3 weeks ago
11

Aaron Bjork commented 3 weeks ago
+1!

Jeff Beehler commented 3 weeks ago

Customer

o Follow @)

Visualizations




Protect Against Lateral Movement

> Assume layers before yours will be breached
> Never assume an internal service I1s unimportant

> Never assume a service is secure because it is internal



No Standing Permissions

» No standing access to production
> JIT (Just in time) tokens only
» Secure Workstations only

> Infrastructure refresh



Internal CTFs

Capture the Flag events




Stay safel



Thank you! @DivineOps




Thank you! @DivineOps




