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Getting Started

If you have not already joined, please create a community account at
community.pagerduty.com/join/pdu

We will have a variety of sessions and workshop breakouts to test your
knowledge throughout the course in our community.

Redeem points for swag!

e [ntroductions
e 2 Knowledge Checks
e Post-Course Survey
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This will be an
Interactive
workshop, as muc
as possible
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’ll be doing
some) live
guestions In the
presentation.
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Questions will be via Slido




And so It
begins...
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Introduction & Context Setting
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How do you feel development,
operations, and security work
together today?


https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFFdG9MMmR4Y19rYzZ4RUhUU2tBeWMyREZYQkdwVVdJdHV1a0owLTl1bWFBIiwic2xpZGVJZCI6IlNMSURFU19BUEkxMDg1MzM4MjIwXzAifQ%3D%3D

Join at
slido.com
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Dev+Ops: how do you feel when you
need to work with security?

Security: how do you feel when you
need to work with dev and/or ops?


https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFFdG9MMmR4Y19rYzZ4RUhUU2tBeWMyREZYQkdwVVdJdHV1a0owLTl1bWFBIiwic2xpZGVJZCI6IlNMSURFU19BUEkxODA1OTg5ODQ4XzAifQ%3D%3D

MW




MW

A few questions about The Phoenix
Project




Tl Have you read The Phoenix

slido.com .
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Which character do you most
identify with, in terms of your
current role or career?



https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFFdG9MMmR4Y19rYzZ4RUhUU2tBeWMyREZYQkdwVVdJdHV1a0owLTl1bWFBIiwic2xpZGVJZCI6IlNMSURFU19BUEkxMzk2MTkwMTg2XzAifQ%3D%3D
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A Basic Phoenix Project Org Chart

Bob Strauss
Chairman, former CEO

Steve Masters
CEO, acting CIO

It

-

Laura Beck
VP of Human Resources

MW

[

Dick Landry
CFO

Ann
Operations Manager

Steve Masters
Acting CIO (current CEO)

|

]

Sarah Moulton
SVP Retail Operations

]

Maggie Lee
Sr Director of Retail
Program Management

[

John Pesche
CISO

[

Kirsten Fingle
PMO

Bill Palmer
VP of IT Operations

[

]

Chris Allers
VP of Application
Development

TBD - Bill's former role
Director of Midrange
Technology Operations

Patty McKee
Director of IT Service
Support

Wes Davis
Director of Distributed
Technology Operations

Brent Geller
Lead Engineer

| William Mason
1 Director of QA
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How favorably did Bill talk about
developers?


https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFFdG9MMmR4Y19rYzZ4RUhUU2tBeWMyREZYQkdwVVdJdHV1a0owLTl1bWFBIiwic2xpZGVJZCI6IlNMSURFU19BUEk5MjUwMDI3MzBfMCJ9
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How did you view security in this

Interaction?


https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFFdG9MMmR4Y19rYzZ4RUhUU2tBeWMyREZYQkdwVVdJdHV1a0owLTl1bWFBIiwic2xpZGVJZCI6IlNMSURFU19BUEkyNzYyMjA3MzRfMCJ9
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Empathy exercise: how do you
think security felt in this

interaction, or in parallel real
world scenarios?


https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFFdG9MMmR4Y19rYzZ4RUhUU2tBeWMyREZYQkdwVVdJdHV1a0owLTl1bWFBIiwic2xpZGVJZCI6IlNMSURFU19BUEkxMjEyMDAxODA4XzAifQ%3D%3D
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What was that all about? &9
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Current Situation
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Vaulting over “the wall”
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DevsecOps is the set of cultural
practices that aims to break down the
silo between security and
development+operations.
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Specifically, DevSecOps seeks to
address the organizational friction that
exists between these teams and
departments.
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DevSecOps Is not replacing security with
dev and/or ops, or expecting dev and/or
ops to become security specialists, or
expecting security to become devs
and/or ops.

Page.rDuty )
University




Phew.
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DevsSecOps Is supported by both human
activity and tooling.

UnlverS|ty



The first step on your DevSecOps
journey: awareness.

PagerDuty
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Best Practices are a Journey, not a One
Size Fits Al

PagerDuty

University



There are a lot of Best Practices relevant
to DevsecOps - so you'll need to be
aware of self and organization to be able
to apply and iterate.
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Curious: How many of you are
interested In cross discipline
learning?


https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFFdG9MMmR4Y19rYzZ4RUhUU2tBeWMyREZYQkdwVVdJdHV1a0owLTl1bWFBIiwic2xpZGVJZCI6IlNMSURFU19BUEkxODU3MTU4MzE0XzAifQ%3D%3D
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DevoecOps is
implemented by




Cultural Changes: Cross Functional
Awareness and Empathy
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Shifting Left in the Secure Software
Development Life Cycle
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Security Incident Remediation Process
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| et’s talk culture first
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Cultural Changes




Cultural Aptitude & Empathy

Page_rDuty
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Blameless Culture
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Full Service Ownership
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Shadowing
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By helping each other, we help
ourselves.
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Security Champions Program
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What are some ways you can

slido.com support a DevSecOps
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Secure SDLC
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nother Secure SDLC

Secure Development Lifecycle - Policies, Standards, Co

Secure Design and Continuous Build, Continuous Delivery Runtime Defense
Architecture

Integration and Testing and Deployment and Monitoring

=9 o~ —

| Publish to
Application or Pull, Clone Developer Build and Stage & Artifact & Instantiate
Feature Design orCommit Continuous ““e 4o R Test

Integrate Image  COMHNUOUS | i ctructure Continuous

| ! ! | S | !

M

i Systems,
M and Network
Baseline and Assess Vulnerability
Security Controls

Monitoring

Artifacts and N
Image Repository Scan RASP - Runtime

Application
Self-Protection

Application Testing ‘
Container and Image Scan and Fuzzing

Penetration Testing ?

Secrets Management

Immediate feedback to Developers and Operations

Telemetry & instrumentation for Automated
in the tools of their choice and in context i

Measurement of Security Findings and Mitigation Security Govarnance, Reporting and KPis

@ Manually Performed *Though the visual gives an impression of a linear flow from one stage to another, a bidirectional feedback loop exists between stages.

Figure 1: The CSA DevSecOps Delivery Pipeline



Why is it called “shift left”?
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ecure Design and Code

Secure Development Lifecycle - Policies, Standards, Controls and Best Practices

Secure Design and Continuous Build, Continuous Delivery Runtime Defense
Architecture Integration and Testing and Deployment and Monitoring
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Figure 1: The CSA DevSecOps Delivery Pipeline
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ecure Runtime and Monitoring

Secure Development Lifecycle - Policies, Standards, Controls and Best Practices

Secure Design and
Architecture
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Application or
or Commit

Feature Design

Developer
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| ! |
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@ Manually Performed

Figure 1: The CSA DevSecOps Delivery Pipeline
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Your Mileage May Vary
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Everyone is relevant

Page_rDuty
University



SUMMIT

+ + + + + + + + + 4+ + + + + + + 4+ + 4+ + + + + 4+ + 4+ + + + + + + 4+ + + + + + + 4+ + + + + + + + + + o+

+ + + + + + 4+ + + + + + 4+ + + + + + 4+ + + + + 4+ + + + + + 4+ + + + + 4+ 4+ + + + + 4+ + + + + 4+ 4+ o+ o+ o+

o+ + + + + + 4+ + + + + o+ o+ + + o+ + + o+ + 4+ 4+ + o+ + o+ + + o+ o+ 4+ + o+ + o+ + + o+ o+ o+ o+ o+ o+ o+

+ 0+ 4+ + + + + + + 4+ + + + + + + 4+ + 4+ + + + + + + 4+ + 4+ + + + + 4+ + 4+ + + + + 4+ + 4+ o+ + o+ o+ o+ o+ 4+ o+



Security Posture
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A company’s security posture is their
overall readiness against security threats.

PagerDuty
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Join at

VWhat are some ways that your

SIEIXL security team helps improve your

#4349 110 security posture?
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Always Ask
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How do you help us with ${X}? .«



Security Assessments
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Threat Modeling Exercises
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Capture the Flag Games
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Socially Engineer Trainings
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Do not trick staff, ever

PagerDuty
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Example Security Training Slides
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How many of you have attended a

slido.com standard security training and

SRR received benefit from it?
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pagerduty SECURITY TRAINING © puBc



(’} Knowledge
@ Possession

{@i Inherence

TRAINING [NFUSECIND
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{‘-'} Passwords, Answers, etc.

@ Phone, Yubikey, etc.

I@l Fingerprint, Iris Scan, etc.

pagerduty SECURITY TRAINING [IEUSECIND



2FA or not 2FA, that is the question.



pagerduty SECURITY TRAINING




=) + D - 2FA

*) Know €5 Have
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Security Training Ops Guide
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Do you think a training like that

SLLXC i Would be more beneficial to your

#4934 110 organization?
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Secure Incident Response




Security & Incident Response
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A security.incident is an incident that
actually or potentially violates the security
policies of a system or information that
the system processes, stores, and/or
transmits.
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When to trigger a security incident
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What happens next?
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The Fourteen Steps

©®© NOoO gk w0~

Stop the attack in progress.
Cut off the attack vector.
Assemble the response team.
Isolate affected instances.
|dentify timeline of attack.
|dentify compromised data.
Assess risk to other systems.
Assess risk of re-attack.

10.

11.
12.
1165

14.

Apply additional mitigations,
additions to monitoring, etc.

Forensic analysis of compromised
systems.

Internal communication.
Involve law enforcement.

Reach out to external parties that
may have been used as vector for
attack.

External communication.

L



Step 1: Stop the attack in progress.
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Step 2: Cut off the attack vector.
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Step 3: Assemble the response team.
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Step 4: [solate affected instances.
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Step 5: [dentify timeline of attack
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Step 6: ldentifty compromised data.
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Step 7: Assess risk to other systems.
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Step 8: Assess risk of re-attack.
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Step 9: Apply additional mitigations,
additions to monitoring, etc.
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Step 10: Forensic analysis of
compromised systems.

PagerDuty

University



Step 11 Internal communication
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Step 12: Involve law enforcement.
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Step 13: Reach out to external parties
that may have lbeen used as a vector for
attack.
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Step 14: External communication

PagerDuty
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The Fourteen Steps (Recap)

©®© NOoO gk w0~

Stop the attack in progress.
Cut off the attack vector.
Assemble the response team.
Isolate affected instances.
|dentify timeline of attack.
|dentify compromised data.
Assess risk to other systems.
Assess risk of re-attack.

10.

11.
12.
1165

14.

Apply additional mitigations,
additions to monitoring, etc.

Forensic analysis of compromised
systems.

Internal communication.
Involve law enforcement.

Reach out to external parties that
may have been used as vector for
attack.

External communication.

L
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Resources

PagerDuty DevSecOps Guide
devsecops.pagerduty.com

All PagerDuty Ops Guides - including security training
pagerduty.com/ops-quides/

STRIDE Threat Modeling Framework
ThoughtWorks Implementation Link

About Capture the Flag (for InfoSec)
ctf101.org

M\



https://devsecops.pagerduty.com/
https://www.pagerduty.com/ops-guides/
https://thoughtworksinc.github.io/sensible-security-conversations/
https://ctf101.org/

Purple Team
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Final Exam!

(Kidding, but really earn some points &)
Link in Chat






