Putting the Sec
In DevSecOps

An approach to writing code that lets you sleep at night
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Background

Why am | speaking to you today



Things | Like to Do

Build Stuff + Break Stuff




Where My Interests Are

Right in that middle bit

Software
Development

Cybersecurity

Building Security Tools
Secure Software Development



Disclaimers

| am not a .NET developer
Sorry... )

I'm totally biased towards Dev + Sec

There's cool operations stuff too!

This is just my opinion
| believe building security checks into your development process is a good

way to improve software security.

There is more than one way to skin a cat.



Why all the talk about
Cybersecurity?

We just want to build stuff...



Recent Security Breaches

Australian Parliament House

* Network breached
e Nation state actor
e Passwords reset

e |OCs shared with MPs and other Government
Departments



Recent Security Breaches

Collection #1

 Largest known collection of breached credentials
* Forwarded to Troy Hunt, added to HIBP

 2.68 billion records

 1.16 billion unique username / password pairs

e 773 million unique email addresses

* There are now more records in HIBP than people on
earth




Recent Security Breaches

“Every VM is lost. Every file
server is lost, every backup
server is lost. Strangely, not all
VMs shared the same
authentication, but all were
destroyed. This was more than a
multi-password via ssh exploit,
and there was no ransom. Just
attack and destroy.”




Why | don't want to be...

Steve Moore



Notifiable Data Breach



DevSecOps

DEVELOPMENT + SECURITY + OPERATIONS



DevOps

Development + Operations




DevSecOps

Development + Security + Operations

Operations
(Stability)




DevSecOps Pipeline

Development + Security + Operations

Pre-Commit Commit Acceptance Production Operations



DevSecOps Pipeline

Development + Security + Operations

Commit Acceptance

Everything that happens before
code is checked into source control

: : LOCAL ENVIRONMENT
Production Operations




Pre-Commit

Production

DevSecOps Pipeline

Development + Security + Operations

Commit

Acceptance

Operations

Processes and tests when code is
commited and built for Continuous
Integration

DEV ENVIRONMENT

(FAST / HIGH CADENCE)



DevSecOps Pipeline

Development + Security + Operations

Pre-Commit Commit _ . .
Security and functional testing of

release candidates

UAT ENVIRONMENT

Production Operations (SLOW / LOWER CADENCE)




DevSecOps Pipeline

Development + Security + Operations

Pre-Commit Commit Acceptance

Final checks surrounding the
deployment of code into production

. : PRODUCTION ENVIRONMENT
Production Operations



DevSecOps Pipeline

Development + Security + Operations

Pre-Commit Commit Acceptance
Periodic and continuous

monitoring and testing for
operation, auditing and compliance

Production Operations PRODUCTION ENVIRONMENT



Building a Pipeline

Core Pipeline



Issue + Project Tracking

Problem

SOFTWARE DEVELOPMENT TEAM NEEDS A MECHANISM FOR TRACKING
PROJECT DEVELOPMENT AND ISSUES

Features
© Manage epics, @ Maintain a backlog
stories and tasks and project timeline
© Assign tasks to © Feed issues back
developers into development

backlog




Source Control

Problem

DEVELOPERS NEED A WAY TO COLLABORATE ON THE SAME CODE BASE

Features
® Centralised code storage
© Manage conflicts between multiple commits

© DevSecOps pipeline partially orchestrated by
git hooks




Branching Policy

Problem

DIFFICULT FOR EVEN SMALL TEAMS TO COLLABORATE ON A SINGLE
BRANCH. REQUIRE GATES BEFORE CODE COMMITED TO MASTER BRANCH.

Features
© Enables © Ensure hot-fixes are
development of applied to all
multiple features in branches
parallel

® Prevent tampering
@ Easier to manage of master / core
releases branches




Pull Requests

Problem

CODE SHOULD BE REVIEWED FOR CODING STYLE AND CONVENTIONS

Features
Sanity checks before code is Reviews by security champions for
merged with shared code base sensitive areas of code
Continuously review in small pieces Prevent poor / negligent / malicious

code from joining shared code base



Continuous Integration

Problem

INTEGRATING NEW CODE INTO A SHARED CODE BASE REGULARLY
INTRODUCES REGRESSION

Features

@ Automatically build © Run tests before

code on and after build to
pull-request into highlight
core branches regressions

@ Fail the pull request
if tests fail




Continuous Delivery / Continuous Deployment

Problem

BUILT CODE NEEDS TO BE DEPLOYED INTO ENVIRONMENTS

Features
@ Deploy build @ Apply necessary
artifacts to configurations

environments

Continuous Delivery: Manual trigger

Continuous Deployment: Automatic trigger




DevSecOps Pipeline V1

Development + Security + Operations

Acceptance Operations

Project Tracking Source Control

Branch Policy
Cl
Pull Requests



Building a Pipeline

Automated Scanning + Testing



Dependency Management

Problem

DEPENDENCY PACKAGES MAY CONTAIN VULNERABILITIES

Dependency Management Tools

- Scan for vulnerable - Detailed security
packages advisories
- Monitor source control - Assist (often

automatically) update
to patched versions




IDE Plugins / Static Analysis

Problem

DEVELOPERS ARE UNAWARE WHEN THEY ARE USING INSECURE
FUNCTIONS

Features
© Linting tools for @ Can also improve
security functions overall code quality
© Appear as © Educate developers
spellcheck and

compiler warnings




Security Scanning / Dynamic Analysis

Problem

SOME VULNERABILITIES MAY BE DIFFICULT TO DETECT WITH STATIC
ANALYSIS

Features
® Use the same ® Generic crawling
scanners that and scanning
penetration testers
do © Define APIs and do

regular fuzzing and
specific tests




DevSecOps Pipeline V2

Development + Security + Operations

--> e

Project Tracking Source Control Dynamic Analysis Security Scanning
Dependencies Branch Policy
IDE Plugins Cl

Pull Requests
Static Analysis



Building a Pipeline

Deployment Environments



Infrastructure as Code / Infrastructure Tests

Problem

DEPLOYMENT ENVIRONMENTS SHOULD BE PROVISIONED CONSISTENTLY
AND SECURELY

Features
- Use code to define how - Align software version
environments are with infrastructure
provisioned and version
configured

- Write tests to ensure
- Source controlled environments are
configured correctly




Secret Management

Problem

SECRETS FOR MULTIPLE ENVIRONMENTS NEED TO BE MANAGED
SECURELY

Features

© Securely store keys © Rotate keys at
intervals, when
employees leave or in
the event of a security
incident

o Different keys for each
environment

© Restrict access to
production keys




Configuration Monitoring

Problem

WANT TO APPLY STRONG SECURITY CONFIGURATIONS IN PRODUCTION
ENVIRONMENT

Features
@ Apply best practice security configuration
® Prioritise based on risk-rating

© Protect access to cloud infrastructure




Cloud and Application Monitoring

Problem

WE NEED TO MONITOR ACTIVITY IN CLOUD INFRASTRUCTURE AND
APPLICATION

Features

© Monitor activity at an infrastructure and
application level

© Feed logs and analytics into any existing
system




DevSecOps Pipeline V3

Development + Security + Operations

e o >--

Project Tracking Source Control Dynamic Analysis Security Scanning
Dependencies Branch Policy Infrastructure as Secret Management Cloud and
IDE Plugins Cl Code Application

Monitoring
Pull Requests

Configuration

Static Analysis Monitoring



Building a Pipeline

Manual Security Testing



Third-Party Security Testing

Problem

WE'VE DONE EVERYTHING WE CAN TO BUILD A SECURE APPLICATION, BUT
WE WANT A FINAL TEST BY SECURITY EXPERTS

Features
® Confident © Duediligence
application has
been thoroughly ® Compliance
tested requirements

@ Third parties have
fresh perspective




DevSecOps Pipeline V4

Development + Security + Operations

Pre-Commit Commit (Cl) Acceptance Production (CD)
Project Tracking Source Control Dynamic Analysis CD Security Scanning
Dependencies Branch Policy Infrastructure as Secret Management Cloud and
IDE Plugins Cl Code Application

Monitoring
Pull Requests

Configuration

Static Analysis Monitoring

Third-Party Security
Testing



Build what works for your team



Parting Notes

Tips I've found along the way



Things to Consider

Your pipeline / development When updating the pipeline, tell
cycle may look entirely different your team

What is the tool / practice?
Issues feed back as tickets What does it do?

How does it add value?

DevSecOps more than just tools
When choosing tools:

Integration into builds > reports

Consider having a pipeline

dedicated for testing new tools Ability to accept / postpone issues



Helpful Resources

The Secure Developer Podcast
Notifiable Data Breach

SANS Secure DevOps Toolchain
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Thanks!



Jakob
Pennington
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linkedin.com/in/jakobpennington
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