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Strictly made history with its
first-ever same-sex dance
routine and, unsurprisingly,

the world didn’t end

TIME TO REPLACE YOUR BOILER?
Contact us today for your Free Quote
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Cork: Want To Get The Latest Vista Hearing...




25 Celebs You Didn't Realize Are Ga
Will Surprise Women




Drink This Before Going to Bed to Help Burn
Belly Fat
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Drink This Before Going to Bed to Help Burn
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www.pinknews.co.uk/2019/11/04/strictly-come-dancing-same-sex-dance-bbc-| o
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TIME TO REPLACE YOUR BOILER?
Contact us today for your Free Quote




better.fyi/trackers/taboola.com/

TRACKER CLICKBAIT WEB BUG

Monetises you. Third-party Invisible tracking
exploitative pixel.
content.

Block rule

Block domain taboola.com

taboola.com

Prevalence

High: found on 4.9% of surveyed sites (354 instances observed).

Notes

=] Taboola: The internet firm at the forefront of 'click-bait' (BBC News)

https://better.fyi/trackers/taboola.com/
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REACH PEOPLE
AT THE RIGHT
MOMENTS

Drive marketing results by targeting your
audience when they are most receptive to
new messages.

Exclusive Partnerships with Top Publishers Around the Globe




www.taboola.com/advertisers ¢

Tabgla Advertisers Publishers Taboola News About Resources Help

Data Rich Recommendations

Ensure that your brand reaches interested
people by leveraging the massive amounts
of user data powering the Taboola engine.
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TabQQIa Advertisers Publishers Taboola News About Resources Help CREATE A CAMPAIGN &

Optimization at Scale

Paying Too Much for Your Glasses ? , . Manage Campaigns in Taboola's full-
Find Your Perfect Pair Here : .
service platform, or let Smart Bid automate

, y and maximize campaign scale and
Conversion Rate 45% : e

e Buy These Amazing Glasses Only

Today for $34.90

performance.

Conversion Rate 18%

Advertisers About Resources Help Center

Contact Us
Taboola Video Our Story All Resources Advertisers Help Center

Publishers Careers Case Studies Publishers Help Center 0 @ o

Taboola News Offices Best Practices App SDK Documentation

Press Releases Recorded Webinars Content Policies
Blog

Management E-books Trust Center
Taboola Blog

Board Creative Trends )
Engineering Blog Industry Insights

ideli Marketing Partners
Brand Guidelines g Native Advertising

Privacy Policy Cookie Policy Terms of Use Opt Out Third Party Online Advertising




“We automatically collect User Information
when Users interact with our Services that
appear on our Customers’ websites and
digital properties”




“Taboola collects only pseudonymized
data, which means we do not know
who you are because we do not know
or process your name, email address,

or other identifiable data.”




Pseudonymised or
anonymised data doesn’t
mean you're unidentifiable.




“It takes only a small named database for
someone to pry the anonymity off a much
larger anonymous database.”

—Bruce Schneier

https://www.wired.com/2007/12/why-anonymous-data-sometimes-isnt/



“Using our model, we find that 99.98% of
Americans would be correctly re-identified
in any dataset using 15 demographic
attributes.”

https://www.nature.com/articles/s41467-019-10933-3



“A data segment is a grouping of users who
share one or more attributes (e.g., travel
enthusiasts). We offer a number of data

segments, both proprietary and from our
data partners”
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IE tners

S ACXIOM

Taboola has partnered with the following third
constantly updated, we do not guara='

audience segments. Please note that, while this list is

Adobe

Acxiom )
Bombora
Connexity q l I L
eXelate 4 \
Eyeota

Hitwise

LiveRamp

Lotame

Navegg
Neustar
Oracle

Retargetly

Screen6

Specialist Marketing Services
Tail

TruSignal

e Natarrs

Webbula




@ crackedlabs.org/en

Cracked Labs Detsch

Institute for Critical Digital Culture

Cracked Labs is an independent research institute and a creative laboratory based
in Vienna, Austria. It investigates the socio-cultural impacts of information
technology and develops social innovations in the field of digital culture.

Cracked Labs is a non-profit organization. It was established in 2012 to strengthen
a participatory and self-determined use of information and communication

technology as well as the free access to knowledge and information -
independently from commercial or governmental interests.

Cracked Labs consists of an interdisciplinary and international network of experts in
the fields of science, theory, activism, technology, art, design and education and
cooperates with public and private parties.

Fields of work / keywords: Surveillance, online tracking, big data, privacy, open
source, open knowledge, copyright, ICT policy, serious games, technology-enhanced
learning, gamification, social media.

Projects

https://crackedlabs.oxg/en




ORACLE




“*Acxiom provides up to 3000 attributes and
scores on 700 million people in the US,
Europe, and other regions.”

~Wolfie Christl

https://crackedlabs.oxg/en/coxrporate-surveillance



“Oracle sorts people into thousands of
categories and provides more than 30,000
attributes on 2 billion consumer profiles.”

~Wolfie Christl

https://crackedlabs.oxg/en/coxrporate-surveillance
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DATA BROKERS HAVE EXTENSIVE PROFILE INFORMATION ON ENTIRE POPULATIONS

Examples of data on consumers provided by Acxiom and Oracle

The actual number

" of purchases made
with a Visa credit

card in the last 24

45 years of historical
data on name changes
and residential history

months

Age

Gender
Education
Employment

@ Political views
Relationship status
Number of children

Purchases

Activities
Media usage

Loans
Income
Net worth

Vehicles owned
Properties owned

Detalls about banking

Qand insurance policies

Range of new

credit granted planning to

have a baby
v v

likelihood someone ina
person’s household is:

planning to
adopt a child

filing taxes

Socioeconomic status

Economic stability

One of nearly 200 "ethnic codes”

Assimilation score

Catholic
Jewish
Muslim

Religion <

Arthritis
Cardiac health
Diabetic
Disabled

Health .
interests

Alcohol & tobacco interests

Casino gaming & lottery interests

< 15 a heavy Facebook user

fikeshood IS a social influencer
i ial i
that A
someone: 4 s socially influenced

< has no formal banking
relationships

< has no major
medical insurance

Details about someone’s home,
Q including the number of bedrooms

multi-family
mobile home
prison

Type of home

Acxiom provides of up 3,000 attributes and scores

on 700 million people in the US, Europe, and other regions.

website (Al jocs), Uracie press release, help center website, aud or

Age
Gender
Education
Occupation

Number and age
of children

Income
Q Debt
Net worth

Hobbies
Interests

‘ Purchases

Credit card holders
by brand and type

Expecting parents
New parents

ﬁ New movers

Nabisco Triscuit crackers
Starbucks coffee

purchased

searched for

Buying power

A A

A

Very Low Moderate

Bayer pain relief products
Frozen ethnic foods

Very high

student loans
mortgages
refinancing

gay & lesbian movies

air force
army
navy
marines

interested in -

lottery & sweepstakes

interested in ecology

political issues
such as .

healthcare
homeland security
immigration

taxes

schools and financial aid
flights, hotels, car rentals

allergy relievers
stomach issues
hearing assistance
heart failure
medical facilities

military base names

abortion, legalizing drugs
or gay marriage

protests strikes, boycotts
or riots

Oracle sorts people into thousands of categories

and provides > 30,000 attributes on 2 billion consumer profiles
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Age
Gender
Education
Occupation

Number and age
of children

Income
Q Debt
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Credit card holders
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Starbucks coffee

purchased
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“does not knowingly create segments that are
based upon what we consider to be sensitive
information...”




Active Health Management: Far Below
Average

Health: I Have No Confidence in The Health
Care System

family and parenting > motherhood >
artificial insemination




First Sign of Pain, I Take Medicine
health and fithess > addiction

health and fitness > disorders > panic
and anxiety




Personality - Dealing with Stress -
Bottled Up

Personality - Dealing with Stress -
Emotional

Personality - Dealing with Stress -
Quick Fix




Cambridge Analytica




“Users were scored on ‘big five’ personality
traits - Openness, Conscientiousness,
Extroversion, Agreeableness and
Neuroticism - and in exchange, 40% of
them consented to... access to their
Facebook profiles.”

https://www.theguardian.com/news/2018/max/17/data-waxr-whistleblower-



“[Cambridge Analytica] claims to be able to
analyse huge amounts of consumer data
and combine that with behavioural science
to identify people who organisations can
target with marketing material. It collects
data from a wide range of sources,
including social media platforms such as
Facebook, and its own polling.”

https://www.theguardian.com/news/2018/max/18/what-is-cambzridge-analytica-






“Its expertise was in psychological
operations - or psyops - changing people’s
minds not through persuasion but through
informational dominance, a set of
techniques that includes rumour,
disinformation and fake news.”

https://www.theguardian.com/news/2018/max/17/data-waxr-whistleblower-



Targeting.




SCL

Alexander
Nix

CEO of both SCL
Elections and
Cambridge
Analytica

Elections Nix created data company

Ltd Cambridge Analytica

in 2014

Bannon

Previously
board member
of Cambridge
Analytica

Cambridge
Analytica

Did preliminary work for
Ukip spin-off campaign
Leave.EU ahead of the EU
referendum

(N
Robert |
Mercer

Hedge fund
billionaire Robert
Mercer. Funder of
Cambridge
Analytica

|
Christopher Wylie

Wylie played a role in setting up
Cambridge Analytica and AIQ in
2014. AIQ was also for a time
known as SCL Canada

AggregatelQ
(AIQ)

Data and advertising

agency for Vote Leave,
BelLeave, Veterans for
Britain and the DUP




Manipulating.
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www.thegreathack.com
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Tracking affects

democracy.
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“Surveillance capitalism unilaterally
claims human experience as free raw
material for translation into behavioral
data. Although some of these data are
applied to product or service
improvement, the rest are...fabricated
into prediction products that anticipate
what you will do now, soon, and later.”
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-Shoshana Zuboff




THE ADAM BUXTON

PODCAST
NUMBER 106

OCTOBER

2019

http://adam-buxton.co.uk/podcasts/epl06-shoshana-zuboff



But it’s all so
convenient!




Convenient unethical

technologyis like




How to protect
ourselves (individuals)




Avoid logging in.
(If you can.)




Fingerprinting
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gizmodo.com/facebook-knows-how-to-track-you-using-the-dust-on-your-1 &
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G | Z M O D O We come from the future /Q e Subscribe

LATEST REVIEWS SCIENCE 109 FIELD GUIDE EARTHER DESIGN PALEOFUTURE

Recent Video

Facebook Knows How to Track You Using the Dust
on Your Camera Lens

Surya Mattu and Kashmir Hill @ Q m

| D
11118 9:10AM - Filed to: PEOPLE YOU MAY KNOW 2959K 79 19 il ©
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The GoPro Max Makes Shooting 360-Degree Video
Dead Simple

Brent Rose | @10

You may also like

https://gizmodo.com/facebook-knows-how-to-track-you-using-the-dust-on-



B

Avoid providing your
phone nhumber.




“We added and verified a phone number
for [two-factor authentication] to one of
the authors’ accounts... the phone
number became targetable after 22 days”

—-Giridhari Venkatadri, Elena Lucherini, Piotr
Sapiezynski, and Alan Mislove

https://mislove.oxg/publications/PII-PETS.pdf



“When an advertiser uploaded their
marketing list, we may have matched
people on Twitter to their list based on the
email or phone number the Twitter account
holder provided for safety and security
purposes.”

https://www.wired.com/stoxry/twitter-two-factor-advextising/



Disallow third-party
cookies.







O

Don’t use Gmail.




Google has its tentacles 2%
~80% of the popular web.l

» \ o0 . g | .

https://better.fyi/trackexrs/



Your choices affect your
friends and family.




We're not just tracked on
the web.
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gigle

https://xeallifemag.com/false-alaxrm/
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https://www.pacif-i.io

perature

y are asleep

.\ BUY NOW

9
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acifier

disturbing them,
ext room.
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‘Smart’ Dildo Company
Sued For Tracking
Users’' Habits

'‘Smart’ Dildo Company Sued
For Tracking Users' Habits

We-Vibe's makers sued after customer finds out they know all about her orgasms (and also her

Herbal Tea UNLOCK
Heals, But | =TT\

Poison F
A Dcep Web

i California ,
email address). o Stories

_f | v

Twitter Removes Half
A Million Accounts
Linked To Extremism

Dylann Roof's Lying
Friend Joey Meek Gets
27 Months

/

https://www.vocativ.com/358530/smart-dildo-company-sued-for-tracking-users-



Have you ever wondered how many
calories you’re burning during intercourse?

How many thrusts?
Speed of your thrusts?
The duration of your sessions? Frequency?

How many different positions you use in
the period of a week, month or year?

https://britishcondoms.uk/the-icon-smart-condom.html



Avoiding it all is
too much work.




Do
n't
bl
am
e the vi
ctim




Our concept of privacy is
being twisted.




Ineke Paulsen
Just Now - &

‘ @ Public

b Friends

6 Only me

ﬁ Close friends



Ineke Paulsen
Just Now - &

@ Public + facebook

> Friends + facebook

6 Only me + facebook

f} Close friends + facebook




Privacy is the ability to
choose what you want to

share with others, and what
vou want to keep to vourself.




“If you have something that you don't want
anyone to know, maybe you shouldn't be
doing it in the first place.”

—Eric Schmidt, CEO of Google. 2009

https://www.eff.oxrg/deeplinks/2009/12/google-ceo-exric-schmidt-dismisses-privacy



Shouldn’t we be smart
about what we share
publicly?




Corporations blame us for
giving up our privacy.




O ® < Not Secure — tacma.net & 0 ﬂ'] m]

“A much-needed wake-up call."
“Truly scary.”

lerms BN

Conditions
May Apply

"Mandatory viewing.”

"Riveting.”
“Eye-opening.”

“Deeply insightful.”

“A must-see.”

“One of the most important films made in years.”

| agree to the terms and conditions

| AGREE

Ehe New {Jork Times

Pick

http://tacma.net/



“The clicks that pass for consent are
uninformed, non-negotiated and offered in
exchange for services that are often

necessary for civic life.”

~New York Times Editorial Board

https://www.nytimes.com/2019/02/02/opinion/intexnet-facebook-google-



“Two law professors analyzed the sign-in
terms and conditions of 500 popular US
websites, including Google and Facebook,
and found that more than 99 percent of
them were ‘unreadable, far exceeding the
level most American adults read at, but
are still enforced.”

~Dustin Patar

https://www.vice.com/en_us/article/xwbg7j/online-contract-terms-of-sexrvice-



Itis not
informed

consent.




It’s not consent if there’s
not a real choice.




EDITION

® UK

@ consent.yahoo.com/collectConsent?sessionld=1_cc-session_87f723°

HUFFPOST

Before you continue...

HuffPost is part of Verizon Media. Verizon Media and our partners need your
consent to access your device and use your data (including location) to understand
your interests, and provide and measure personalised ads. Verizon Media will also
provide you with personalised ads on partner products. Learn more. Select 'OK' to
continue and allow Verizon Media and our partners to use your data, or select
'‘Manage options' to view your choices.




O < @ consent.yahoo.com/consent ©

Manage options

To continue using HuffPost and other Verizon Media sites and apps, we need
you to let us set cookies to collect your data. This helps us improve and
create new products, enhance our product security, and give you

personalised content and ads. Learn more about how we use your data.

Scroll down and select 'OK' to proceed, otherwise you will not be able to
access our sites and apps.

Below, you can further customise what data you share to personalise your
experience across our network.

Get personalised ads from our
trusted partners

This doesn't mean more ads, it means personalised ones. When you let
our partners use cookies to collect similar data to what we do on our
sites, they can provide you with ads that match your interests, such as
deals related to products you love, and understand your interactions with

them. Select ‘Manage' to customise how our partners use your data.




= & consent.yahoo.com/collectConsent/partners?sessionld="

Our partners

Verizon Media works with partners to bring you relevant ads and provide
a better overall experience. These partners may access your device to

collect data for ad and content selection, delivery, measurement and

personalisation. You have the following choices about how these

partners use your data. You can change your choices at any time by

visiting the ‘Partners’ tab in our Privacy dashboard.

Partners

See how partners use your data. Show

See and customise which partners can use your data. Show




B consent.yahoo.com/collectConsent/partners/purposes?s:

Our partners

Verizon Media works with partners to bring you relevant ads and provide
a better overall experience. These partners may access your device to
collect data for ad and content selection, delivery, measurement and
personalisation. You have the following choices about how these
partners use your data. You can change your choices at any time by
visiting the ‘Partners’ tab in our Privacy dashboard.

Partners

See how partners use your data. Hide

. The storage of information, or access to information that
Dilelggt:Wl 5 already stored, on your device such as advertising
identifiers, device identifiers, cookies, and similar

technologies.
Personal 9

Ad selection, delivery, reporting

Content selection, delivery, reporting

Measurement




— B consent.yahoo.com/collectConsent/partners/vendors?ses

Foundational partners |AB partners

Verizon Media works with selected partners that process your data to

provide significant functionality for our products and services. For more

information about these partners, and to understand and manage their

use of your data, see:

Foundational partners

Partners

Active Agent AG Privacy Policy

AdButler Privacy Policy

Amazon Privacy Policy

Atlas / Facebook Privacy Policy

dataXtrade GmbH Privacy Policy




There is
no choice.




We're asked to give up
everything or get nothing.




The cost of not consenting
1s to lose access to social,
civil and labour
infrastructure.




CELL PHONES, SECURITY
AND SOCIAL CAPITAL:

EXAMINING HOW PERCEPTIONS OF
DATA PRIVACY VIOLATIONS AMONG
CELL-MOSTLY INTERNET USERS
IMPACT ATTITUDES AND BEHAVIOR

Jan Fernback and Gwen Shatfer

https://www.miccenter.oxg/wp-content/uploads/2019/08/CellPhones_1la.pdf



“All individuals are vulnerable to security
breaches, identity fraud, system errors,
and hacking. But economically
disadvantaged individuals who rely
exclusively on their mobile phones to
access the internet are disproportionately
exploited...”

-Gwen Schaffer

https://www.asc.upenn.edu/news-events/news/cell-mostly-intexnet-users



“Some focus group participants reported
that, in an effort to maintain data privacy,
they modify online activities in ways that
harm personal relationships and force
them to forego job opportunities.”

—Cell Phones, Security and Social Capital

https://www.miccenter.oxg/wp-content/uploads/2019/08/CellPhones_1la.pdf



The technology we use is
our new everyday things.




When the technology you
use is a lifeline to access, you
are impacted more severely
by its unethical factors.




www.theguardian.com/media/2018/apr/04/missing-link-why-disabled-people-cant-afford-delete-face
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“I can’t help but wonder if only privileged
people can afford to take a position of
social media puritanism. For many,
particularly people from marginalised
groups, social media is a lifeline - a bridge
to a new community, a route to
employment, a way to tackle isolation.”

-Dr Frances Ryan

https://www.theguardian.com/media/2018/apx/04/missing-link-why-disabled-



Technology can’t fix issues

of domination, oppression
or discrimination.




Technology

amplifies social
and systemic issues.




www.niemanlab.org/2019/10/tech-platforms-are-where-public-life-is-increasingly-constructed-and-their-motiv X
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Tech platforms are where
public life is increasingly
constructed, and their
motivations are far from
neutral

“Instead of thinking about platform companies as the next generation of
newspapers, radio stations, or TV channels, we should see them as entirely new
entities that shapeshift constantly. Sometimes they are like cities, newsroomes,
post offices, libraries, or utilities — but they are always like advertising firms.”

By MIKE ANANNY  @ananny  Oct. 10, 2019, 12:27 p.m.

Editor’s note: This piece is adapted from a speech by Mike Ananny, associate

Media 2019 conference in Chile.

From Ananny’s introduction: “I want to briefly describe how | think about the
focus of today’s conversation — digital media, public life, and democratic self-

............ N N | N B B B R e LS | S E PN P SN | BNV SN | SN

What’s the best way
to follow how the
news is changing?

Our daily email, with
all the freshest future-

of-journalism news.

Subscribe

THE LATEST FROM NIEMAN LAB

We appreciate your support 5
of the Bay Area Outage Map

Choose the ameunt:

Why the San Francisco
Chronicle gave users
the option to “support
free map access” with
LaterPay during the

nNmxeyY nuntraoce

https://www.niemanlab.oxq/2019/10/tech-platforms-are-where-public-life-is-




“If you don’t like the

technology, you don’t
have to use it...”




“Platforms are societies of intertwined
people and machines. There is no such
thing as ‘online life’ versus ‘real life.
We give massive ground if we pretend
that these companies are simply
having an ‘effect’ or ‘impact’ on some
separate society.”

—Mike Ananny

https://www.niemanlab.oxq/2019/10/tech-platforms-are-where-public-life-is-



Technology
colonialism




modelviewculture.com/pieces/technology-colonialism & O ﬂ'l Ol
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Technology Colonialism

— by Anjuan Simmons on September 18th, 2015

The Colonial Period spanned from the 16th Century to the period after
World War II. It is often romanticized as a period of exploration and
adventure when merchant ships laden with the spoils of exotic lands
returned to European ports. However, the reality of colonialism was the
exploitation, enslavement, and genocide of indigenous people, and the
industrialization of global human trafficking.

The abuse and degradation that indigenous people suffered under

colonialism and imperialism resulted in devastating consequences that

https://modelviewculture.com/pieces/technology-colonialism



“Colonial powers always saw themselves as
superiors over the native people whose
culture was rarely recognized or respected.
The colonizers saw economic value in...
foreign relations, but it was always viewed
as a transaction based on inequality.”

—-Anjuan Simmons

https://modelviewculture.com/pieces/technology-colonialism



“Technology companies continue this same
philosophy in how they present their own
products. These products are almost
always designed by white men for a global
audience with little understanding of the
diverse interests of end users.”

—-Anjuan Simmons

https://modelviewculture.com/pieces/technology-colonialism



We have to reckon with our
colonial history.




we don’t speak to users

we assume we know best

e we don’t have diverse teams

we value developer experience
over user experience




“Intent does not
erase impact.”




We must consider the
impact our design
has outside of its
immediate interface.




It's hard to advocate for
change when alternatives
don’t yet exist.




We have the
power to make
that change.




How to build more
ethical technology




Build small
technology




Everyday tools for everyday

people desighed to increase
human welfare, not

corporate profits.




How to build small technology:

Make it easy
to use.




Protecting ourselves

shouldn’t just be the
privilege of those with
knowledge, time and money.




e functional
(this includes accessible)

e convenient

e reliable




How to build small technology:

Make i1t inclusive.




We must ensure people have
equal rights and access to the
tools we build and the

communities who build them.




How to build small technology:

Don’t be colonial.




Our teams must reflect the

intended audience of our
technology.




We can build upon best
practices, but we should not
be making assumptions.




How to build small technology:

Make 1t personal.




Build technology for
everyday people, not just
startups and enterprises.




How to build small technology:

Make i1t private
by default.




Privacy is the ability to
choose what you want to

share with others, and what
vou want to keep to vourself.




Make your technology
functional without
personal information.




Consent:

Allow people to share their

information for relevant
functionality only with their
explicit consent.




Consent:

When obtaining consent, tell the person:
how you’ll use their information
when you’ll use it

who will have access to it

how long it will be stored




Consent:

Write easy-to-understand
privacy policies.




Consent:

Don’t use third-party

We and our partners use technologies, such as cookies, and process personal data, such as IP
addresses and cookie identifiers, to personalise ads and content based on your interests,

measure the performance of ads and content, and derive insights about the audiences who saw
ads and content. Click below to consent to the use of this technology and the processing of your

personal data for these purposes. You can change your mind and change your consent choices
at any time by returning to this site.

MORE OPTIONS | ACCEPT

Show Purposes See Vendors

Powered by Quantcast



Third-party services:

Don’t use third-party
services.

(If you can avoid them.)




" CSS-Tricks
(@CSS

An iOS app installed a custom font specifically for tracking
users. mjtsai.com/blog/2019/09/1...

(Puts on tin foil hat)

There has gotta be a reason Google hands out a bazillion
terabytes of hosted font file bandwidth for absolutely free.

4:50 PM - Oct 31, 2019 - Buffer

https://mjtsai.com/blog/2019/09/13/usex-tracking-via-custom-fonts/




Third-party services:

Make it your responsibility
to know what they’re doing
with your users’ information.




Third-party services:

Self-host all the things.




Social media etiquette:

Strip tracking identifiers
and Google AMP junk from
URLs before you share them.




Social media etiquette:

Post to your own site first,
then mirror those posts to
third-party platforms.




To make Medium work, we log user data. By using Medium, you agree to our Privacy Policy,

including cookie policy.

Read to your mind’s
desire.

Sign up for a free Medium account, and you'll get
one more story in your member preview this
month.

& Sign up with Google
K3 Sign up with Facebook
Sign up with email

Already have an account? Sign in

To make Medium work, we log user data and share it with
service providers. Click "Sign Up” above to accept

Medium'’s Terms of Service & Privacy Policy.

(et one more story in your member preview when you sign up. It's free.

S sign up with Google K1 Ssign up with Facebook Already have an account? Sign in



How to build small technology:

Make 1t zero-
knowledge.




Zero-knowledge tech has
no knowledge of your
information.




Zero-knowledge:

Keep a person’s information
on their device where
possible.




Zero-knowledge:

Ensure any information
synced to another device is
end-to-end encrypted.




The cloud i1s just
somebody else’s
computer.




How to build small technology:

Make 1t
share alike.




Cultivate a healthy commons
by using licences that allow
others to build upon, and

contribute back to your work.




How to build small technology:

Make 1t non-
commercial.




Non-commercial:

Support stayups, not
startups.




Non-commercial:

Support not-for-profit
technology.




Building small
technology:
personal approaches




It feels
impossible.
It probably is!




Use small technology
as job criteria.




Seek alternatives.




O ® < El switching.software & 0 ﬂ'l m]

switching.sortware

ethical, easy-to-use and privacy-conscious
dlfernatives

Choose the site or app you want to replace:

(click here for an alphabetical list)

Alternatives to Facebook and Twitter

Alternatives to Instagram

Alternatives to YouTube

Alternatives to WhatsApp, Messenger and Skype

https://switching.software



it

If you can’'tdo it at
work, do it at home.




sitejs.org O @) h ] ala

Site |s

https://sitejs.org/demo-instructions

Home News Fund Us!

Use the Next button to progress through the demo.

Develop, test, and deploy your secure static or dynamic
personal web site with zero configuration.

Install

Copy and paste the following command into your terminal. Before you pipe any script into your
computer, always view the source code and make sure you understand what it does.

https://sitejs.oxg




@ (my-demo.site) ~/demo $

https://sitejs.oxg
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# stylecss X © indexheml L~ S 11

test > site > # style.css > %3 heml

-vertical-align: tr-
h--l'ﬂl: 9;

BhoovoNownswn=

main-{

https://sitejs.oxg






laurakalbag.com/

Stats

Since: Sat Nov 02 2019 22:47:59 GMT+0000 (Coordinated Universal Time)

Requests

117302

Top three

e /index.xml: 4294
e /posts/index.xml: 4058
e /lens/index.xml: 1504

/index.xml: 4294

/posts/index.xml: 4058

/lens/index.xml: 1504

/robots.txt: 1052

/: 768

/about-me/laura-square.jpg: 605

/css/style.css: 601
ffonts/informative-medium-webfont.woff2: 424
ffonts/informative-blackit-webfont.woff2: 422
ffonts/informative-black-webfont.woff2: 421
/notes/index.xml: 410

/favicon.ico: 403
/good-old-designer-snobbery-is-live-and-kicking/: 361
/labels-in-input-fields-arent-such-a-good-idea/: 356
/processing-responsive-images-with-hugo/: 355
/book/: 324
/what-is-mastodon-and-why-should-i-use-it/: 302
/about-me/: 301

/contact-me/: 287
/a-belated-introduction-to-small-technoloay-foundation/: 282

https://sitejs.oxg



Tin foil hats are all the rage.




“The assertion that technology companies
can’t possibly be shaped or restrained with
the public’s interest in mind is to argue
that they are fundamentally different from
any other industry. They're not.”

—Rose Eveleth

https://www.vox.com/the-highlight/2019/10/1/20887003/tech-technology-



We can’t keep making poor
excuses for bad practices.




Divest ourselves of
unethical organisations.




I don’t care about cool shit
coming out of unethical
organisations.




Our whole
approach
matters.
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We are communities made
up of many persons.




You are not your job.




Use our social capital to
be the change we want
to exist.




0 (believable)
ways to make
change happen.




Be independent.




Be the advisor.




Be the advocate.




Be the questioner.




Be the gatekeeper.




Be difficult.




Be unprofessional.




8

Be the supporter.




Speaking up is risky
and hard.




Letting technology continue
this way is riskier.




We deserve
better.




Thank you!

Slides at https://noti.st/laurakalbag

Laura Kalbag laurakalbag.com @LauraKalbag

Small Technology Foundation small-tech.org




