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the boring theoretical stuff
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device information

manufacturer
model number
serial number
hardware revision
firmware revision
software revision
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services and characteristics
are identified by uuid’s
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16bit OX180A
128bit (OOOO180A-0000-1000-8000-00805F9B34FB
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16 bit OX1380F
128bit (OOOO180F-0000-1000-8000-00805F9B34FB
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16bit nNOt recommended
128 bit any UUID outside of the range

XXXXXXXX=0000-1000-8000-00805F9B34FB



device information

manufacturer
model number
serial number
hardware revision
firmware revision
software revision
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l Ox180A

OX2A29
OX2A24
OxX2A25
OX2A27
OX2A26
Ox2A28




write without response
notify



every value is an array of bytes



pfew...



Status: Connected

FFOF

Custom Characteristic

UUID: FFFC
Status: Connected

READ VALUE

0x00000000
10:48:09.025

WRITE VALUE

0xff000000
10:49:28.160

0x000000ff
10:49:15.536

0x0000ff00
10:49:03.262

0x00ff0000

-~ -~




bluetooth




fun with *

bluetooth




web
bluetooth .

v Clpl




connecting to a device



navigator.bluetooth.requestDevice({
filters: L
{ namePrefix: 'PLAYBULB' }
I,
optionalServices: [ Oxffof ]
)

we tell the browser what
kind of device we want



® O Bluetooth bulb X

< C' @& Secure  https://bulb.blue/tooth/

bulb.blue wants to pair

PLAYBULB sphere

Cancel

Get help while scanning for devices...




navigator.bluetooth.requestDevice ({
filters: [
{ namePrefix: 'PLAYBULB' }
1,
optionalServices: [ Oxffof ]
r)

.then(device => device.gatt.connect())



navigator.bluetooth.requestDevice ({
filters: [
{ namePrefix: 'PLAYBULB' }
1,
optionalServices: [ Oxffof ]
r)

.then(device => device.gatt.connect())
.then(server => server.getPrimaryService(Oxffof))

get The service



navigator.bluetooth.requestDevice ({
filters: [
{ namePrefix: 'PLAYBULB' }
1,
optionalServices: [ Oxffof ]

)

.then(device => device.gatt.connect())
.then(server => server.getPrimaryService(0xffof))
.then(service => service.getCharacteristic(Oxfffc))

qet the characteristic



writing data
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.then(c => {
return c.writeValue(
new Uint8Array([ 0x00, r, g, b 1)
) ;
r)



reading data
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nen(c => c.readValue())

nen(value => {

let 1
let ¢
let b

value.getUint8(1);
value.getUint8(2);
value.getUint8(3);



get notified of changes



.then(c => {
c.addEventListener('characteristicvaluechanged', e => {

)

let r = e.target.value.get
let g = e.target.value.get
let b = e.target.value.get

P

c.startNotifications();
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1nt8(1);
1int8(2);
1nt8(3);
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things you need to know:

e Javascript
- the webbluetooth api
e Promises \

. typed arrays



browser support

Samsung
(behind flag)




Samsung
(behind flag)
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npm 1nstall node-web-bluetooth



and... the puck.js
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hcitool lescan

82:4C:4B:17:AC:E6 PLAYBULB sphere



/Ngatttool -—device=82:4C:4B:17:AC:E6 —--characteristics

I"i;-hq handle = 9x0028, char properties = 9x06,
char value handle = 0x0029,
uuld = 0000fTffc—0000-1000-8000—00805f9b34Tfh



gatttool --device=82:4C:4B:17:AC:E6
——char-read —-—handle=0x0029

Characteristic value/descriptor: 00 00 00 ff



gatttool --device=82:4C:4B:17:AC:E6
——char-write —--handle=0x0029 --value=0000ff00






writing a value:

function(r, g, b) {
return new Uint8Array([ 0x00, r, g, b 1);

reading a value:

function(buffer) {
return A
r: buffer.getUint8(1),
g: buffer.getUint8(2),
b: buffer.getUint8(3)
} writing 10
: from the same ¢

aind reading
lharacteristic




writing a value:

function(r, g, b) {
return new Uint8Array ([

Ox01, g, Ox01, 0Ox00, Ox01,

b, 0x01, r, 0x01, 0x00
1);

reading

color is not poss

the current

ible



writing a value:

function(r, g, b) {
var buffer = new Uint8Array ([
Oxaa, OxPa, Oxfc, BOx3a, Ox86, 0Ox01l, 0x0d,
Ox06, 0x01, r, g, b, 0x00, 0x00,
(Math.random() * 1000) & Oxff, Ox55, 0x0d

1);

for (var 1 = 1; 1 < buffer.length — 2; i++) {
buffer[15] += buffer[i];

return buffer; reAdiV\.Cl the CMI‘I’?\‘;\t
. color is wot poss




service Oxffe0
reading a value: characteristic OX

] add event listener /

2 write a specific value “~

ffed

S€rvice Oxffes

haracteristic OxFfe9

3 get the event with the color
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\;—‘ C:\Users\info\Desktop\Sniffer\ble-sniffer_win_1.0.1_1111_Sniffer.exe o = X

Display filter: Nearest devices (RSSI > -90 dBm).
Remove display filter.

Passkey entry

00B key entry

Define new adv hop sequence.

Get support

Launch User Guide (pdf)

Re-program firmware onto board

Available devices:

public name device address

I
Vv

"PLAYBULB sphere”

"TimeBox-mini-lig..
e random
random
random
:41:90:53:f0: random
"Puck.js c21f" :72:4a:3f:c2: random

10 "" :97:a2:35:42: random
ing for devices.
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'Your firmware 1s outdated!!
Please upgrade (press CTRL-R).




d Capturing from \\.\pipe\wireshark_nordic_ble [Wireshark 1.12.13 (v1.12.13-0-g969649d from master-1.12)] — O X

File Edit View Go Capture Analyze Statistics Telephonx Tools |Internals Help

@ 4 n B A e T2 EBEE QP @M% B

Filter: = btatt v | Expression... Clear Apply Save

No. A IO 1;'215 s JJUlS'IOQU.;cLeCI PJelStairV‘act'on E\rIOtIOCOI Lengtb.) value IfQ(oVU ncau I'\C\.{UC.)L a1 < VAVVL D .
3162 189.736490 slave Master ATT 35 30303030 Rcvd Read Response
3209 190. 501058 master slave ATT 37 003effag Rcvd write Command, Handle: 0x0029
3211 190.516126 Master Slave ATT 37 003effa9 Rcvd write Command, Handle: 0x0029
3213 190.529831 master Slave ATT 37 003effa9 Rcvd write Command, Handle: 0x0029
3215 190.546793 Master Slave ATT 37 003effa9 Rcvd write Command, Handle: 0x0029
3329 192. 238667 master Slave ATT 37 Rcvd Read By Type Request, Device Name, Handles:
3332 192.285645 Slave Master ATT 49 504c415942554c4220737068657265 Rcvd Read By Type Response, Attribute List Length
3978 202.113157 Master Slave ATT 37 0087ff2f Rcvd write Command, Handle: 0x0029
3980 202.169982 Mmaster Slave ATT 37 0087ff2f Rcvd write Command, Handle: 0x0029
3986 202.252627 Master slave ATT 37 0087ff2f Rcvd write Command, Handle: 0x0029
4116 204.162794 master Slave ATT 37 0019ffdb Rcvd write Command, Handle: 0x0029
4120 204.213465Master Slave ATT 37 0019ffdb Rcvd write Command, Handle: 0x0029
4200 205.379843 master Slave ATT 37 00398dff Rcvd write Command, Handle: 0x0029
4202 205.409601 master slave ATT 37 00398dff Rcvd write Command, Handle: 0x0029
4206 205.469408 master Slave ATT 37 00398dff Rcvd write Command, Handle: 0x0029
4257 206.251827 Mmaster Slave ATT 37 00b840ff Rcvd write Command, Handle: 0x0029
4259 206.279357 Mmaster Slave ATT 37 00b840ff Rcvd write Ccommand, Handle: 0x0029
4261 206.308479 Master slave ATT 37 00b840ff Rcvd write Command, Handle: 0x0029
4343 207.546784 master Slave ATT 37 00ff2c8d Rcvd write Command, Handle: 0x0029
4345 207.581895Master Slave ATT 37 00ff2c8d Rcvd write Command, Handle: 0x0029
4347 207.612198 master Slave ATT 37 00ff2c8d Rcvd write Command, Handle: 0x0029
4349 207.645606 master slave ATT 37 00ff2cs8d Rcvd write Command, Handle: 0x0029
4351 207.674315Master Slave ATT 37 00ff2c8d Rcvd write Command, Handle: 0x0029
4353 207.703718 Mmaster Slave ATT 37 00ff2c8d Rcvd write Command, Handle: 0x0029
4662 212.313556 Master Slave ATT 37 00ff0000 Rcvd write Command, Handle: 0x0029
4664 212.342448 master slave ATT 37 00ff0000 Rcvd write Command, Handle: 0x0029
4789 214.275919 Master Slave ATT 37 000000ff Rcvd write Command, Handle: 0x0029
4791 214.304761 master Slave ATT 37 000000ff Rcvd write Command, Handle: 0x0029

0B

Frame 4791: 37 bytes on wire (296 bits), 37 bytes captured (296 bits) on interface 0

Nordic BLE sniffer meta

Bluetooth Low Energy Link Layer

Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol

Opcode: write Command (0x52)
Handle:

value: 000000ff

0x0029







warning

experimental technology




warning
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change the colour
of a lightbulb

https:/bluetooth.rocks/lightbulb
https:/github.com/NielsLeenheer/BluetoothBulb




control a lego racer
using a gamepad

use css animations to
define a path

https:/bluetooth.rocks/racer

https:/github.com/NielsLeenheer/BluetoothRacer



control a drone
from your browser

https:/bluetooth.rocks/drone
https:/github.com/poshaughnessy/web-bluetooth-parrot-drone



pixel matrix display

https:/bluetooth.rocks/pixel




Jind out your
current heartbeat

P AR
3 Bluetooth

https:/bluetooth.rocks/pulse
https:/github.com/NielsLeenheer/BluetoothPulse



fun with *

bluetooth

/




)

@
l’f"lq/SfGﬁ

questions




