MONTTOR YOUR APPLICATIONS

with Logs, Metrics, Pings, and Traces
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DISCLATMER

| build monitored Hello World
apps



DISCLATMER

Thisis a training


https://training.elastic.co
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E Elasticsearch

ELK Stack!
Get it?
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Apparently, I'm an
ELKB personality. =

¢







-= elastic stack







Kibana

Elasticsearch

Logstash




LTCENSING

Apache-2.0
free



AGENDA

Intro + Basics
Monitor Java
Some Security

Monitor PHP
Q&A + Your Apps




INTRO + BASI(S



INTRO

Experience
Goals



LLASTICSEARCH

Search Engine
REST
Horizontal Scalability



CLUSTER, NODE, INDEX, SHARD




CLUSTER

WRTTE
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CLUSTER

SEARCH

Coordinating Node, Query then Fetch
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TIME BA INDI(E

—%1{[bea on] }-%{+y MM.dd}"






S bin/elasticsearch
—-Enode.attr.rack=rackl
—Enode.attr.size=hot

PUT /metricbeat/_settings
{



MONTTOR JAVA



https://github.com/xeraa/
microservice-monitoring


https://github.com/xeraa/microservice-monitoring
https://github.com/xeraa/microservice-monitoring

IMPLE

No discovery, load-balancing,...



IFALLYOUR'APIS HAVE SHORT NAMES,

THEN,YOU HAVE MIGROSERVIGES

mgfip.com



TERRAFORM

Amazon Lightsail
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WORKSHOP

SSH: ssh elastic-admin@workshop-<#>.xeraa.wtf
elastic-admin / secret

Elasticsearch: http://localhost:9200
admin / secret

Kibana: http://workshop—-<#>.xeraa.wtf:5601
admin / secret

Java Application: http://workshop—<#>.xeraa.wtf



KIBANA MONTTORING

Overview of the Elastic Stack
components



METRICBEAT SYSTEM

and

dashboards
See the memory spike every 5min



[IME SERTES VISUAL BUTLDER

Sum of

Sum of
grouped by the term
and moved to
the negative y-axis with a step



3.7GB

1.9GB

0.0B g

-1.9GB . java -2.1GB
- October 4th 2018, 11:42:10.000

-3.7GB
11:30:00 11:32:00 11:34:00 11:36:00 11:38:00 11:40:00 11:42:00

per 10 seconds
Auto Apply ()

Data Panel Options Annotations

~ ) System memory

Metrics  Options

@ Aggregation Field
Sum % system.memory.actual.used.bytes
Group By Everything v

~ @ Process memory

Metrics  Options

N A oo o i o e e T . 1.Jd

11:44:00

> @ System memory
® java
@® node
@® mysqld
@® php-fpm7.0
@ packetbeat
@ metricbeat
@ heartbeat

@® auditheat

3.0GB

-2.1GB

-206.1MB

-152.0MB

-95.0MB

-71.1MB

-35.4MB

-27.4MB

-21.9MR




/| /good /bad [foobar

[Packetbeat] Overview [Packetbeat]
Flows [Packetbeat] HTTP
[Packetbeat] DNS Tunneling

@ elastic



PACKETBEAT

Raw events In

Process enrichment for nginx, Java,
and the APM server



[Filebeat Nginx] Access and error logs
[Filebeat System] Syslog dashboard
|Osquery Result] Compliance pack



LUSTOM L0G FILES



LASTICLOMMON
SCHEMA

Event fields

The event fields are used for context information about the data itself.

Field

event.id

event.category

event.type

event.action

Description Level

Unique ID to describe
the event.

Event category.
This can be a user
defined category.

A type given to this
kind of event which
can be used for
grouping.

This is normally
defined by the user.

The action captured by
the event. The type of
action will vary from
system to system but
is likely to include
actions by security
services, such as
blocking or
quarantining; as well
as more generic
actions such as login

Type

keyword

keyword

keyword

keyword

Example

8a4f500d

metrics

nginx-stats-metrics



https://github.com/elastic/ecs

Setting for Setting Result Example

negate for match pattern: b
false after Consecutive lines that match the pattern are appended to a
the previous line that doesn’t match. b ] abb
b
c
b | cbb
b
false before  Consecutive lines that match the pattern are prepended to b
the next line that doesn’t match. b ] bba
a
b
b | bbc
c
true after Consecutive lines that don't match the pattern are b
appended to the previous line that does match. a ] bac
c
b
d | bde
e
true before  Consecutive lines that don't match the pattern are a
prepended to the next line that does match. c ] ach
b
d
e | deb
b




Sample Data

1 [2018-11-16 01:16:59.983] ERROR net.xeraa.logging.LogMe [main] - user_experience=@ , ses

D eV TO O IS ;rok Pattern

1 \[%{TIMESTAMP_IS08601:timestamp}\] %{LOGLEVEL:loglevel}

GROK DEBUGGER

Structured Data

- {
"loglevel": "ERROR",
"timestamp": "2018-11-16 01:16:59.983"

}



Machine Learning

DATAVISUALLZ

[2018-11-16 ©1:16:59.976] DEBUG net.xeraa.logging.LogMe [main] - session=94, loop=14 - Collect
[2018-11-16 01:16:59.977] TRACE net.xeraa.logging.LogMe [main] - session=43, loop=15 - Iteratio

[2018-11-16 ©1:16:59.983] ERROR net.xeraa. 1ogg1ng LogMe [main] - user_experience=@ , session=43
java.lang.RuntimeException: Bad runtime..

Summary

Number of lines 293
analyzed

Format semi_structured_text

Grok pattern \[%{TIMESTAMP_ISO8601:timestamp}\] %{LOGLEVEL:loglevel} .*? *2\[.*?\] .*? .*?\bsess
Time field timestamp

Time format YYYY-MM-dd HH:mm:ss.SSS

Override settings

File stats

tloglevel

€279 documents (100%) €279 documents (100%)
& 5 distinct values & 20 distinct values

median
top values 10

TRACE 50.18%

DEBUG 27.6% top values
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[LEBEAT

Raw events In

: MDC logging under
and the context view for one log
message

and information



[LEBEAT

and . Stacktraces by filtering
down on and

Visualize



Visualize / New Visualization (unsaved) Save Share Refresh Reporting C Auto-refresh <€ @ Last7days 2

Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax n

Add a filter +

filebeat-* < €) ® Oh Gosh this is cooo...

® i want pizza
® Grafana is better
. ® Lukasz
J ® macnificos.com
@ Philipp
® GBR
25,000 @ blackberryRocks
@ there!
@ devops-rules
® AllYourBaseAreBelon...
20,0 ® mrx
® anacleta
® Mike
® Miguel
@ 3-0y al carrer
® Bob
® Amaris
@ RepublicOfCatalonia
: ® madrid1juve3
® wee
® M.Rajoy
000 ® Roma
@ LlibertatPresosPolitics
® Vero
— o
) —_— . MUT

® 30y al carrer
® Xerex

® Roberto
json.stack_hash: Descending ® Marc

A P

Data Metrics & Axes  Panel Settings Ll X

Metrics

u Y-Axis Count

[ Add metrics ]

Buckets
_a Json.stack_hash:
@ XA"‘Descendmg © 1|x -
3
json.name: ) o
. Split Se... Descending © 1 ", -

[ Add sub-buckets ]
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HEARTBEAT

dashboard

Stop and start the frontend
application while auto refreshing



METRICBEAT NGINX

dashboard



METRTCBEATHTT?

and endpoints
Collected information in



METRICBEAT JMX

Same data
Visualize the heap usage:

divided by the max of



ANNOTATIONS

Add changes from the Index



+ [ Heap usage

Metrics  Options
@ Aggregation

Average

@» Aggregation

Max

@ Aggregation

Math

Variables

used

maXx

Expression

params.used/params.max

Field
v jolokia.metrics.memory.heap_usage.used
Field
v jolokia.metrics.memory.heap_usage.max

Average of jolokia.metrics.memory.heap_usage.used

Max of jolokia.metrics.memory.heap_usage.max v

) () ()
=) () (8]
® [+

VZ

This field uses basic math expressions (see TinyMath) - Variables are keys on the params object, i.e. params.<name> To access all the data useparams._all.<name>.values for an array of the
values and params._all.<name>.timestampsfor an array of the timestamps. params._timestampis available for the current bucket's timestamp,params._index is available for the current
bucket's index, and params._intervals available for the interval in milliseconds.

Group By Everything



A This visualization is marked as experimental. Have feedback? Please create an issue in GitHub.

Time Series Metric Top N Gauge Markdown Table

30%
> @ Heap usage 21.89%
25%
20%
15%
10%
5%
Oct 4, 2018 11:47 AM
0% philipp changed configure_all on workshop-0.xeraa.wtf
11:30:00 11:35:00 :40: :45:00 :50:0 1 1:55:0 12:00:00 12:05:00 12:10:00 12:15:00 12:20:00 12:25:00 12:30:00 12:35:00

® per 30 seconds

Auto Apply ()

Data Panel Options Annotations

Data Sources

. Index Pattern (required) Time Field (required)

events @timestamp v
Query String
Ilgnore Global Filters Ignore Panel Filters
© Yes ' No © Yes ' No
lcon (required) Fields (required - comma separated paths) Row Template (required - eg.{{field}})

Tag 4 application,user,host {{user}} changed {{application}} on {{host}}




APM

Distributed Tracing



S0ME SECURTTY



[Filebeat Auditd] Audit Events
[Filebeat System] New users and
groups |Filebeat System] Sudo

commands

@ elastic



"auditd is the userspace component to
the Linux Auditing System. It's
responsible for writing audit records to
the disk. Viewing the logs is done with
the or utilities."


https://github.com/linux-audit

AUDTTD MONTTORS

File and network access
System calls
Commands run by a user
Security events



KERNEL System Call

Processing

Application Audit Daemon

https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/security_guide/chap-system_auditing



https://access.redhat.com/
documentation/en-us/
red_hat_enterprise_linux/7/html/
security_guide/sec-
understanding_audit_log_files


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/security_guide/sec-understanding_audit_log_files
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/security_guide/sec-understanding_audit_log_files
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/security_guide/sec-understanding_audit_log_files
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/security_guide/sec-understanding_audit_log_files
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/security_guide/sec-understanding_audit_log_files

AUDITBEAT

dashboard



ssh elastic-user@xeraa.wtf

|Filebeat System] SSH login attempts



SUCCESS

password

with a good

Run and pick the
user



AUDITEVENT

dashboard filter



cat /etc/passwd

tags Is developers-passwd-
read Discover



ssh elastic-admin@xeraa.wtf
sudo cat /home/elastic-user/secret.txt
power-abuse

@ elastic



[ILE INTEGRTTY

Change something in

dashboard






HEARTBEAT

Add HTTP on port 88



PACKETBEAT

Add HTTP on port 88



- module:
metricsets:
period: 10
status_path:
hosts:



[var/www/html/silverstripe/
logs/™.json






' elastic cloud
@



INDEX LTFECYCLE MANAGEMENT

Currently


https://github.com/elastic/curator

Index lifecycle management

& @ :

Select a template Configure a policy Review and save

Select or create a policy
Existing policies

An index lifecycle policy is a blueprint for transitioning your data over
time. You can create a new policy or edit an existing policy and save it my policy5 e Create new policy

with a new name.

Edit policy my_policy5

Configure the phases of your data and when to transition between them.

Hot phase Q
This phase is required. Your index is being queried and actively written @@ ) Enable rollover
to. You can optimize this phase for write throughput. If true, rollover the index when it gets too big or too old. The alias

switches to the new index. Learn more

Maximum index size

3 gigabytes Vv

Maximum age

davs N



Warm phase Q

Your index becomes read-only when it enters the warm phase. You
can optimize this phase for search.

Remove warm phase

Rollover configuration

X Move to warm phase on rollover

Move to warm phase after

0

<>

days N7
Where would you like to allocate these indices?
warm node:true (1) e

View node details

Number of replicas

Set to same as hot phase

Shrink

Shrink the index into a new index with fewer primary shards. Learn
more

( Shrink index

Number of primary shards

Set to same as hot phase

Force merge

Reduce the number of segments in your shard by merging smaller
files and clearing deleted ones. Learn more

X Force merge data



Cold phase

Your index is queried less frequently and no longer needs to be on the
most performant hardware.

[ Activate cold phase

Delete phase &

Use this phase to define how long to retain your data.

[ Deactive cold phase ]

Configuration

Delete indices after

0 davs



Heap
Select an Index Select a time field Run this wat
metricbeat-* @timestamp v 1

Broad searches can be done by adding * to your query

Matching the following condition

l] . a
WHEN max() OF jolokia.metrics.memory.heap_usage.used CA e£xlanﬁg§ ABOVE 50000000 FOR THE LAST 5 minutes

beat.name (1 of 3): frontend.xeraa.wtf

65000000

60000000

55000000

1 4 50000000 >
45000000 / / °Gold License antﬂ/part of the Péstic Cloud /

16:04:00 16:06:00 16:08:00 16:10:00 16:12:00 16:14:00 16:16:00 16:18:00 16:20:00 16:22:00 16:24:00 16:26:00 16:28:00




Name

Heap
Select an Index Select a time field Run this wat
metricbeat-* @timestamp v 1

Broad searches can be done by adding * to your query

Matching the following condition

WHEN max() OF jolokia.metrics.memory.heap_usage.used GROUPED OVER top 5 'beat.name' IS ABOVE 50000000 FOR THE LAST 5 minutes
beat.name (1 of 3): frontend.xeraa.wtf

65000000
60000000

55000000

¢ 50000000 >
45000000 / / / / /

16:04:00 16:06:00 16:08:00 16:10:00 16:12:00 16:14:00 16:16:00 16:18:00 16:20:00 16:22:00 16:24:00 16:26:00 16:28:00




Machine Learning / Single Metric Viewer Q Q € O February 1st 2017, 01:29:59.804 to March 22nd 2017, 00:15:00.000 >

Job Management Anomaly Explorer Single Metric Viewer

m nginx-single N

Detector: distinct_count (nginx.access.remote_ip) v u

Single time series analysis of cardinality nginx.access.remote_ip

2,000
1,800
1,600
1,400
1,200
1,000
800
600
400

200

Forecast

show model bounds

Zoom: auto 12h 1d 1w 2w 1M (aggregation interval: 30m, bucket span: 15m) b

Machine Learni

Anomaly Detection of Time Series\Data

2017-03-01 00:00

2017-02-25 00:00 , 2017-02-27 00:00
J [ “ ‘Il“\/"' |||'\/"
2017-02-05 00:00 2017:02:1200:00 . 2017:02:19 00:00 201700226 00:00 " 2012.03:05 00:00
Platinum License and part of tI'Ie Elastic Clmfl

Anomalies

2017-03-12.00:00 2017-03-19 00:00



Machine Learning / Single Metric Viewer Q Q { O February 1st 2017, 01:29:59.804 to March 22nd 2017, 00:15:00.000 >

Job Management Anomaly Explorer Single Metric Viewer

m nginx-single v
Detector: distinct_count (nginx.access.remote_ip) v u

Single time series analysis of cardinality nginx.access.remote_ip

show model bounds

Zoom: auto 12h 1d 1w 2w 1M (aggregation interval: 30m, bucket span: 15m)

2,000
1,800
1,600
1,400
1,200
1,000

800

600

400

200

2017-02-25 00:00 2017-02-27 00:00 2017-03-01 00:00

"
M A " .'l | a ~ "~ =
[\ P P N l A A

| ‘h'u |n‘| 'l'\. [\ I\
J \ ‘/ \ J ‘! | | \ \ ] .I| |I| ! '|
Aot VYV AYAYAVAVA AR
201770226 00:00 2017.03-05 00:00 2017-03-12.00:00 2017-03-19 00:00

-~

2017-02-05 00:00 2017-02-12 00:00 2017-02-19 00:00

Anomalies



SECURTTY

“Gold / Platinum License and part of the Elastic Cloud












System metrics & network
Filebeat modules & Auditbeat
Application logs



Uptime
Application metrics
Request tracing



DENCHMARKS

Fair
Reproducible
Close to Production



Professor Zapinsky proved that the squid is more intelligent than
the housecat when posed with puzzles under similar conditions




https://github.com/xeraa/
microservice-monitoring


https://github.com/xeraa/microservice-monitoring
https://github.com/xeraa/microservice-monitoring

[HANK 10U

Philipp Krenn O GECE

PS: Sticker



