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* Me, Jun Ohtani / Community Engineer
—  lucene-gosend X WY —

- TYIDMEBBREAFM H£E
—  http://blog.johtani.info

« Elastic, founded in 2012

— Products: Elasticsearch, Logstash, Kibana, Beats ‘-
Elastic APM,
Elastic Cloud, Swiftype
Professional services: Support & development subscriptions
Trainings, Consulting, SaaS
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@ Honest Status Page
;__—3 @honest_update
We replaced our monolith with micro services

so that every outage could be more like a
murder mystery.
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App Site

Search Search
Metrics APM
Kibana

Elasticsearch

Beats

SaaS

' Elastic Cloud
L4

Enterprise Lodain
Search 9ging
Future
Business Security
Analytics Analytics
Logstash

Self Managed

Elastic Cloud :
S Enterprise @Standalone
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The Beats family

X

Packetbeat

Network data

J

Auditbeat

Audit data

v

\/

Metricbeat

Metrics

Filebeat

Log files

Winlogbeat

Windows Event Logs

Heartbeat

Uptime monitoring
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Elasticsearch

Heart of the Elastic Stack
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GitHub

Search
L Repositories 317
<> Code 17,981
@ Issues 2,008
§ Users 2
Languages
Java ®
Ruby 167
JavaScript 139
Python 117
PHP 69
Shell 49
Puppet 40
Perl 38
Scala 16
Cc# 13

Explore Features Enterprise Blog Sign in

elasticsearch l Search

We've found 317 repository results Sort: Best match ~

2

L.

elasticsearch/elasticsearch Java Kagss 11007
Open Source, Distributed, RESTful Search Engine
Last updated 2 hours ago

richardwilly98/elasticsearch-river-mongodb Java s Las
MongoDB River Plugin for ElasticSearch

Last updated 2 minutes ago

jprante/elasticsearch-river-jdbc Java k170 D70
JOBC river for Elasticsearch

Last updated 12 days 4go

elasticsearch/elasticsearch-hadoop Java k79 D28
Read and write data to/from ElasticSearch within Hadoop
Last updated 3 days ago

%@ elastic
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GitHUb Explore Features Enterprise Blog Sign in

Search elasticsearch l Search
" Sort: Best match ~
0 - — We've found 317 repository results o m
<> Code 17,981
© Issves - Q elasticsearch/elasticsearch Java Hragss L1007
Open Source, Distributed, RESTful Search Engine
& Users 2 Last updated 2 hours ago
Languages g richardwilly98/elasticsearch-river-mongodb Java 308 Das

MongoDB River Plugin for ElasticSearch

Java @ Last updated 2 minutes ago
Ruby 167
JavaScript 139 -
Python 147 U jprante/elasticsearch-river-jdbc Java 170 D70
PHP 0 JOBC river for Elasticsearch
Last updated 12 days ago
Shell 49
Puppet 40
per % || elasticsearch/elasticsearch-hadoop v k7 U2
Scala 16 Read and write data to/from ElasticSearch within Hadoop
c# 13 Last updated 3 days ago

%@ elastic
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GitHub

Search
L Repositories 317
<> Code 17,981
@ Issues 2,008
§ Users 2
Languages
Java ®
Ruby 167
JavaScript 139
Python 117
PHP 69
Shell 49
Puppet 40
Perl 38
Scala 16
C# 13

Explore Features Enterprise

Blog

Sign up Sign in

We've foun

elasticsearch/elasticsearch
Open Source, Distributed, RESTful Search Engine
Last updated 2 hours ago

Q richardwilly98/elasticsearch-river-mongodb
MongoDB River Plugin for ElasticSearch
Last updated 2 minutes ago

Q jprante/elasticsearch-river-jdbc
JOBC river for Elasticsearch
Last updated 12 days ago

|| elasticsearch/elasticsearch-hadoop
Read and write data to/from ElasticSearch within Hadoop
Last updated 3 days ago

Sort: Best match ~

Java ragss L1007

Java %308 LDas

Java w170 U70

Java %79 U2s
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GitHub

Search

L Repositories

<> Code
@ Issues

& Users

Languages

Java
Ruby
JavaScript
Python
PHP

Shell
Puppet
Perl

Scala

Cc#

317

17,981

2,008

167
138
17
69
49

16
13

Explore Features Enterprise Blog m Sign in

elasticsearch Search
We've found 317 repository results Sort: Best match ~
elasticsearch/elasticsearch dova easss 1007
Open Source, Distributed, RESTful Search Engine
Last updated 2 hours ago
richardwilly98/elasticsearch-river-mongodb Java 8 Das
MongoD8 River Plugin for ElasticSearch
Last updated 2 minutes ago
jprante/elasticsearch-river-jdbc P
JDBC river for Elasticsearch
Last updated 12 days ago
Q elasticsearch/elasticsearch-hadoop Java k79 D28

Read and write data to/from ElasticSearch within Hadoop
Last updated 3 days ago
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GitHub

Explore Features Enterprise Blog

Sign up Sign in

Search elasticsearch
We've found 317 repository results
' Repositories vetou rep fy resu
<> Code
© losues elasticsearch/elasticsearch
Open Source, Distributed, RESTful Search Engine
§ Users 2 Last updated 2 hours ago
Languages richardwilly98/elasticsearch-river-mongodb
goDB River Plugin for ElasticSearch
Java At updated 2 minutes ago
Ruby
JavaScript 139
oyon - jprikte/elasticsearch-river-jdbc
PHP 69 :
Shell 49
Puppet 40
Port w | rch/elasticsearch-hadoop
Scala 16 to/from ElasticSearch within Hadoop
c# 13

Sort: Best match ~

Java ragss L1007

Java %308 LDas

Java w170 U70

Java %79 U2s
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GitHub

Search

L Repositories

<> Code
@ Issues

& Users

Languages

Ruby
JavaScript
Python
PHP

Shell
Puppet
Perl

Scala

C#

167
138
17

69
49

16
13

Explore Features Enterprise Blog

Sign up Sign in

| soarch

We've found 317 repository results

elasticsearch/elasticsearch
Open Source, Distributed, RESTful Search Engine
Last updated 2 hours ago

richardwilly98/elasticsearch-river-mongodb
MongoDB River Plugin for ElasticSearch
Last updated 2 minutes ago

jprante/elasticsearch-river-jdbc

JOBC river for Elasticsearch
Last updated 12 days ago

elasticsearch/elasticsearch-hadoop
Read and write data to/from ElasticSearch within Hadoop
Last updated 3 days ago

Sort: Best match ~

Java ragss L1007

Java %308 LDas

Java w170 U70

Java %79 U2s
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GitHub ository ~  debian Sign up Sign in

(@ elasticsearch/elasticsearch#1726 debian package violates naming convention

PUBL elasticsg @ elasticsearch/elasticsearch#3571 debian package init-script: start-stop-daemon ne % Star 4683 |9 Fork 1,097
i) elasticsearch/elasticsearch#1681 Debian pkg

Browse Issues| (O elasticsearch/elasticsearch#3286 There is no official debian/ubuntu repository m
<O

B . | (7 elasticsearch/elasticsearch#3500 Elasticsearch should include debian's standard | > n > 3 19 | »
ny
veryone's Issu o I

1] elasticsearch/elasticsearch#1526 Moving debian package to maven

rms #3702 i
Labels Search elasticsearch/elasticsearch for 'debian' .
§ Lucene 4.5 Upgr gearch GitHub for 'debian’ »oducible #3701 i
§ breaking 1 Opened by s Tmonw 12 hours ago
# bug 1 falt
(@ NoShardAvailableActionException in ES 0.90.3 on startup #3700
§ enhancement 10 Opened by richardwilly98 a day ago i
| feature 9 , 7
@ Feature Request: Don't reindex the document when updating non-indexed fields #3596
non-issue 1 Opened by ddorian 2 days ago §® 4 comments u

%@ elastic
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Elasticsearch in 10 seconds

c AF—TT7V— PEINF2 AV FAK, REST & JSON
- Z*—2>")—X:Apache License 2.0

- REBRUCHEICEHT Z &N T8

- JavaTEE, ILRHAZ

[ lasti
¢ elastic



8 72 CRUD HHEE




T—9 &%

curl -XPUT localhost:9200/books/book/1 -d '

{
"title" : "Elasticsearch - The definitive quide",
"authors" : "Clinton Gormley",
"started" : "2013-02-04",
"pages" : 230
} 1

%o elasti
@? elastic



T—YEH

curl -XPUT localhost:9200/books/book/1 -d '

{
"title" : "Elasticsearch - The definitive quide",
"authors" : [ "Clinton Gormley", '"Zachary Tong" 1,
"started" : "2013-02-04",
"pages" : 230

} 1

%o elasti
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curl —X DELETE localhost:9200/books/book/1

5—%5 QNS

curl —X GET localhost:9200/books/book/1
curl —X GET localhost:9200/books/book/1/ source

¢ @ elastic



25 - Query DSL
curl —XGET ‘localhost:9200/books/doc/_search' -d '{

"query": {
"bool": {
"must": [
{ "match": { "title": "Search" |3
{ "match": { "content": "Elasticsearch" }}
1,
"filter": [

{ "term": { "status": "published" }},
{ "range": { "publish_date": { "gte": "2015-01-01" }}}

- wastic
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(node1

orders

\. y

products

N

curl -X PUT localhost:9200/orders -d ¥
"settings.index.number_of_shards" : 4
"settings.index.number_of_replicas" : 1

}I

curl -X PUT localhost:9200/products -d {
"settings.index.number_of_shards" : 2
"settings.index.number_of_replicas" : 0

}I

%@ elastic
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node 1

products
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/node1

p
orders

i node 2

p
orders

\.

~N

products

i node 3

p
orders

\. J

products
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Kib 6
Share Clone Edit Reporting <€ © May 17th 2015, 17:09:39.868 to May 21st 2015, 09:03:52.113 >

Dashboard / [Filebeat Apache2] Access and error logs Full screen
[ *-I Uses lucene query syntax n

Add a filter 4

Unique IPs map [Filebeat Apache2]

. Unique count of apache2.access.remote_ip
l 01-262

' ©26.2-51.4 \~\
 @514-766

 @766-101.8 F
| @101.8-127 I

)
© OpenStreetMap contributors , Elastic Maps Service

Response codes over time [Filebeat Apache2] Operating systems breakdown [Fil...

o © @200 This container is too small
s 9 404 to render the visualization
S 50 I ®304
0 @301 (V]
2015-05-18 03:00 2015-05-18 15:00 2015-05-19 03:00 2015-05-19 15:00 2015-05-20 03:00 2015-05-20 15:00 2015-05-21 03:00 @ 206 @ Other @ Windows 7
@timestamp per hour @500 @® Mac OS X @ Linux
- A0 -_— [

Top URLs by response code [Filebeat Apache2] Browsers breakdown [Filebeat Apache2]

© 0200

@304 -
'

Q000 O >

\h—

40




41

Elastic Stack DR

Metrics

your{beat}

Distributed
Message
Queue

%

Kafka

v

@ Logstash

\ 4

@ Elasticsearch

Nodes

wo3
Storage

@ Kibana

Instances

C

Metrics

0Q |

Notification |

%@ elastic
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Heartbeat

Lightweight
Shipper for
Uptime

Monitoring

Dashboard / Heartbeat HTTP monitoring

S *

Add a filter +

HTTP monitors

monitor.id: Descending ©

http@https://www.sumologic.com 18,670,301 18,077,071 4,704,206 2,639,762 1,599,647
http@https://www.splunk.com/dd 18,390,803 18,091,974 3,046,838 5,142,075 1,407,655
http@https://www.splunk.com 18,172,903 18,091,912 3,046,808 4,826,412 2,527,840

http@https://www.logz.io
http@https://www.grafana.

.com 16,729,320 7,044,805 3,757,370 12,963,637 4,557,108

Fullscreen  Share Clone Edit CAuto-refresh € @ Last24hours >

HTTP monitors status

@

Max Max Max Max Max
monitor.duration.us resolve.rtt.us tcp.rtt.connect.us tls.rtt.handshake.us http.rtt.response_hea

17,135,670 1,256,646 4,124,582 13,005,021 632,934

©

@ monitor.status: up @ monitor.status: down © 200 @ 404

HTTP up status

Percentage of Cou

HTTP ping times

Count

50,000,000

40,000,000

30,000,000

20,000,000

10,000,000

© ® monitor.status: do...
@ monitor.status: up

14:00 17:00 20:00 23:00 02:00 05:00 08:00
@timestamp per 30 minutes

11:00

© @ Max resolve.rtt.us
® Max tep.rtt.connec...
® Max tls.rtt.handsh...
@ Max http.rtt.respo...

14:00 17:00 20:00 23:00 02:00 05:00 08:00 11:00
@timestamp per 30 minutes

q .
@ elastic
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Metricbeat

Collect system
and application
metrics

Dashboard / [Metricbeat System] Host overview

beat.hostname:"orion.company.co"

Add a filter +
System Navigation [Metricbeat System]

System Overview | Host Overview | Containers overview

CPU Usage Gauge [Met... / Memory Usage Gauge [... «* Load Gauge [Metricbea...

‘ 17.39% ‘ 79.2% ‘

Swap usage [Metricbea... & Memory usagevstotal « Number of processes[...

o Processes
Memory usage

91.9% : 27(11;55 2 5

CPU Usage [Metricbeat System]

»

<

»
¢

Full screen  Share

Inbound Traffic [Metric... ¢

Inbound Traffic

5.3KB/s

5.9mM8

Disk used [Metricbeat S...

39.44%

System Load [Metricbeat System)

»

»
¢

Clone Edit Reporting < O Last15minutes >

Uses lucene query syntax n

Outbound Traffic [Metr... «* Packetloss [Metricbeat... ¢

Outbound Traffic In Packetloss

776.2B/s 0

2.8MB Out
Disk Usage [Metricbeat System] 7
I 100%
= 34.2%
— 25.9%
— 25.4%
0%
0%
> 236
- 22




Metricbeat

lots of modules

®)

System

NGINX

®

MongoDB

©

Prometheus

>

Apache

I
>
Y
=
o
x
<

MySQL

S

Jolokia

O

Docker

®)

Kafka

S

PostgreSQL

®

Add your own

%@ elastic
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Metricbeat € a1—JL

Aerospike module

Apache module
Ceph module

Couchbase module

Docker module
Dropwizard module

Elasticsearch module

Etcd module
Golang module

Graphite module
HAProxy module

HTTP module

Jolokia module
Kafka module
Kibana module
Kubernetes module
kvm module
Logstash module
Memcached module

MongoDB module
Munin module

MySQL module

Naginx module

PHP_FPM module
PostgreSQL module
Prometheus module
RabbitMQ module
Redis module
System module
uwsgai module
vSphere module
Windows module

ZooKeeper module

7. @ elastic


https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-aerospike.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-apache.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-ceph.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-couchbase.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-docker.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-dropwizard.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-elasticsearch.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-etcd.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-golang.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-graphite.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-haproxy.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-http.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-jolokia.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-kafka.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-kibana.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-kubernetes.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-kvm.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-logstash.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-memcached.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-mongodb.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-munin.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-mysql.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-nginx.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-php_fpm.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-postgresql.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-prometheus.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-rabbitmq.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-redis.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-system.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-uwsgi.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-vsphere.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-windows.html
https://www.elastic.co/guide/en/beats/metricbeat/current/metricbeat-module-zookeeper.html

50
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Filebeat

tail log from
file

Dashboard / [Filebeat Nginx] Access and error logs Fullscreen Share Clone Edit Reporting < O September 20th 2017, 00:51:16.615 to September 21st 2017, 12:00:30.029 >
* Uses lucene query syntax n

Add a filter +

Access Map (Filebeat Nginx] »

:
=)

7 N'\l\”;?j\,
N ,f’) -7 A Count
T @l ©1-88592
o '@y ©86502-17.3174
. o © 173174 259756
> @ 259756 - 346338
“ Sz, P © 34633843252
e v © OpenStroetMap contributors , Elastic Maps Service
Response codes over time [Filebeat Nginx] < Errors over time [Filebeat Nginx] Pa
80
12,000 © 0200 )
: @304
1 ®301
0,000
e B
8,000 206
g ®302 § '
8 600 3
4,000
20
[} 0
07:00 1300 19:00 01:00 07:00 07:00 1300 19:00 01:00 07:00
@timestamp per 30 minutes @timestamp per 30 minutes
Response codes by top URLS [Filebeat Nginx] /
© 0304



Filebeat

many modules

0

Apache Nginx Auditd MySQL

%@ elastic



Filebeat modules - v6.4.2

Apache? module

Auditd module

Icinga module

IS module

Kafka module

Logstash module

MongoDB module

MySQL module

Nginx module

Osquery module

PostgreSQL module

Redis module

System module

Traefik module

> @ elastic


https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-apache2.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-auditd.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-icinga.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-iis.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-kafka.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-logstash.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-mongodb.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-mysql.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-nginx.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-osquery.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-postgresql.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-redis.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-system.html
https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-module-traefik.html

winlogbeat

B Event Viewer

File Action VYiew Help
Welcome - O@EDE @
@8 v 9
tO 1 998 i) Application ‘
4| Security .Type Date Time Source
| System @Information 13/05/2012 09:30:03 Windows
a_; ACEEventLog &Werning 13/05/2012 09:30:03 Windows
!_S Internet Explorer eError 13/05/2012 09:30:03 Windows
g Microsoft-Windows-Forwarding/ @Information 13/05/2012 09:30:03 Windows
43| Windows PowerShell eError 13/05/2012 09:30:02 Windows
@Information 13/05/2012 09:30:01 Windows
&Werning 13/05/2012 09:30:01 Windows
@) Infarmation 13612012 N9:29:5A skvnel Ine Y
< 2|2 | >

%@ elastic



winlogbeat

Add a filter +

.

Number of Events < Number of Events Over Time By Event Log s
© ®System

Count 80

ow 254

20170923 14:00 20170924 02:00 201709241400 20170925 02:00
@timestamp per hour

Sources < Top Event IDs < Event Levels Pd
© ©® Microsoft-Windows-D...

nt_id: Descending - Count = level: D nding = ount ©
©® Microsoft-Windows-K... avent b 8 8% NeSCRncing C

@ BTHUSS 1,014 42 Information 188

@ Microsoft-Windows-Fi...

@ MicrosoftWindows-K..  © 24 Warning 55

® eliexpress 16 20 Error 1

® Service Control Mana...

elastic




Packetbeat

Capture the
Packet

tcpdump: verbose output suppressed, use -v or -wv for full protocol decode
listening on end, link-type EN1@MB (Ethernet), capture size 65535 bytes
:03:59.594512 IP 172.31.98.131.65048 > nuq@4s19-in-f21.1e100.net.https: UDP, length 24
:03:59.692308 IP nuq@4s19-in-f21.1e100.net.https > 172.31.98.131.65048: UDP, length 36
IP 172.31.98.131.60568 > r-199-59-148-82.twttr.com.https: Flags [.], ack 1987817713, win 4096, length @
IP r-199-59-148-82.twttr.com.https > 172.31.98.131.60568: Flags [.], ack 1, win 1456, options [nop,nop,TS val 1737158165 ecr 1065051019], length @
:03:59.912168 IP pc-in-f189.1e100.net.https > 172.31.98.131.60078: Flags [P.], seq 391100909:391100934, ack 1961990067, win 1651, options [nop,nop,TS val 182273890 e
1065405539], length 85
:03:59.912231 IP 172.31.98.131.60078 > pc-in-f189.1e100.net.https: Flags [.], ack 85, win 4093, options [nop,nop,TS val 1065411882 ecr 182273899], length @
04:00.383581 IP 172.31.98.131.57399 > google-public-dns-a.google.com.domain: 48543+ PTR? 131.98.31.172.in-addr.arpa. (44)
04:00.466579 IP google-public-dns-a.google.com.domain > 172.31.98.131.57399: 48543 NXDomain 0/0/0 (44)
04:00.467926 IP 172.31.98.131.52072 > google-public-dns-a.google.com.domain: 9347+ PTR? 53.239.125.74.in-addr.arpa. (44)
04:00.568610 IP google-public-dns-a.google.com.domain > 172.31.98.131.52072: 9347 1/@/@ PTR nug@4s19-in-f21.1e100.net. (83)
04:00.569673 IP 172.31.98.131.59451 > google-public-dns-a.google.com.domain: 63862+ PTR? 82.148.59.199.in-oddr.arpa. (44)
04:00.676625 IP google-public-dns-a.google.com.domain > 172.31.98.131.59451: 63862 1/0/@ PTR r-199-59-148-82.twttr.com. (83)
04:00.677667 IP 172.31.98.131.52322 > google-public-dns-a.google.com.domain: 26687+ PTR? 189.28.125.74.in-oddr.arpa. (44)
04:00.769797 IP google-public-dns-a.google.com.domain > 172.31.98.131.52322: 26687 1/8/@ PTR pc-in-f189.1e100.net. (78)
04:01.230731 IP 172.31.98.131.49573 > pb-in-f95.1e100.net.http: Flags [.], ack 3226625146, win 4096, length @
04:01.340942 IP pb-in-f95.1e100.net.http > 172.31.98.131.49573: Flags [.], ack 1, win 341, options [nop,nop,TS val 4158964323 ecr 1065277921], length @
04:01.367564 IP 172.31.98.131.59991 > pc-in-f125.1e100.net.jabber-client: Flags [P.], seq 53622692:53622899, ack 3725017102, win 65535, length 117
04:01.511739 IP pc-in-f125.1e100.net. jobber-client > 172.31.98.131.59991: Flags [P.], seq 1:134, ack 117, win 65100, length 133
04:01.511834 IP 172.31.98.131.59991 > pc-in-f125.1e100.net. jabber-client: Flags [.], ack 134, win 65535, length @
04:01.770555 IP 172.31.98.131.49474 > google-public-dns-a.google.com.domain: 48324+ PTR? 8.8.8.8.in-addr.arpa. (38)
04:01.871839 IP google-public-dns-a.google.com.domain > 172.31.98.131.49474: 40324 1/0/@ PTR google-public-dns-a.google.com. (82)
04:01.872628 IP 172.31.98.131.50753 > google-public-dns-a.google.com.domain: 14329+ PTR? 95.79.194.173.in-oddr.arpa. (44)
04:01.907102 IP 172.31.98.131.49578 > 199.27.79.134.http: Flags [.], ack 68258@952 win 4096, length @

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

=4 e & 8 Q 5 BEE v 2 w

192.168.1.6 | Expression... Clear

WO

Filter: [ip.addr

No.  Time Source Destination Protocol | Info
19511 995233558000 .168.1. J Standard query A download340.avast. con
r iy P for host)

19513 995233631000 .168.1. .8.8. Standard query A download340.avast.con

19514 995.248689000 .8.8. .168. Standard query response A 82.

19515 995.248710000 .8.8. .168.1.6 Standard query response A 82.

19516 995.260447000 .168.1. .192.95. 55552 > http [FIN, ACK] Seq=20 Win=16368 Len=0
19520 995.312985000 .192.95. .168. http > 55555 [SVN,

19521 995.313009000 .192.95. .168. http > 55555 [SYN,

19522 905 314343903 55555 > http [ACK]

82.192.95. .168. nnp > 55552 [ACK]

15524 995. 324551000

19527 995325985060 191 168.1.6 82.192.95.92 __TcP [TCP. sagaart of a reassembled PDU]

19529 995326263000 xgz 168.1.6 82.192.95.92  HTTP _ POST /(g) bin/iovsdstats. EENHITE/ = (uvsa/statsy

19531 595375511000 82.192.95.92 192.168.1.6 Tcphttp > 53555 (ACK] Seq=1 Ack=206 Win=6312 Len=
| 10532 995375625000 82.192.95.92 192,168, 1.6 ___TCP____[TCP Dup ACK 19531#1] http > 55555 [ACK] Seq=1 Ack=206 Win=6912 leno |

19533 995.380658000 82.192.95.92 192.168. TCP http > 55555 [ACK] Seq=1 Ack=1104 Win=8832 Len=0

19534 995. 38067800€ 2.192.95.02 [ [ 55555 eq=1

19535 995.382891000 82.192.95.92

19540 995505232000 192.168.1.6

19550 996.308269000  192.168.1.6

19552 996.308363000  192.168.1.6 .7.96.. TCP 55553 > mtap [SYN) Seq=0 Win=G192 Len-0 MS=1460 WS=4 SACK_PERN=1

b Frame 9164: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)
b Ethernet II, Src: HonHaiPr 26:b5:30 (c:cb:38:26:b5:30), Dst: Azurewav_43:90:de (00:15:af:43:90:de)

b Internet Protocol Version 4, Src: 68.126.7.59 (68.126.7.59), Dst: 192.168.1.6 (192.168.1.6)

b Transmission Control Protocol, Src Port: 19207 (19207), Dst Port: 55400 (55400), Seq: 1, Ack: 1, Len: 23

0000 00 15 af 43 90 de O cb 38 26 b5 30 08 00 45 00 ...C.... 86.0..E.
0010 00 3f 57 57 40 00 ef 06 26 fa 44 7e 67 3b cO a8 @... &D~;..
0020 01 06 4b 07 d8 68 00 00 00 00 OF 49 3f 88 50 14
0030 00 00 5a f6 09 00 47 6F 20 61 77 61 79 2c 20 77  ..Z...Go away, w
0040 65 27 72 65 20 be 6f 74 20 68 6f 6d 65 e're not home

@ ethl: <live capture in progress> ile: Packets: 19552 Displayed: 5155 Marked: 0 Profile: Default

o @ elastic



Packetbeat

Capture the
Packet

Dashboard / [Packetbeat) Overview Fullscreen Share Clone Edit Reporting < O December 8th 2017, 16:00:28.559 to December 8th 2017, 16:15:07.807 >
. useshcene avery s [0

Add a filter +

Navigation Client locations

Packetbeat: + k
Overview =
United ¥
Flows bl States of i L
- America 3
Web transactions L) . g e
L) el G2 Mecss/”™ 0169 - 1884
MySQL performance \ 9 - @ 18542018
N\ —} Mye | @2018uaM82
PostgreSQL performance 0N h-:-- J 5* :;;: : ;u‘a
< L7 Mawritania ~
MongoD8 performance - s W Logems ‘*awwmm h-:ums-wo

Web transactions DB transactions Cache transactions. RPC transactions

- &3 i © omyq o .08
H £ 100 ¥ £oe
3% 2 2os
*c S, sl °-»«r| T <=
0= 0 i °
160500 161000 160500 160500 161000 160500 161090
@timestamp per 30 seconds Otimestamp per 30 se Gtimestamp per 30 seconds ©timestamp per 30 seconds

Response times repartition

80,000
€000
40,000
20000
° —_—

16:0200 16:03:00 160400 16:0500 16:06: 16:07:00 16 160900 16:1 16:1300 16:1400 16:15.:00

Count
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INT +—< > B8 (APM)

OJ% Y XATLDX L) w2 %ElasticsearchiCERDAHF LTch ?
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https://www.elastic.co/jp/solutions/apm
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Elastic APM

opbeans-python

Request Errors

celery

Response times
@ Avg.6ms 95th percent @ I

15ms
W
oms 03 AM 06 AM 05 AV 12PM 03PM 06 PM 09 PM Sot04
Request
Name

GET opbeans.views.oopsie
GET opbeans.views.product_customers
GET opbeans.views.customers

GET opbeans.views.orders

Integrations

QU search transactions and errors.. (E.g. transaction.duration.us > 300000 AND context.response.status_code >= 400)

Beta
Requests per minute
@ HITP2xx925rpm @ HITP4xx 87 rpm @ HITP 5x¢ 7.1 rpm
100 rpm
A SN IANAN AN S AR AN AN N
50 rpm
0rpm
Avg. resp. time 95th percentile Req. per minute Impact -
17 ms 22ms 7.0 rpm G
8ms 12ms 10.3rpm G
11 ms 14 ms 7.0 rpm CEEEEED
10ms 14ms 6.9rpm D

q .
%@ elastic



APM / opbeans-ruby / Transactions / request / Rack APM feedback  CAuto-refresh < @ Last24hours >

4 ...
ac
(©]
st Q. search transactions and errors... (E.g. transaction.duration.us > 300000 AND context.response.status_code >= 400)
Istribute racin 0 . .
Response times Requests per minute
L: @iz 3sms © @ 99th pe © 34rpm @ HTTP2x3SPM @ 34rpm @ HTTP Sx12rpm
= 16000ms T0mm
@
sosoms 35 0pm
Ay
oms orm
o et o5 ey e E I oo pren ™ an 05 [ ceant Py
= N RS Response time distribution ®
TOFAENIY—ERERZ0HD
Al i/~ (& IS
2500 eq
a3nhkck
— — oreq —— — R — R
wLe cC 1 -
Transaction sample ® View transaction in Discover
_lj_ 7\ :I \/ — #Z I\ W a) I\ | Z L— \% 3 minutes ago (November 5 8,14:34:326 http://172.18.0.8:3000/api/customers
87ms 100.00% HITP 2xx NA
Timeline ~ Request ~ Response  System  Service  Process  User  Tags  Custom
. Services @ opbeans-ruby @ @ opbeansova @ ° Beta
OpenTracing A &
% Rack

GET opbeans-python

% GET opbeans.views.customers

GET opbeans-java:3000

> DispatcherServlet#doGet

GET opbeans-node

1
% GET /api
1

GET opbeans-python: 3006/api/custoners

2 GET opbeans.views.customers

GET :3000
I
2 GET /api
T ————

GET opbeans-node: 3001/ custoners
e c———
% GET /customers
GET

SELECT FROM customers.
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Infrastructure [ BETA J

4
® Kubernetes Pods [5) &
M Showing the last 1 minute of data from the time period Hosts Kubernetes Docker
Infrastructure Solution
® QU Search for infrastructure data... (e.g. host.nam Metric: Outbound Traffic v Group By: All ~ 11/14/2018 3:29:41 PM  © Auto-refresh
. -
Beta | Basic (free) =
@
g
>
~ o o —_—
AT ZARL =5 —MITICHEL > L=
&
filebeat-d... filebeat-d... filebeat-d... frontend-... frontend-... frontend-...
= N —_ — j& ﬁf— HE& 7.7bit/s 101.2bit/s 257.3bit/s Obit/s 5.3bit/s 0.5bit/s
1000282 %1 > 7 7 DERZH
frontend-... frontend-... frontend-... heapster-... heartbeat kube-dns...

Kubernetes. Docker DX« 7T HHR— 0 1 ! 1 1
~

kube-dns... kube-dns... kube-pro...
460.6bit/s 154bit/s 26.4kbit/s

View logs

ARy s. OF. APM E 12—~
|\\\ b - 9\\'7 V4 I::T:;:II:.

metrics-s...
568.8bit/s

7 I\\\/—I—\ \\/ 7 j:s & Zﬁ%iﬁ{b@% redis-ma... redis-ma... redis-slav... redis-s| redis-s| redis-s|

181.1bit/s 168.1bit/s 142.4bit/s 140.7bit/s 140.5bit/s 138.1bit/s

Obit/s 17.1kbit/s 21.1kbit/s 26.4kbit/s
o bi kb kb kb
— - To——




Q 404 €3 Customize streaming... || Stop streaming

o
Logs SO I u tl o n @ 2018-10-26 15:40:43.073 {"type":"response", "@timestamp":"2018-10-26722:40:42Z","tags":[],"pid":1, "met
If "url":"/api/infra/graphql", "method":"post","headers":{"host":"104.197.165.1306AM
. length":"1348","accept™:"*/*" ,"origin":"http://104.197.165.132:5601", "kbn-xsr|
Beta | BaS|C (free) ® (Macintosh; Intel Mac OS X 1@_14_0) AppleWebKit/537.36 (KHTML, like Gecko) CH
. type":"application/json","referer":"http://104.197.165.132:5601/app/infra","a
US,en;q=0.9"}, "remoteAddress™:"47.134.161.222", "userAgent":"47.134.161.222","
= {"statusCode":200, "responseTime":404,"contentLength":9}, "message": "POST /api 09 AM
2018-10-26 16:00:11.000 apache2 47.134.161.222 - "GET /hellothere HTTP/1.1" 404 436
ég 2018-10-27 10:44:39.000 apache2 61.216.152.133 - "POST /1@ HTTP/1.1" 404 428
@ 2018-10-27 13:29:47.000 apache2 159.65.27.66 - "HEAD http://35.193.176.16:80/phpmyadmin/ HTTP/1.1"
404 207
[o— \3 Y [— \Y ~ —_— N Y 5
4 ’r 7 2“':' 7 0) |\ J 7)[/‘/ a7 »f 4 7 LM 2018-10-27 13:29:47.000 apache2 159.65.27.66 - "HEAD http://35.193.176.16:80/PMA/ HTTP/1.1" 404 12 PM
2 206
I=RC"EN 7‘\ t\\ 4 2018-10-27 13:29:48.000 apache2 159.65.27.66 - "HEAD http://35.193.176.16:80/dbadmin/ HTTP/1.1"
%Hj] LT%%EED a2—) & 404 206
L) 2018-10-27 13:29:48.000 apache2 159.65.27.66 - "HEAD http://35.193.176.16:80/pma/ HTTP/1.1" 404
NN _ — o 206 03 PM
hi -10- " o oo . ¥ i
:l VY / —)LOD ck ) 7‘8\%/—.]—\ 2018-10-27 13:29:48.600  apache2 159.65.27.66 - "HEAD http://35.193.176.16:80/db/ HTTP/1.1" 404 206
2018-10-27 17:00:11.000 apache2 176.111.58.83 - "HEAD http://35.193.176.16:80/phpmyadmin/
HTTP/1.1" 404 207
. —_ — \ Ry I 2018-10-27 17:00:11.000 apache2 176.111.58.83 - "HEAD http://35.193.176.16:80/PMA/ HTTP/1.1" 404
~
(tail -fOoLS5R)Z07 -0 - AKNY 206
2018-10-27 17:00:11.000 apache2 176.111.58.83 - "HEAD http://35.193.176.16:808/dbadmin/ HTTP/1.1"
\Y
= Vs 7\ 404 206
-~ 2018-10-27 17:00:11.000 apache2 176.111.58.83 - "HEAD http://35.193.176.16:86/pma/ HTTP/1.1" 404
206
. 2018-10-27 17:00:11.000 apache2 176.111.58.83 - "HEAD http://35.193.176.16:80/db/ HTTP/1.1" 404 09 PM
BEOJOERR Y O—)L
1 N = -
2018-10-27 17:21:13.000 apache2 81.7.14.241 - "HEAD /robots.txt HTTP/1.8" 404 170
2018-10-27 17:31:01.000 apache2 120.77.252.112 - "HEAD http://35.193.176.16:80/phpmyadmin/
7 K w N Z)“ M= HTTP/1.1" 404 207
J VAAN / 1= N 2018-10-27 17:31:01.000 apache2 120.77.252.112 - "HEAD http://35.193.176.16:80/PMA/ HTTP/1.1" 404 Oct28
206
2018-10-27 17:31:01.000 apache2 120.77.252.112 - "HEAD http://35.193.176.16:80/dbadmin/ HTTP/1.1"
404 206
2018-10-27 17:31:02.000 apache2 120.77.252.112 - "HEAD http://35.193.176.16:80/pma/ HTTP/1.1" 404
206
03 AM
2018-10-27 17:31:02.000 apache2 120.77.252.112 - "HEAD http://35.193.176.16:80/db/ HTTP/1.1" 404
206

Streaming new entries © last updated 1s ago
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ELASTIC STACK

Flastic Stack = 7> 3 >~
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o
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Logstash™CJDBC input
Logstash™CCSV
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Kibana®Y > 7IL7—% (>=6.4.0)

‘ kibana

Discover
Visualize
Dashboard
Timelion

Machine Learning

Graph

Dev Tools
Monitoring

Management

Add Data to Kibana

Use these solutions to quickly turn your data into pre-built dashboards and monitoring systems.

4

Metrics

Logging

Ingest logs from popular data
sources and easily visualize in

preconfigured dashboards.

Collect metrics from the
operating system and services
running on your servers.

Sample Data Load a data set and a Kibana dashboard

Visualize and Explore Data

&

Dashboard

Display and share a
collection of visualizations
and saved searches.

Graph

Surface and analyze relevant
relationships in your
Elasticsearch data.

Timelion

llee an exnrec<<ion lanciiace

@

¢y

Discover

Interactively explore your
data by querying and filtering
raw documents.

Machine Learning
Automatically model the
normal behavior of your time
series data to detect
anomalies.

Visualize

Create victializatione and

Security Analytics

Centralize security events for
interactive investigation in ready-
to-go visualizations.

Add security events

Your Data Connect to your Elasticsearch index

Console

Skip cURL and use this JSON
interface to work with your
data directly.

Logstash Pipelines
Create, delete, update, and
clone data ingestion
pipelines.

Saved Objects

Import, export, and manage
voluir caved cearchec

2

Manage and Administer the Elastic Stack

Index Patterns

Manage the index patterns
that help retrieve your data
from Elasticsearch.

Monitoring
Track the real-time health
and performance of your
Elastic Stack.

Security Settings

Protect your data and easily
manace who hac acrece to

elastic
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75

D9y TCT—YEH

. Home
kibana )
Add Data to Kibana
Discover
Visualize All Logging Metrics Security Analytics
Dashboard -
Timelion
Machine Learning b " )
Graph 97 —
P |

Dev Tools

Sample flight data

Monitoring
Sample data, visualizations, and

Management dashboards for monitoring flight
routes.

Sample Data

Management / Elasticsearch / Index Manageme

Index managemen

Update your Elasticsearch indices individuall

QU flight

kibana_sample_data_flights

Rows per page: 10 v

Health

® greer

kibana_sample_data_flights

Summary Settings Mapping

Health:
Status:
Primaries:
Replicas:
Docs Count:
Docs Deleted:
Storage Size:

Primary Storage Size:

Stats

® green

open

1

0

13059

6.4mb

6.4mb

Edit settings
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JDBC Input

input {
jdbec {
jdbc_connection_string => "jdbc:postgresql://db_server:5432/"
jdbc_driver_class => "org.postgresqgl.Driver"
jdbc_driver_library => "/home/elastic/postgresql-9.1-981-1.jdbc4.jar"
jdbc_user => "postgres"
jdbc_password => "password"
statement => "SELECT * from blogs"
}
}

filter {
mutate {
remove field => ["@version", "host", "message", "@timestamp", "id", "tags"]
}
}

output {
stdout { codec => "dots"}
elasticsearch {
index => "blogs"
document_type => "_doc"
}
}

elastic
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Logstash™CCSV
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CSV filter

input {
stdin { type
}
filter {
csv {
columns =>
convert =>
convert =>
convert =>
convert =>
convert =>
convert =>
convert =>
}

mutate {

=> "${EVENT:earthquake}" }

["timestamp","latitude"”,"longitude", "depth", "mag", "magType", "nst", "gap", "dmin", "rms", "source", "event_id"]
{"latitude" => "float"}

{"longitude" => "float"}

{"depth" => "float"}

{nmagn =5 ”float”}

{"dmin" => "float"}

{nrmsu => Ilfloatll}

{ngapu => "float"}

add _field => ["location", "%{latitude}, %{longitude}"]
remove _field => ["latitude", "longitude"]

}
date {

match => ["timestamp", "yyyy/MM/dd HH:mm:ss.SS", "IS08601"]
remove field => ["timestamp"]
timezone => "GMT"

}
}
output {

# stdout { codec => rubydebug { metadata => true } }
stdout { codec => dots }
79 elasticsearch {

# hosts =>

[IIII]
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FilebeatT 77t X0%7

« 2DOMElasticsearch =741 > % 1 > X k—)L U TElasticsearch % &}

bin/elasticsearch-plugin install ingest-geoip
bin/elasticsearch-plugin install ingest-user-agent

+  Filebeat®apache2 E¥ 2 —/LE B ML

./filebeat modules enable apache2

«  modules.d/apache2.ymlic 727 £ XAO 7 D/XA % KRE
- setupd VY KZE1TU TH SFilebeat’z tCEf

./filebeat setup
./filebeat -e

elastic
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Metricbeat TX MU w ¥

«  MetricbeatDsystemEY 12 —/LZ=BML

./metricbeat modules enable system

«  setupdVY Y KZE1TUTH SFilebeatz &l

./metricbeat setup
./metricbeat -e
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» Elasticsearch - The Definitive guide

http://www.elastic.co/guide/en/elasticsearch/guide/current/
index.html

- % (HAXFHE

T — 5 T EBEEE AP
ElasticsearchxEiE 1 N

Elasticsearch |

The Definitive Guide

q .
%@ elastic
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NEE-
—EYVBREZII) I TDIEODTHA I —
Mike Julian ZE. #WHE EA iR

https://www.oreilly.co.jp/books/9784873118642/
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« https://www.elastic.co/use-cases
Discuss (Web7 A+ —S 1))

e https://discuss.elastic.co
Elastic{ON}D 77 & &H

» https://www.elastic.co/elasticon/videos

HR—hXZ1—

* https://www.elastic.co/subscriptions
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https://www.elastic.co/use-cases
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https://www.elastic.co/elasticon/videos
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e Web : https://www.elastic.col/jp/
e Forums : https://discuss.elastic.co/
e Twitter : @johtani




