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WHY BOTHER DEFINING YOUR OWN INFRASTRUCTURE IN CODE?

» May have regulatory or data sovereignty limitations
» Unsure of what you are getting using 3rd party solutions
» Allowing you to ‘harden’ application hosting

» Reducing the risk of ‘vendor lock’



MAINTAINING SERVERS OVER TIME

CONFIGURATION UPDATES

CONFIGURATION UPDATES

- CONFIGURATION UPDATES

CONFIGURATION UPDATES

CONFIGURATION UPDATES
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THE FOUR STAGES OF INFRASTRUCTURE

| T8
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PROVISIONING

» Since virtualisation, one of the easiest of the phases
» Traditionally based off ISO images

» Out of date, unpatched images



DEVEL-0OPS

CONFIGURATION

» Can be where most configuration drift is added if not done through
automation

» It may involve ‘tinkering’ to get a server working
» Can end up with ‘Snowflake servers'

» Configuration Management software like Puppet & Chef
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MAINTENANCE

» Updates or upgrades of software components
» From security patches to in-place upgrades of O.S.
» Ordering of patches may affect outcome

» Scripting can help ensure consistency
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TERMINATION

» Fear of shutting off servers
» Treating servers like “pets, not cattle”
» Anti-pattern: Celebrating up-time

» Plan for the fact an instance could disappear
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GOALS OF INFRASTRUCTURE AS CODE - MORRIS

» IT infrastructure supports & enables change
» Changes to the system are routine, without drama or stress
» IT staff spend their time on valuable things.. not repetitive tasks

» Users are able to define, provision, and manage the resources they need,
without needing IT staff to do it for them



Terraform Openstack
‘J

uppet

CHEF

Packer
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DEVELOPMENT PRACTICES

» Version Control

» Continuous Integration
» Build Pipelines

» Automated Testing

» Continuous Delivery

» Code Analysis
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VERSION CONTROL

» Natural part of development workflow
» branching, rollbacks, ownership
» Single point of truth

» Living documentation
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CONTINUQUS INTEGRATION

» Early feedback about potentially breaking changes

» Changes tested in isolation from production

» Can apply to infrastructure, server, and configuration changes
» "Does this produce the instance | expect?”
» "Does this instance have all the features | expect?”

» "“Is this instance configured for its role correctly?"
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BUILD PIPELINES

» Avoid 'automation fear'

» Build regularly as well as on changes

» Pipelines maintaining templates ensures up-to-date images
» Reduces manual knowledge fading

» Services used to build can be provisioned temporarily

» Packer supports building machine images



describe service('apacheZ2'), :1f => os[:family] == "ubuntu' do
1t { should be_enabled }
1t { should be_running }

end

% describe service('org.apache.httpd'), :1f => os[:family] == 'darwin' do
1t { should be_enabled }
" 1t { should be_running }

end

describe port(80) do
1t { should be_listening }
end



http://serverspec.org
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CONTINUOUS DELIVERY

» Not ‘Continuous Deployment’
» Being able to update Test / Lab environments regularly

» Risk increases with ‘Time Since Last Success'



FC045: Metadata does not contain cookbook name

correctness metadata chefl?Z

This warning is shown when your cookbook does not define a name within the cookbook meta
breakage if the name of the containing directory changes. Additionally, Chef 12 requires the nan

Metadata without the name attribute

This example matches the FC045 because it lacks the name property

¥ Don't do this
maintainer
FOODCRYTIC
license
description

long_description
version
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Kief Morris



DEVEL-0OPS

WAYS TO START INTRODUCING TRIS

» Start small

» Script everything

» Automate the process

» Run it regularly

» Test the changes in a safe environment

» Monitor all the things
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ABOUT ME

» Jonathan Relf
» Solutions Architect @ Commity

» https://about.me/jbjon

W @jbjon




