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Les incidents de securite ont 3 niveaux
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https://github.com/linux-audit

"auditd is the userspace component to
the Linux Auditing System. It's
responsible for writing audit records to
the disk. Viewing the logs is done with
the ausearch or aureport utilities."



POUR MONTTORER

Acces fichier et reseau
Appels systeme
Commandes lancées par un utilisateur

Evenements de securite
& elastic



KERNEL System Call

Processing

Application Audit Daemon

https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/security_guide/chap-system_auditing
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E Elasticsearch

ELK Stack!
Get it?
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Apparently, I'm an
ELKB personality. =
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Kibana

Elasticsearch

Logstash
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AUDTTD MODULE

Correlate related events
Resolve UIDs to user names
Native Elasticsearch integration

@ elastic



AUDTTD MODULE

eBPF powers on older kernels
Easier configuration
Written in Golang

@ elastic









’ elastic cloud
<«


https://cloud.elastic.co/

>YSTEM MODULE

Simpler syntax for host, process, socket, user

1. Host dataset works for Windows, macOS, and
Linux and is using system APlIs for the most
part

2. Process dataset works for all three OS as well,
and is using /proc on Linux, and system APIs
on macOS and Windows

@ elastic






[ILE INTEGRITY MODULE

inotify (Linux)
fsevents (macOS)
ReadDirectoryChangesW (Windows)






hash_types

blake2b_256,blake2b_384,blake2b_512,md5, shal,
sha224,sha256,sha384,sha512,sha512_224,sha512_256,
sha3_224,sha3_256,sha3_384,sha3_512, xxh64



RUNNING ON KUBERNETES



Where to run it

DAEMONAET

@ elastic



How to run it


https://github.com/elastic/beats/tree/master/deploy/kubernetes/auditbeat
https://github.com/elastic/beats/tree/master/deploy/kubernetes/auditbeat

add docker metadata
add _kubernetes_metadata



ALL THE THINGS!
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https://github.com/elastic/ecs

base
Base

All fields defined directly at the top level
>
The "base  field set contains all fields which are on the top level.
These fields are common across all types of events.

group

"@timestamp"
date
core

"2016-05-23T08:05:34.8532"
Date/time when the event originated.
>
Date/time when the event originated.
This is the date/time extracted from the event, typically representing
when the event was generated by the source.
If the event source has no original timestamp, this value 1is typically
populated by the first time the event was received by the pipeline.
Required field for all events.
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Security Information and Event Management







13: MACHINE LEARNING

aka Anomaly Detect ion




Machine Learning / Single Metric Viewer

Job Management Anomaly Explorer Single Metric Viewer

m nginx-demo v

Detector:

v n

Single time series analysis of cardinality nginx.access.remote_ip.keyword

distinct_count (nginx.access.remote_ip.keyword)
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Single time series analysis of cardinality nginx.access.remote_ip.keyword

Zoom: auto 12h 1d 1w 2w 1M (aggregation interval: 15m)
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Severity threshold: warning ~ Interval: Auto ~

time max severity detector actual typical description job ID
» February 27th 2017, 12:00 A 97 distinct_count (nginx.access.remote_ip.keyword) 86 1453.6 ¥ 17x lower nginx-demo

» February 27th 2017, 11:00 A 86 distinct_count (nginx.access.remote_ip.keyword) 138 1575.97 + 11x lower nginx-demo
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Today Future

Comprehensive endpoint protection, detection, and response EPP, EDR, and SIEM delivered in a single, simplified
(EPP+EDR) and no per-endpoint pricing. Just pay for what you use. architecture: Elasticsearch, Kibana, Elastic Endpoint.
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No per-endpoint pricing










10PICS

Auditd
Filebeat, Auditbeat
SIEM

@ elastic



LODE


https://github.com/xeraa/auditbeat-in-action
https://github.com/xeraa/auditbeat-in-action
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