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Customer Challenges

Compliance
Not able to do real time
compliance analysis

Large Data Volumes
Log data required, but
large data volume
analysis challenging

Identity/Credentials
Data breach incidents,
identity/credential loss

L

Security & Risk Mgmt
Balancing concerns
with usability

E Data Loss

Insider threats,
mishandling of digital assets

_| Cyber Attacks

Increased sophistication and
prevalence of cyber attacks
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Foundation Platforms: FISMA-ready laaS

Assessment Methods

A system or application
that resides on U.S. Gov networks must

undergo a formal security assessment d by most >
before being authorized to operate. __ —DoD Tstallations

DoD Installations & Contactors

F I S n H *Being phased out for DIARMF DIACAP
I et ,

FEDERAL INFORMATION SECURITY MANAGEMENT ACT — Cloud based applications

(Red Hat Certified Cloud Providers)
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Foundation Platforms: FISMA-ready laaS

redhat ProgrammableFiow

SDN Security Demonstration for
the NSA of a Secure
ProgrammableFlow Product

Deployment

April 2015

Black Box Network Services
Government Solutions

O p e n Sta ck and NEC Corporation of America Global Business Development
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NIST Cyber Security Framework

|dentify Detect

Aziel Planagement

Buiirieid
Erfviramimaen

Governance

Rizk Assespment

Hizk Management
Stralagy

Anomalies and
Events

Security Continuous
Manitoring

Detectbon Processes

Recover

Communicatomns
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SECURE SOFTWARE SUPPLY CHAIN
COLLECT & ANALYZE

CONTINUOUS MONITORING
IDENTITY MANAGEMENT

RED HAT
CLOUD INFRASTRUCTURE

RED HAT
ENTERPRISE LINUX
OPENSTACK PLATFORM

SToRAGE £3 OPENSHIFT ENTERPRISE

RED HAT
ENTERPRISE VIRTUALIZATION

RED HAT'
ENTERPRISE LINUX
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SELinux
Swirt
OpenStack
JBOSS

Q redhat



IDENTITY MANAGEMENT

Identify
+
OpenStack Keystone
Certificate System (PKI)
Directory Server Protect
ldM

Recover
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CONTINUOUS MONITORING
IDENTITY MANAGEMENT

+

Satellite
Cloudforms
Jboss

Data Virt Detect
AMO)
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COLLECT AND ANALYZE
CONTINUOUS MONITORING
IDENTITY MANAGEMENT

+Ceph

Jboss BRMS

Fuse

A-MQ

Data Virt

Data Grid

Mrg Grid (scientific computing)
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SECURE SOFTWARE SUPPLY CHAIN
COLLECT & ANALYZE
CONTINUOUS MONITORING

IDENTITY MANAGEMENT

+

OpenShift
Cloudforms
Ansible
Satellite

Q redhat



Rita Carroll
Business Development
Civilian & Intelligence Cyber

rita@redhat.com
703-725-6997

Contact Information

Lance Paoli
Business Development
DoD Cyber

Ipacli@redhat.com
703-964-7501

Shawn Wells
Chief Security Strategist
U.S. Public Sector

shawn@redhat.com
443-534-0130

« redhat



