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Who are we?

Introducing myself and
introducing 6VH OVHcloud
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OVHcloud: A global leader

<> 30DataCenters 1 Million+ Servers
Web Cloud & Telcom in 12 locations n produced since 1999
. 34 Points of Presence @ 1.5 Million Customers
Private Cloud on a 20 TBPS Bandwidth Network across 132 countries
@ 2200 Employees 3.8 Million Websites
&>  Public Cloud @ vorldwide hosting
H l d - enge
— @I 115K Private Clou . 1.5 Billion Euros Invested
Storage VMS running 2 Since2016
@ 300K Public Cloud P.U.E. 1.09
@ Network & Security Instances running [ | Energy efficiency indicator

@ 380K Physical Servers

Jdbb 20+ Yearsin Business
running in our data centers U

Disrupting since 1999
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Infra-4

Processore: 2x Intel Xeon Silver 4214 -12 ¢ /24t-2.2GHz /3.2 Banda passante pubblica: A partire da 1 Gbps
GHz Banda passante privata: A partire da 2 Gbps
Memoria: A partire da 96GB

Storage: NVMe, SATA disponibile

XEON’
SILVER
inside”

Disponibile in 7 datacenter Consegna a partire da120s

A4 OVHcloud

HGR-SDS-1

Processore: Intel Xeon Gold 6242R-20¢/40t-3.1 GHz /4.1 GHz
Memoria: A partire da 96GB
Storage: NVMe, SAS disponibile

\ Disponibile in 5 datacenter

HGR-HCI-2

Processore: 2x Intel Xeon Gold 6242R-20¢/40t-3.1GHz /4.1
GHz

Memoria: A partire da 384GB

Storage: NVMe, SAS disponibile

Disponibile in 5 datacenter

ublic or private cloud
@LgstInBﬁEfm?g |
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Banda passante pubblica: A partire da 1 Gbps
Banda passante privata: A partire da 10 Gbps

Consegna a partireda120's

Banda passante pubblica: A partire da 1 Gbps
Banda passante privata: A partire da 10 Gbps

Consegna a partiredal10 g
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Kubernetes Operators
Helping to tame the complexity of K8s Ops
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Taming microservices with Kubernetes )
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What about complex deployments
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Lngress
S \ \ _ R f\w < Services
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Pods
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Ctatepol Sets
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Specially at scale

| Lots ofcluste_rsmthlots andlots o deployments -




That's just our case
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[ certified ]

kubernetes

We both use Kubernetes and
ope rate Ma na ged Ku bern etes p latform
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Built over our Openstack based Public Cloud
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Taming the complexity
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Helm Charts are configuration

Incortro DevOps Ttalia

HELM | —_
A

Ops / DevOps / SRE...

Human operafor

Opratlngls morethan mstalls &,upgades
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Kubernetes is about automation
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H o abo uta utomatln ghu man ope raors?




Kubernetes Operators

Incontro DevOps Ttalia

Kubernetes
Qfsﬁmiw
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Building operators
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4 OPERATOR

| Ba5|c K8s lements Controllers and Custo Resouces, N

v OVHcloud intel” ~ hEIM @lotTobrttuny B



Kubernetes Controllers

Keeping an eye on the resources
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A control loop
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Desi ?"'&3 Current
S f.‘i;;%a §€’a:§e

They watch the state of the cluster,
and make req uest ch angeswhe re needed
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A reconcile loop
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Custom Resource Definitions
Extending Kubernetes API
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Extending Kubernetes API
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Kubernetes Operator

Automating operations

€2 orerATORS
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What's a Kubernetes Operator?

Human
C}Fam%w

Kubernete
G’fsarm%w
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An Operator represents "

"wmom opera.{“ona‘ knowle%e

\ 0 sortuare o celiably manage
| an application
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Example: databases
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Hﬁmwfs
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Things like adding an instance to a pool,
g a backu p,ha'_rdm g..

V‘ GVHc(@ud mtel : s @Lost IOty - AR



Knowledge encoded in CRDs and Controllers
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Operators implement and manage Custom Resources
usmg custo reonC|l|at|on logic
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Operator Capability Model
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YA\ OPERATOR
) CAPABILITY MoODEL

*“imw “‘haw Phase ﬁha 8¢ 5
(mxmiqSS Fy‘[ DCQD
Upﬂrqaqs L %gsj{\(‘_ l(s Oh 5 F\ '&0 DXO% /

. @lostInBrlteny @



How to write an Operator

1= Create a new gfg;;aa%
2- Wrile the CRDr todegne

rew resovrce RPILe

4 ) OPERATOR

S S ??{fg%: ﬁ Fosourees -{"@' w‘%g&

Y- Dm‘iwg the reconciliation 3@&5
in the fwé%ﬂm

S~ Build Lhe Ggwa tor
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Kubebuilder

SDK orbwldmg KubernetesAPIs using CRDs
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The Operator Framework

8 OPERATOR
7 SDK

7B\ OPERATOR
" LIFECYCLE MANAGER

VA 0PERATOR -
) FRAMEWORK |

S OPERATOR
¥ METERING

Open source framework to accelerate
the d}evelo_ent oa n‘ Operato
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Operator SDK

IA oprcson LD
& OPERATOR .o

v SDK ITERATE

ANSIBLE

Three d |erent_ysto u7| ldan Operator
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Operator SDK and Capability Model

Incontro DevOps Ttalia
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Operator Lifecycle Manager

INSTALL
MANAGE
UPDATE

@8 oreraTOR
¥ | [FECYCLE MANAGER
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OperatorHub.io

Incortro DevOps Ttalia

OperatorHub.io Q  Search OperatorHub... Contribute v

Welcome to OperatorHub.io

OperatorHub.io is a new home for the Kubernetes community to share Operators. Find an
existing Operator or list your own today.

Al/Machine Learning
Application Runtime
Big Data

Cloud Provider
Database

Developer Tools
Integration & Delivery
Logging & Tracing
Monitoring
Networking
OpenShift Optional
Security

Storage

Streaming & Messaging

[ Alibaba Cloud (1)
() Altinity (1)
() Anchore (1)

134

Aakka

Akka Cluster Operator
provided by Lightbend, Inc.

Run Akka Cluster applications
on Kubernetes.

APlcast
provided by Red Hat

APlcast is an AP| gateway built
on top of NGINX. It is part of
the 3scale APl Manage

Altinity ClickHouse
Operator
provided by Altinity

ClickHouse Operator manages
full lifecycle of ClickHc

(£
Apicurio Registry Operator

provided by Apicurio

Deploy and manage Apicurio
Registry on Kubernetes.

anchore

Anchore Engine Operator
provided by Anchore Inc.

Anchore Engine - container
image scanning service for
policy-based security. |

O

Appdynamics Operator
provided by AppDynamics LLC

End to end monitoring of
applications on Kubernetes
and OpenShift clusters

Apache Spark Operator

provided by radanalytics.io

An operator for managing the
Apache Spark clusters and
intelligent applications

K2

Appranix CPS Operator

provided by Appranix, Inc

The Appranix CPS operator
enables you to back up and
restore your

= v AZ~

Ws®,

API Operator for
Kubernetes
provided by WSO2

API Operator provides a fully
automated experience

L 4

Appsody Operator
provided by Appsody

Deploys Appsody based
applications




Harbor Operator

Managing private registries at scale

@LostInBrittany @



We wanted to build a new product
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Looking at the Open Source world
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Harbor has more community traction
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e,

CLOUD NATIVE yL‘ % Star 2.6k

NNNNNNNNNNNNNNNNNNN

% Star  11.5k

YFork 3.k Y Fork 454
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Harbor has lots of components

NGiNX

HELM

1=t

Y/ PostgreSQL




But it has a Helm Chart
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),L( It should be easy to install, isn't it?
HELM $ helm install harbor

What about configuration?
Installing a 200 GB K8s volume?
Nginx pods for routing requests?

One DB instance per customer?
Managing pods all around the cluster?

i@ PostgreSQL
NGiINX

CHARTMUSEUM

@L#’stInB;itfmﬂ .



We wanted a Managed Private Registry

Incontro DevOps Ttalia

Zﬂgf‘eﬁx wa{‘mﬁev
&8 redis
PostgreSQL a5 & SEN’%(&

Object Storage

Onae ﬁar&m inghasg pev fvs‘fmgr Rwsirﬁ mis?‘??ﬂ services
Qhé“f{i’tk éeyiqgm&vif APL
Shared f;zmk;g , isoloted dota
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Using the platform
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Kubernetes toolm g to the, rescue
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Let's automate it
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B RecISTRY

@i#st:{har ttm:y | &@



Working with the community

We weed an Oyemﬁar
{:ef @ HARBOR, we are @Rﬁm‘s'
mg:ﬁg i, Taterested 2 We would love it f

Harbor comm unity also nevded_ the operator
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The Harbor Operator
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[ .Canf-:«g Map
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F Compovents Lngress
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Servicey

Written in Go

®
@?kabebuﬁd@r

Uses other ap@mf’om
‘1\ for specigic tasks
—t { e.q. Cert Maugﬂevr}
4 CRD & 4 Controller OPENTRACING '
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It's Open Source
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Donoated %3 g OVHcloud
to the

g '
b
2 1 % K

¥
v

CLOUD NATIVE

COMPUTING FOUNDATION

O https://github.com/goharbor/harbor-operator
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https://github.com/goharbor/harbor-operator

Incortro DevOps Ttalia

LoadBalancer Operator

A managed LoadBalancer at scale
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Load Balancer: a critical cog

L oad Balaweer

Server 4

Secver 7

| Cornerstone of any Cloud ProV|der S infrastructure
s ) : e e @i,ostlnar ttm‘y
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Our legacy Load Balancer stack
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e Excellent performances
o Built on bare metal servers + BGP

o Custom made servers tuned for network traffic
Server 4 ..
fﬁ’ e Carrythe TLS termination
% - o SSL/LetsEncrypt
> Lood Bolaeer |
-
o e Not cloud ready
€ o Piloted by configuration files
o Long configuration loading time

e Custom made hardware

o Slower to build
o Needs to be deployed on 30 datacenters

@L#stInBﬁﬁm’g a | .




Our needs for a new Load Balancer
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e Supporting mass update

e Quickly reconfigurable

o gi’;‘ﬁi%f ”dg
e Available anywhere quickly

s

o0 %egxmfv

Secver 2 e Easily operable

e Integrated into our Public Cloud
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Building it on Kubernetes

© Clovd Getroller. Controller- Scheduler
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A Load Balancer in a pod
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Orchestrating one million LBs... Vot
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We needed an Operator
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4 ) OPERATOR
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Network: multus-cni

MULTUS

Attaching multiple network interfaces to pods:
| __Brldge+_Hostlo‘cal B
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Annotations: k8s.vl.cni.cncf.io/networks: 2d9df3f4-9ea4-4494-bi6e-eb35ed360d83,
k8s.vi.cni.cncf.io/networks-status:

[{

"name": "default"”,
"interface": "etho",
S pste
#10-.100:1-133"
1,
"mac": "ee:2c:f7:66:c0:
ddns’s Tk,
"default-route": [
$10.100:1.1"
]

"name": "2d9df3f4-9ea4-4494-bl6e-eb35ed360d83",
"interface”: "net1",
"ips": [
"51.89.216.16"
1,

"mac": "fa:16:3e:05:87:b6",
"dns": {}

3.1

1.4
"name": "8bee303f-f38f-4a91-b133-1da73fe5bfoc",
"interface": "net2",
2 pst ik
R51.80.227.253"
1,

"fa:16:3e:fe:f4:
Zal)

8bee303f-f38f-4a91-b133-1da73fe5bf9oc

g -t

“Z : :’: HAPROXY

*»

.
”)::

%

.

.-

%;%3 MULTUS

smg annotations to add interfaces to pod
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Config management
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Using Config Map

ORI g,

prR— g g
P e ol T o oo
i g w‘f f

kubernetesf?

b f% Co:;g M ¥ | More information on Config Map working

Ja \ How to detect a change on Config Map files?
? ! Watch + Trigger?

L1 , W martensson.io/go-fsnotify-and-kubernetes-configmaps
3 e, AT W’JW ﬁ“"} .}

e
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A Controller to watch and trigger
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APT Server —
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Observability
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g ore RATOR
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Tried Prometheus Operator, limited to one container per pod
SWltched toWarp 10 W|th Beamlum Operator

VJ GVHC(GUG mtel | e S Blandabttteng | LR



That's all, folks!

Thank you all!
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