@ clever cloud

MCP Servers:

Good Practices, Design Choices and
Consequences

Horacio Gonzalez
2026-01-16

e
@ Lost InBrittany



Who are we?

Introducing myself and
introducing Clever Cloud
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Clever Cloud

From Code to Product

clever cloud
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LLM evolution

From simple chat to tool-enhanced agent!

What's the weather like

in Madrid today? Weather AP

> get\l\leather( "Madrid (ES) ") Madrid (ES)
> 1.8°C
1 "weather":"sunny", -
Today it is sunny in "temperature":"1.8°C"} 38k% 5
Madrid, but very cold, <} 8 km/h win

take a coat.
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LLM are only language models /fé

What's the weather like in Madrid today?

I'm unable to provide real-time
information or current weather updates.

<

They have no built-inway touse
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Tools and plugins were added //é

What's the weather like

. . Weather API
in Madrid today?
getWeather("Madrid (ES)") Madrid (ES)
> 1.8°C
1 "weather":"sunny", -
Today it is sunny in "temperature":"1.8°C"§ “’.
Madrid, but very cold, -« E niwind

take a coat.

LLMrecognizes it needs an external functionand callsit,
iIntegrating the result into a natural-language response.
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LLM don't call directly those tools

USQ!‘ ﬁl‘ A"licni‘wn

e

What's the weather like in Madrid today?
If needed, you have an available weather
tool getWeather(city)

What's the weather like in Madrid today?

Call getWeather ("Madrid")
<

getWeather("Madrid")

{"weather":"sunny", "temperature":"1.8°C"}%
—

Result of the tool calling:
{"weather":"sunny", "temperature":"1.8°C"}
P

Today it is sunny in Madrid, but very

Today it is sunny in Madrid, but very cold, < cold, take a coat.

take a coat.

<
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How are those LLM Tools defined?

e LyingWeatherTool. java

DEPS dev.langchain4j:langchaind4j:1.0.0-betal

import dev.langchain4j.agent.tool.Tool;

public class LyinghleathexTool:{
@Tool("A tool to get the current weather in a city")
public static String getWeather (String city) 1

return "The weather in " + city + " 1s sunny and hot.";

Here in Java using LangChain4;
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Why this matters? 4 é

e MovesLLMs from static text generation
o dynamic system components
e Increasesaccuracy & real-world usability
o Allows developersto controlwhatthe LLM canaccess

What's the weather like
in Madrid today?
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From LLM chats to LLM-powered agents d’ é

Can you summarize this
YouTube video?

0f course,the video is a
talk of Horacio about MCP..

*This is a "fake" view, remember LLMs dont call tools directly Whisper
But it's the view from the Point of View of the user

LLMs act like an agent that can plan actions:
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The rapid evolution of agents
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Before MCP MCP Introduced The explosion
(2023-November 2024) (Nov 2024) (2025)

e Agents==niche e Anthropiclaunches Model e Agentsgomainstream:
LangChain, bespoke APlIs, Context Protocol. runtimes, orchestration,
Copilot experiments... enterprise adoption.

e \endor-neutral, open

e No standard way to connect standard for connecting e MCPreframedasthe

LLMs to tools. LLMs. interoperability layer for
agents.
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Model Context Protocol (MCP):
The missing link

MCP bridges LLMs with your applications,
enabling controlled, real-world interactions

S | —— | MCP | —
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Why Do We Need MCP? /lé

Funetion MEE@ £ pw"ff@f,
wi’.’iﬁ o X need awother conceph?

LLM function callingis useful,
butitlacks structure
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Why Do We Need MCP?

Problem

LLMs don’t automatically know
what functions exist.

No standard way to expose an
application's capabilities.

Hard to control security and
execution flow.

Expensive and fragile
integration spaghetti
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Model Context Protocol /&

Anthropic, November 2024:
LLMs intelligenceisn't the bottleneck,
connectivity s
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Model Context Protocol A

@ Model Context Protocol Q Search... %K GitHub > 2

u Documentation

Get Started = On this page
@ Python SDK -
Introduction Why MCP?
I TypeScript SDK General architecture

Get started with the Model Context Protocol (MCP)
Get started

K Kotlin SDK
I Quick Starts
B  Specification (@ Kotlin SDK released! Check out what else is new.
Examples
Get Started Tutorials
MCP is an open protocol that standardizes how applications provide context to LLMs. Think of
Explore MCP
Introduction MCP like a USB-C port for Al applications. Just as USB-C provides a standardized way to P

Quickstart > connect your devices to various peripherals and accessories, MCP provides a standardized Contributing
way to connect Al models to different data sources and tools. Support and Feedback

Example Servers

Example Clients

Why MCP?
Tutorials .
MCP helps you build agents and complex workflows on top of LLMs. LLMs frequently need to
Building MCP with LLMs integrate with data and tools, and MCP provides:
Debugging e A growing list of pre-built integrations that your LLM can directly plug into
{nspector ¢ The flexibility to switch between LLM providers and vendors
e Best practices for securing your data within your infrastructure
AR s

De facto standard for exposing
system capabilitiesto LLMs

https://modelcontextprotocol.io/
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The MCP Landscape Today

Major players adopted MCP:

e Anthropic - Originatorand tool
provider (Claude Desktop, SDKs).

e OpenAl-Agent SDK, ChatGPT
Desktop, Responses API.

e Google DeepMind - Geminisupport
and tooling.

e Microsoft / GitHub - Copilot Studio,
Azure, Office integration, C# SDK.

e DeveloperPlatforms - Replit,
JetBrains, Sourcegraph, TheialDE.

e Enterprise / Services - Block, Stripe,
Cloudfilare, Baidu Maps.

e Thousandsof MCP serverslive.
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How MCP works

e Applications define an MCP manifest (structured JSON).

e The manifest describes available functions, input/output formats,
and security policies.

e |LMscandiscoverandrequest functionexecution safely.

Weather
MCP Server

Madrid (ES)

1.8°C

PP i

ry o 3.8 km/h wind
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MCP is provider-agnostic 4é

Works with any LLM provider

Ensures standardized function exposure
across platforms
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MCP solves integration spaghetti

—— Tnte 9 ration APT server



The architecture of MCP

Clients, servers, protocol and transports
Tools, resources and prompts

i
Server B

I Client| -
R o e — Gij I D b MCP pw{a(ol

afabase with nateral Database

YACP chient - Datobase
MOP clien i“"j"“f w«"eﬁ‘ MOP server

]
%
e | WP }?EEMEML. &
Server s LE}

AT Assistant MCP

Ch B v
Client | <527 oeshocol

§~ ig&ms §‘am

or
F‘é&s fi"am ith
- i tvral o)
AT Powered ﬁ?p MCP chient ‘:mg u;z odeat | MCF3erver
%' % @ @ | M Mep i | 1ACP
m = | Client Client | e | Server
* ‘@ AP MCP pestocol APT
MeP cient with natural ,&:? Q’,‘;%’
I‘"‘s"“f wu{en"
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MCP Clients: on the Al assistant or app side

L oA
MCP - [ WCP e L O
Client “‘M Server - A
I P prctocel = -
ij&iﬁ%ﬁﬁﬁ : | »};is’ai;ﬁgg ‘
MCP client ‘;;::v;f\:j*“} g%g:g: server ga’ia%ase
bach fzch s,
AI Agsis{aﬁf | MCP o | MCP gﬁ'j‘ i'zg' g %*%‘_E
Cf E,ﬂ.j: s g’?ﬁ’?!’ - - m
Fiet, MCP prfal Lo
& () s o Vigsgrle -
AI F{)\ﬁ'ﬁﬁg é?? MC WZ& ienl T;‘w;vn;:\;a-}‘feﬁ ﬁw%g”ﬁ;’ ée%ﬁ#e’m
RE
MCP I ST
Client | - Server it =
31?”; MCP pfa‘*ocoi il\s,;:;’:
MCP chient with natvral MCP server é?l Server
im%gvnjc content T

One MCP cllent per MCP Server
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MCP Protocol & Transports

MCP Protocol L e

MIP | i | WP

Follow the JSON-RPC 2.0 vt Client | +—| Sro

f“”‘} P ™™ gy
Liatabase Lafabase

specification MCP dieat HCP server
&\1 Aﬁfi“?{ﬂ.ﬁi M{p *Sp‘i:éia' MEp
Client | w1 Server

MCP TranSpOrtS Al F’wensg &Q?P ;e;% ;a;m
e STDIO (standard|/O)

. . LM MEp Streamable HTTPGY - | MCP

o Clientandserverinthe same Client Client | - Server |-
instance APT API

MCP client MOP server

e HTTP with SSE transport rtonee
(deprecated)

e Streamable HTTP

@ clever cleud SN0 G AMP @ Lost InBrittany | &

o \




Full MCP architecture

GUI
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Services: tools, resources & prompts

e Tools

o Standardized way to expose functions that can be invoked by clients
e Resources

o Standardized way to expose resourcesto clients

o Eachresourceisuniquelyidentified by a URI
e Prompts

o Standardized way to expose prompt templatesto clients
o Structured messages andinstructions forinteracting with LLMs
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MCPs are APIs

And they should be architectured in a similar way
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Developer Expectations Have Shifted d’ é

Winter 2024-2025

e “WhatisMCP?”
e "HowdolconnectmyDB?”

Summer 2025

13

e “Howdolbuild smarter MCP servers?”

13

e ‘“Howdolsecurethem?”’

13

e "Howdothey fitinto agent workflows?”
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MCP Servers: APIs for LLMs /{é

e % Ty M Q:, g} Weather AP

getWeather("Madrid (ES)") Madrid (ES)

Qb T >  18C
§ Qﬁ i
3 $"weather":"sunny", &
T3 | ol il "temperature":"1.8°C"}
§ ?’%R‘ g g; ?*"k’k , 3‘ f 4 3.8 km/h wind

?f‘ @ﬁ méw‘gw

Allthose APl technologies define protocols for
Communlcatlon between systems




Let's use an example: RAGmonsters

[J README &[5 License Va

<% RAGmonsters Dataset

Overview

The RAGmonsters dataset is a collection of 30 fictional monsters created specifically for demonstrating and
testing Retrieval-Augmented Generation (RAG) systems. Each monster is completely fictional and contains
detailed information that would not be found in an LLM's training data, making it perfect for showcasing how RAG
can enhance an LLM's knowledge with external information.

Purpose

This dataset serves several educational purposes:

1. Demonstrates RAG Value: Shows how RAG can provide accurate answers about topics not in the LLM's
training data

2. Tests Retrieval Quality: The varied attributes and relationships allow testing of different retrieval methods
3. Supports Advanced Features: Perfect for demonstrating filtering, re-ranking, and hybrid search techniques

4. Provides Engaging Content: Makes learning RAG concepts more fun and memorable



https://github.com/LostInBrittany/RAGmonsters

RAGmonsters PostgreSQL Database

Monsters
(monster_id PK)
,N
Augments
(augment_id PK, monster_id FK)

1,N

QuestWorldsStats
(stats_id PK, monster id FK)

1,N

Hindrances
(hindrance id PK, monster _id FK)

Keywords
(keyword_id PK, stats_id FK)

Abilities
(ability_id PK, stats_id FK, keyword_id FK)
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We want to allow LLM request it /ié

Two options:

e Aquickanddirty MCP server
based onPostgreSQLMCP
server

e Acustom-made MCP server
tailored for RAGmonsters

Which one to choose?

@ clever cloud 1) H @ Lost InBrittany | &



Generic PostgreSQL MCP server

é

Using PostgreSQL MCP Server
PostgreSQL MCP Chat

Ask questions about your PostgreSQL database in natural language
® AResourcethat give the table schema fortables:

Hello! I'm your PostgreSQL assistant. Ask me anything about your database,
/ SC h ema and I'll help you explore it.

® AToolthatallowstodo SQL queries: query

Here are the tables in the database: 1. pg_buffercache 2.

L L M C a n k n OW W h at t a b | e S d O We h ave a n d pg_stat_statements_info 3. spatial_ref_sys 4. geometry_columns 5.

combat_statistics 6. flaws 7. abilities 8. augments 9. hindrances 10. keywords
11. monsters 12. questworlds_stats 13. pg_stat_statements 14. raster_columns

whatis their structure, and it canrequest them e

Implementation:

https://github.com/CleverCloud/mcp-pg-example | o
PostgreSQL MCP Server:

https://github.com/modelcontextprotocol/servers/tree/main/src/postgres
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Custom-made RAGmonsters MCP server

Coding a MCP server forit. It offers targeted
tools: RAGmonsters Chat

e getMonsterByName: fetches detailed
information about a monster.

e listMonstersByType:Lists monstersofa
given type.

Flameburst
« Category: Elemental Beast

Explorer Chat
Hello! I'm your RAGmonsters assistant. | can help you explore the monster database. What would you like to know?

Is there any monster living in Volcanic Mountains habitat?

« Powers:
o Primary: Magma Manipulation - Can control and generate molten rock.

Easy, intuitive interactions for LLMs. i e el e IO
. O pt i m iz e d fo r S p e C i ﬁ C u S e C a S e S . If you need more information or details about other monsters, feel free to ask!
e Secure(noraw SQL). e

Implementation:
https://github.com/LostInBrittany/RAGmonsters-mcp-pg



https://github.com/LostInBrittany/RAGmonsters-mcp-pg

How to choose?

Aspect
Setup Speed

Efficiency

Security

Flexibility

User
Experience

Generic MCP Server
Fast, minimal configuration

Lower, LLM must explore
schema

Risk of SQL injection

Adaptsto any schema

Complex, LLM mustlearn

Domain-Specific MCP Server
Slower, requires planning

High, optimized for specific tasks

Secure, predefined tools

Needs updates with schema
changes

Simple, guidedinteractions
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But how to do it?

Some down-to-Earth, practical advices
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Design principles
What “good” looks like

Narrow, named capabilities
eachtool shouldreadlike aproductverb: getMonsterByName,
listMonstersByType, compareMonsters.

Stable typesin/out
explicit schemas (IDs, enums, unions) so the agent can planreliably.

Deterministic behavior
same inputs > same outputs; include idempotencyKey when making state
changes.

Least privilege
tools do one thing; internal queries/side-effects are not exposed.

Guardrails at the edge
validate inputs, clamp result sizes, redact Pll, enforce authZ inside the server.

@ Lost InBrittany k@



Capability modeling
Turn “tasks” into MCP tools/resources/prompts é
Tools (actions)

e Read:getMonsterByName(name) -> Monster

e List:1istMonstersByType(type, limit=25, cursor?) -> {items:[Monster],
nextCursort

e Search:searchMonsters(q, limit=10) -> [MonsterSummary]

Resources (documents/URIs the client can browse/fetch)
e ragmonsters://schema/Monster (JSONschema fortypes)
e ragmonsters://docs/query-tips(compactusagenotes)
e ragmonsters://images/imonsterId} (read-onlyasset stream)
Prompts (reusable instructions/templates)

e prompt://ragmonsters/answering-style (tone, do/don’t)

e prompt: //ragmonsters/d|samblguatlon (ask for mlssmg ﬁelds first)
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Input contracts
Make the LLM succeed on the first try

o
Refer enums & unions for fields the model tends to invent
type € 3BEAST, ELEMENTAL, UNDEAD,..}

Add optional “reason”/“intent” fields that your serverignores functionally butlogs
foreval

Hard limits atthe boundary: 1imit < 50, name.length

{

< 120

<

64, g.length

"type": "object",

"required": ["type"],

"properties" : {
"type": {"enum": ["BEAST","ELEMENTAL", "UNDEAD","CELESTIAL", "HUMANOID"]},
"limit": {"type":"integer", "minimum" :1, "maximum" :50},
"cursor": {"type":"string"}

@ clever cloud

eg
LT

K

® Lost In Emmgg



Output shape
Make it composable é

Always return a machine part and a human part:
o data:typedpayloadthe client/agent canchain.
e summary:l-2linesthe model can quote.
o next:cursorsorsuggestedfollow-ups.

{

"data": { "items": [ { "id":"glowfang", "type":"BEAST", "danger":3 } 1,
"nextCursor" :"abcl23" 1},

"summary" : "Found 1 beast: Glowfang (danger 3)." ,

"next": ["getMonsterByName ('glowfang')" ]
}

& clever cloud SROWGCAMP @ Lost InBrittany | &
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Security & governance /{
Baked into the server é
. AuthN:accept acallertoken; map touser/rolesinside your server.
« AuthZ: per-toolrole checks (viewer, editor, admin).

. Datascope:injectrow-levelfilters (tenant, project) before hitting
storage.

. Ratelimits: e.g., 60 rom peruser; lowerforheavy tools.
. Redaction: neverreturnsecrets; hashIDsinlogs.

. Explainability: include source/policy notesinresponses where relevant.

@ Lost InBrittany |
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From the beginning
Structuredlogs
1tool, userId, durationMs, ok, errorCodet}

Observability & evaluation f{é

. fraces
around datastore calls; record row counts

. Goldentasks
keep a small suite (10-20) of representative prompts; run nightly

. Safety tests:
prompt-injection set, over-broad queries, boundary limits
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Conclusion /]é

e (Generic MCP servers
Quick to set up, flexible, but less efficient and more error-prone.

e Domain-specific MCP servers
Saferand faster fortargeted tasks, but need more upfront design.

Choose wisely
Use generic for exploration, domain-specific for production.

A Dbit like forREST APls, isn'tit?
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The road ahead /]é
e MCPis quickly becomingthelingua franca of agents.

e We'restill early — best practices are being shapedright
now.

e Yourdesignchoicestoday will setthe tone forsecure,
scalable agent ecosystems tomorrow.
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