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Prepare, Protect, Persist®

* Prepare

 We help you and your partners to understand how to identify and resolve
Fotentla security issues at the earliest stages with hands on "hack yourself
irst', threat modelling and GDPR compliance workshops as well as
security training for non-technical colleagues.

 Protect

« Using automated and manual penetration testing techniques, we provide a
comprehensive security report for your Web and mobile applications,
including API testing, and networks. The report highlights potential issues

and their resolutions.
* Persist

« We ensure that your organisation benefits from continual improvements in
security levels through information assurance processes, auditing and
certification including ISO27001:2013 and Cyber Essentials.
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Shared Responsibility Model

CUSTOMER DATA

CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR
e AR S OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY T g b PROTECTION (ENCRYPTION,

AUTHENTICATION IFRE SYSTER AND/OF DATA) INTEGRITY, IDENTITY)

SOFTWARE

AWS DATABASE

RESPONSIBILITY FOR HARDWARE/AWS GLOBAL INFRASTRUCTURE

SECURITY ‘OF" THE CLOUD

AVAILABILITY ZONES EDGE LOCATIONS

Image from: https://aws.amazon.com/compliance/shared-responsibility-model/
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What do attackers want?

Tesla Hackers Hijacked Amazon Cloud Account to
Mine Cryptocurrency
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Working fast

° IAM iS COnfUSing Timeline of an AWS® Account Compromise
o o « o S Technodrone S
» Use principle of least privilege

Visualised from https://technodrone.blogspot.com/2019/03/the-
anatomy-of-aws-key-leak-to-public.html

 Never commit credentials

Keys committed to AWS
commit xxxa802

Author: SomePerson

Date: Mon Mar 4 10:31:04 2019 +0200

First malicious attempt Email Received from Amazon
s=====' Just over 1 minute later Subject: Action Required: Your
»  (T+2:02m) someone tried to AWS account XXXXXXXXXXXX 1S
use the key compromised

https://technodrone.blogspot.com/2019/03/the-anatomy-of- s ot
aws-key-leak-to-public.html
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IAM
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Let’s have a play

All exploits are being performed in a safe environment



Example 1 — EC2 escalation
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Bob’s permissions

Bob Permissions

User

BOB

Policy Action
ec2_policy | .
(CUSTOM) —> IAM List

—> IAM Get

N EC2 Read/Write
NO TERMINATE

Resource

Y

ANY
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The process

Escalation via EC2 Roles
and UserData

Assign Admin policy
to user Bob

v

Use attached EC2 Role
and create new policy

</ < Download UserData

>

Upload new UserData
with reverse shell

Access EC2 via reverse shell
>

EC2 Role is Admin
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Example 2 - Escalation to IAM
Administrator



Joe’s permissions

Joe Permissions

User Policy

Database
JOE ) Administrator

Action

DynamoDB
Read/Write

Lambda
Read/Write

SNS
Read/Write

IAM PassRole
Pass

Many More...

Y

Resource

~ @@

——

ANY
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The process

Escalation via Lambda and
DynamoDB

Create a Lambda Fn o

»

<— Access IAM—>

Link DataStream
Create DynamoDB to Lambda En

Assign AdminAccess
to Joe

—

Trigger Lambda Fn

Y

Trigger DataStreams ‘

Event to Lambda Fn .0

Joe is Administrator

Add a new table entry

>
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Consequences

X%
&

@ GitHub, Inc. [US] | https://github.com/rebuy-de/aws-nuke o 2 OB & @’B

Pull requests Issues Marketplace Explore

£l rebuy-de / aws-nuke ®Watchv 37 | KStar 528 @ YFork 77

<> Code Issues 30 Pull requests 8 Security Insights

Nuke a whole AWS account and delete all its resources.

aws golang cli
D 597 commits ¥ 6 branches © 25 releases 22 28 contributors sfs MIT

Branch: master v New pull request Create new file = Upload files = Find File Clone or download v
svenwltr Merge pull request #372 from Technofy/feature/vpn-conn-tags - Latest commit f83e18d 14 days ago
B .github Add prp-team to CODEOWNERS 3 months ago
B cmd return error when max wait threshold is reached a month ago
B config Register MSK service a month ago
i pkg improve error reporting 3 months ago
| resources Added tags list for vpn connections 14 days ago
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Fun and Profit
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Try for yourself

* Cloudgoat -
https://github.com/RhinoSec
urityLabs/cloudgoat




Protection Measures

 Ask questions
« Some great advice from UK

NCSC AWS Config
e Secure users Record and evaluate configurations of your AWS resources
» Reduce privileges
« Implement tools to help you e
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Bingo results

Bingo Caller's Card
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Questions?

Simon.Whittaker@verticalstructure.com
@szlwzl
https://vsltd.co/NIDevConfi9
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