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WHAT IS ?

K8s is an open source container orchestrator platform (it simplifies
the deployment, scaling, and management of applications packaged in containers)
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WITH 10 USERS ON KUBERNETES

“If your application is complicated,
use Kubernetes to make it simple.
If your application is simple, don’t

complicate it with Kubernetes.”

-SAID BY SOMEONE ON THE INTERNET
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LET'S USE AN ANALOGY







WHAT DOES KUBERNETES
HAVE TO DO WITH THIS




KUBERNETES ARCHITECTURE
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Network (inboud traffic):

- Ingress controller selection

- Gateway API

- Own custom implementation

Traffic control:
Network policies
Encryption
Advanced routing

Infrastructure:

- Provide underlying hardware
- VMs for cluster

- Storage (classes) for PVs
- Provide backup (cluster & workloads)

- Access to managed services

- High-scale of nodes req. network tuning
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pod logs
kubelet logs

control plane logs

metrics-server

time series database (Prom, etc)

—

tracing

[ iingress controller

| Service mesh

Gateway API

network policies

secret manager

backups

iane backups (if applicable)

caler (when applicable)




Management
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Summary

In the end there is no right or wrong,

it is more about the decision where to invest the time and money

ack yourself -> Invest in the skill and have it in-house
® Have someone done it for you -> Invest in service providers

m Maintain the st

In general we recommend to use the highest abstraction possible
Don’t solve problems which have already been solved!

Using and relying on a ready tested platform will let you focus more on higher
f.
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he stack yourself -> get enablement & consultancy

> your apps!

ed solution that suits your needs -> use it!







r/kubernetes - Posted by u/Seankala 4 days ago

Is it just me, or is Kubernetes supposed to be this frikkin hard and confusing to
learn?

Q r/devops - Posted by u/muchasxmaracas 13 days ago

Kubernetes and feeling defeated

75 upvotes 26 comments 0 awards

119 upvotes 121 comments 0 awards

100
COMPLICATED?

Cloud Native Weekly - All things Cloudy - 08-05-2023

8 days ago - 10 comments - 66 views

m r/devops - Posted by u/gogorichie 3 months ago
How do I learn to love Kubernetes

3 michaelcade Product Strategy - 68 comments 211 upvotes 168 comments 1 award

- lKUubernetesis great, it's complex

@+5

This has been something that has been said in many conversations over the past 3 years
and even longer. "Kubernetes is complex” | cannot really argue because yes, it is, but
then | feel like so is virtualisation, cloud, and mainframes unless you work with it every
day!

http://vee.am/4az5Dw

m r/devops - Posted by u/CS-0010 3 months ago

Was your first week learning Kubernetes as bad as mine?

133 upvotes 89 comments 0 awards




Almost done!

containers
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Kubernetes is a platform for building platforms. It's a better
place to start; not the endgame.
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® Q Search Kubernetes ® d

#Y Kubernetes Tutorial for Beginners [FULL COURSE in 4 Hours]

Kubernetes v @ # announcements ¥  Org wide announcements. If you have one to submit, reach out to #slack-admins. -'ﬁ 170,656 8 -
Watcll hare
@ Threads B coderanger 4:11PM September 16th, 2022
, i The Security Response Committee has posted a security advisory for kube-apiserver that could allow an aggregated API server to cause a client to forward the its API server credentials to third parties. This
CRHIONS & FEactio issue has been rated medium and assigned CVE-2022-3172. Please see https:/github.com/kubernetes/kubernetes/issues/112513 for more details.
et ) GitHub
¢ More CVE-2022-3172: Aggregated API server can cause clients to be redirected (SSRF) -

Issue #112513@ - kubernetes/kubernetes

CVSS Rating: CVSS:3.1/AV:N/AC:H/PR:H/UI:R/S:C/C:L/I:L/A:L (5.1, medium) A
security issue was discovered in kube-apiserver that allows an aggregated API server to
redirect client traffic to any URL.... (88 kB) «
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November 10th, 2022 ~
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# labecon m‘rﬁ' LWH'(::VE 2022 ° 1 i | i 0 »
A— 172 Agrecaao APl ggearn Kubernetes in 1 Hour! - Build/Disassemble & Rebuild all Components ...

& (o server can cause client... - ~\Watch later Share
# kubernetes-docs-es 04 comments % g . !
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#

litmus
. markyjackson €9 12:33 pM
@ The Security Response Committee has posted security advisories for the kube-apiserver.
e CVE-2022-3162: Users authorized to list or watch one type of namespaced custom resource cluster-wide can read custom resources of a
Please see kubernetes/kubernetes#113756 for more details.
o CVE-2022-3294: Users may have access to secure endpoints in the control plane network. This issue has been rated Medium. Please see kul>
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L@ kubernetes Documentation Kubernetes Blog Training Partners Community Case Studies Versions~ English
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Kubernetes Documentation / Home # Edit this page
Q search = Pag SUBSCRIBE (4 WALL OF FAME
[@ Create child page
« Home Kubernetes is an open source container orchestration engine for automating deployment, scaling, and management of containerized applications. The open source project is © Create an issue

hosted by the Cloud Native Computing Foundation (CNCF). B Print ent .
rint entire section
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Available Documentation
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» Getting started

5 (e Understand Try Kubernetes Set up a K8s cluster

» Tasks Ku be rn etes Follow tutorials to learn how to deploy applications Get Kubernetes running based on your resources
in Kubernetes. and needs.
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THANK YOU
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