Survival of the most open:
Microsoft's Open Source journey

Sasha Rosenbaum [

@DivineOps |




~7 years in dev...
~3 years in ops...

~5 years in cloud architecture /
product management

Microsoft => GitHub
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”As the majority of hobbyists must be aware,

most of you steal your software.”

Bill Gates, "An Open Letter to Hobbyists”
February 3, 1976



ere Is this thing
called the GPL,
which ,,

we disagree with
- Bill Gates



“Linux I1s a Cancer.”

- Steve Ballmer
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taken in the recent past, our

L
A : .
Judge us by the actions we have
L actions today and in the future”

—Satya Nadella, CEO
Microsoft




Microsoft 4 Open Source

2014

Satya "Microsoft
loves Linux”

Microsoft org on GitHub
created

.NET Foundation created

2015

Visual Studio Code
released

HDInsight (Hadoop/
Ubuntu) announced

Microsoft jointly forms

2016
.NET Core 1.0

PowerShell Core

Windows Subsystem for
Linux in Windows 10

Microsoft joins
Linux Foundation

GitHub recognizes

2017

Microsoft
Azure Kubernetes
Service launched

Draft, Brigade, Kashti
projects submitted to
Kubernetes community

Microsoft joins Cloud
Native Computing &
Cloud Foundry
Foundations

SQL 2017 on Linux

2018

Visual Studio Code
ranked #1 developer
tool

FHIR Server for Azure
Released

Azure Sphere with
Linux kernel

GitHub acquisition
~5,000 Microsoft
employees committing

to open source projects
on GitHub

Azure trending to

2019

~25k Microsoft
employees committing
to open source projects
on GitHub

>8.8k open source
projects in Microsoft
organizations

Edge moved to
Chromium

Windows Terminal

GitHub Sponsors
(with matching)

P

2014

X : Microsoft as a top open Windows source code 50% Linux
Node,js foundation source contributor moved to Git
2015 2016 2017 2018

2019




Microsoft’s Open Source Journey

/ Steps to becoming an Open Source Enterprise
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|:| Step One: Consume Responsibly
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Do you use open source?

) GitHub @DivineOps



Open source software in the Enterprise

New Code

3

of organizations make

99% extensive use of open

source

Inner Source

’

of new application
90% development leverages

open source software.
Open Source

New Application Code

Source: Forrester Wave Software Composition Analysis 2017



The Open Source
Challenge

Using open source allows you to focus
on your app but introduces new
challenges, including security and
compliance risks.

Check your repos... Crypto-coin-
stealing code sneaks into fairly
popular NPM lib (2m downloads per
week)

Node.js package tried to plunder Bitcoin wallets

By Thomas Claburn in San Francisco 26 Nov 2018 at 20:58  49(J) SHARE V¥

Dear readers, please change your
Ars account passwords ASAP

Recovery from the critical Heartbleed crypto bug enters the
password reset phase.

DAN GOODIN - 4/8/2014, 5:49 PM

Security
Open-source software supply chain
vulns have doubled in 12 months

Hackers 'mainlining’ vulns into projects — report

By John Leyden 25 Sep 2018 at 15:59 19() SHAREY




GitHub Advanced Security

Securing the software supply chain

<>

Securing the usage of open source
Vulnerability Dependency Insights and automated
security fixes with Dependabot

Pattern based security analysis

Always on security analysis with GitHub advanced
security scanning both open source repositories
and enterprise code

Global community for security
Integrated into the National Vulnerability
Database, MITRE, and WhiteSource for
up-to-date security information

Code Issues 2

Alerts
Advisories

Policy

You are in the [ Beta | of automated
security fixes. Opt out or
give us feedback.

Learn more about automated
security fixes.

Pull requests 7 Actions @ Securit

Security Alerts

A 70pen v 1Closed

A eslint-utils
by GitHub package-lock.json

A lodash
by GitHub package-lock.json

A lodash.template
by GitHub package-lock.json

A lodash.mergewith
by GitHub package-lock.json

A lodash.defaultsdeep
by GitHub package-lock.json

A js-yaml
by GitHub package-lock.json

A fstream
by GitHub package-lock.json



Don’t be a jerk

Open source maintainers don’t owe
you anything

) GitHub @DivineOps



GitHub Sponsors

Directly help fund the
success of the projects in

your supply chain

NS
v




I:I Step One: Consume Responsibly
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D Step Two: Understand the Business Need to
Contribute
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TFVC — Team Foundation Version Control

Centralized version control

Server

| Reposutory |
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Image Source: Michael Ernst,

) GitHub

Software developers
have used centralized

version control systems
since 1970s

@DivineOps


https://homes.cs.washington.edu/~mernst/advice/version-control.html

In the year 2012...

Team Foundation Server leads the Gartner “Magic Quadrant” report for ALM

*  Microsoft

Ability to execute
o

Completeness of vision



Distributed version control systems (DVCS)

) GitHub

Distributed version control

P EEE———
/ \

Repository J

Image Source: Michael Ernst,

In 2011-2012,
distributed version

control started gaining
traction, with Git and

Mercurial at the lead.

@DivineOps


https://homes.cs.washington.edu/~mernst/advice/version-control.html

Microsoft Options (2012):

* |gnore Git & Mercurial
* (Create our own DVCS

e Back Mercurial

e Back Git

) GitHub @DivineOps



DILEMIMA

WHEN NEW TECHNOLOGIES CAUSE 8%
GREAT FIRMS TO FAIL // Z

CLAYTON M.
CHRISTENSEN

) GitHub

F ﬁ - “The most influential business thinker on Earth.”
—The New Yorker

“This 1s one of the
iInnovator’s dilemmas: Blindly
following the maxim that
good managers should keep
close to their customers can
sometimes be a fatal
mistake.”

- Clayton Christensen

@DivineOps



GIt at
Microsoft
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NET Open Source

COMMUNITY ACCEPTED PULL REQUESTS
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20,000+ Community Contributions from 3700+ Companies outside Microsoft



Don’t Fork

A fork is just an integration credit card

) GitHub @DivineOps



Business reasons to Open Source software

Being agile in the Access a broad Work with
open user base existing OSS

markets
NET

TypeScript

VS Code SDK's

Git
Docs y
Windows X

Console Kubernetes




I Visual Studio Code

Code editing.
Redefined.

Free. Built on open source.
Runs everywhere.

Over 19k Contributors

I File

% ©® o O

5

i3

¥ master

Edit

Selection View Go Debug Terminal

EXTENSIONS: MARKETPLACE =

@sort:installs

C/C++

L
~
c/c:+]
&)

Python 2019.6.24221
Linting, Debugging (multi-threaded, ...
Microsoft Install

549M * 45

GitLens — Git sup... 985 ©23.1M * 5
Supercharge the Git capabilities buil...

Eric Amodio Install
C/C++ 0240 23M *35
C/C++ IntelliSense, debugging, and ...
Microsoft Install
ESLint 190 219M * 45
Integrates ESLint JavaScript into VS ...
Dirk Baeumer Install

Debugger for Ch... 4116 ©206M * 4
Debug your JavaScript code in the C...
Microsoft Install

Language Supp... 0470 ©187M * 45
Java Linting, Intellisense, formatting, ...
Red Hat Install

vscode-icons 880 172M * 5

Icons for Visual Studio Code

VSCode Icons Team Install
Vetur 021.1 PD17IM * 45

v Vue tooling for VS Code
Pine Wu Install
am C# 1210 156M * 4
C# for Visual Studio Code (powered ...
= Microsoft Install

S QoAo

Help serviceWorker.js - create-react-app - Visual Studio Code - Insider.

JS Appjs JS index.s Js serviceWorker.js X

src > IS serviceWorkerjs > Qregister > @window.addEventListener(load’) calll

39 checkvalidServiceWorker(swUrl, config);

40
41 /1

42 // service worker

dd some additional lo

WA documentation.

43 navigator‘.ker‘vicewor‘ker.r‘eady.then(() => {

44 console. & product
A5 ‘This & productSub

gging to localhost,

I

46 ‘wor ) removeSiteSpecificTrackingExcept
47 DE & removeWebWideTrackingException
48 1) ) requestMediaKeySystemAccess

49 } else { 0 sendBeacon

50 // Is not & serviceWorker (property) Naviga

51 registerVa & storage

52 } @ storeSiteSpecificTrackingExcepti
53 1 ) storeWebWideTrackingException

54 } & userAgent

55 } & vendor

function registerValidSW(swUrl, config) {
navigator.serviceWorker

59 .register(swUrl)

60 .then(registration => {

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL 1: node

You can now view create-react-app in the browser.

Local: http://localhost:3000/
On Your Network: http://10.211.55.3:3000/

Note that the development build is not optimized.

Ln 43, Col 19  Spaces: 2



Dubious OSS “Business Goals”

Rarely good / sustainable reasons to open source a project or
sacrifice IP - on their own

Public Relations
Recruitment

Maintenance

) GitHub @DivineOps



Martin, to open source a
program just click on it

To see the programs in this

i room hold down the F1 key
O Other Options




The Contribution Funnel

U e Use / Download / Ship
Se e Fork / Follow / Favorite

e Log bugs (with repo steps)
Co ntribUte Time e Fix / add documentation

e Translations

CO Nt ri bUte e Contribute bug fixes and tests
e Introduce new features
Code

e Influence the direction of the project
e Review code and welcome new contributors



Talk 1s cheap

Open source communities value
code over everything else

) GitHub @DivineOps



Step Two: Understand the Business Need to
Contribute

) GitHub @DivineOps



|:| Step Three: Convince your Stakeholders

) GitHub @DivineOps



Convince your Stakeholders

Co-workers

) GitHub @DivineOps






Convince your Stakeholders

Co-workers
Management

Lawyers

) GitHub @DivineOps






Convince your Stakeholders

Co-workers
Management
Lawyers

Senior Leadership

) GitHub @DivineOps






Convince your Stakeholders

Co-workers
Management
Lawyers

Senior Leadership

Customers

) GitHub @DivineOps



|:| Step Three: Convince your Stakeholders
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|:| Step Four: Keep it Legal
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Keep it Legal

Understand the different types of Open Source licenses

Different licenses have different responsibilities
lgnorance is no excuse for non-compliance

Educate your legal team... and let them educate you

Automate your compliance scanning

Don’t be afraid of Open Source

Open Source contributors want you to use their software!

) GitHub @DivineOps



|:| Step Four: Keep it Legal
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I:I Step Five: Be the Community
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Microsoft Edge adopting Chromium




SHALL MWE PLAY A GAME?

Open Source Is not a
Zero-Sum Game



NET — One small step for a software company

Source Open + Adopt Community Workflow
Limited Contributions (“true open source”)
D
Open Design Improve
Notes Documentation
g
Source Open \ f
\

v/, Shared Ownership



) — Robert Jeppesen [ Richard Dalton
g " - . ) .
L,’. 8 Proof of geekery. Thanks . o Yl Quite chuffed with this.Very nice touch. Thanks.
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PEOPLE
. POWERED

“People are initially
attracted to communities
for the tangible value,
but the intangible value
keeps them coming back
for more”

- Jono Bacon

HOW COMMUNITIES CAN SUPERCHARGE
YOUR BUSINESS, BRAND, AND TEAMS

) GitHub @DivineOps



|:| Step Five: Be the Community
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|:| Step Six: Have Success

) GitHub @DivineOps



InfoWorld St | Regte

FROM IDG

1. 4 The largest Git repo (microsoft.com)

243 points by ethomson 1 hour ago | hide | 133 comments

, | | Microsoft brings scalable Git to Visual
. # Google and IBM announce Istio - easily secure and mane L.
208 points by ajessup 3 hours ago | hide | 46 comments Studlo In Improved GVFS

3. 4 (Grenade: Nean |l aarnina in Haclall raithih ~am)

: t also now supports GVFS,
4. 49

; __ BUSINESS
o ' MANY HANDS MAKE LIGHT BROTH — = (RCIDER TECH
5.« Buillding Windows: 4 milhoncommr =

) e . Microsoft is reinventing how it makes the
7.41 million work 1items 'massive machinery' that is Windows
8. 4 ¢ Microsoft talks about some of the work it’s done to move Windows development 3 e =Y

The A Register’

9 Biting the hand that feeds IT v f 3 @ ‘

a, DATA CENTRE SOFTWARE SECURITY TRANSFORMATION DEVOPS BUSINESS PERSONAL TECH SCIENCE EMERGENT TECH BOOTNOTES Q
10 Software @ ss
- - - - - et vaar
Windows is nhow built on Git, but Microsoft has Mo: -
found some bottlenecks TL News Video Events Crunchbase Search
300 GB repo handles 8,421 pulls and 1,760 official builds a day, g - - -
more once GVES fix is in Microsoft now uses Git and GVFS to develop Windows
Frederic Lardinois (@fredericl
25 May 2017 at 04:00, Richard Chirgwin @ O 0 @ e e

LEODEE 000




Frank X. Shaw (. fxshaw - 9h
= Love it when hacker news and techmeme agree on the number one topic for the
day. :) news.microsoft.com/2014/11/12/mic...

1. Microsoft open-sources .NET core runtime (microsoft.com)
511 points by ethomson 1 hour ago | flag | 155 comments

2. A Philae has landed (bbc.com)
282 points by talltofu 1 hour ago | flag | 72 comments

3. Announcing .NET 2015 - .NET as Open Source, .NET on Mac and LinuX (hanselman.com)
253 points by asyncwords 1 hour ago | flag | 38 comments

4. Microsoft Launches Free Version of Visual Studio for Small Teams (techcrunch.com)
153 points by kralilk 1 hour ago | flag | 14 comments

5. Visual Studio 2013 Community Edition now available (visualstudio.com)
115 points by numo16 1 hour ago | flag | 4 comments

6. Microsoft Open Sources .NET, Saying It Will Run on Linux and Mac (wired.com)
121 points by bpierre 1 hour ago | flag | 13 comments

7. Microsoft Open Sources .NET and Mono (tirania.org)
75 points by aespinoza 57 minutes ago | flag | 6 comments

8. A Landing on a Comet, 317M Miles from Home (nytimes.com)
64 points by dnetesn 56 minutes ago | flag | 8 comments
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él\\ StaCk Overﬂ_ow Version Control in use

GIT 87.2
SUBVERSION 16.1
TFVC 10.9

ZIP FILES

FILE SHARES

NONE

MERCURIAL ._ 3.6 https://insights.stackoverflow.com/survey/2018



Top 30
Highest
Velocity
OSS

Projects

CLOUD NATIVE

COMPUTING FOUNDATION

Logarithmic PRs + issues
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100000
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https://www.cncfio/blog/2017/06/05/30-highest-velocity-open-source-projects/  Logarithmic commits

Linux kerel (kernel.org) 3814 authors
Homebrew (brew.sh) 2157 authors

DefinitelyTyped (definitelytyped.org) 1854
authors

Kubernetes (kubemetes.io) 1728 authors

Chromium (google.com/chrome) 1637
authors

React (facebook.com) 1589 authors
Docker (mobyproject.org) 1203 authors

Cloud Foundry (cloudfoundry.org) 1047
authors

VS Caode (code.visualstudio.com) 1028
authors

NET (microsoft. com/net) 1000 authors
Vue js (vuejs.org) 917 authors

NixOS (nixos.org) 906 authors

Ansible (ansible.com) 860 authors
Angular (angular.io) 837 authors
TensorFlow (tensorflow.org) 777 authors

Home Assistant (home-assistant.io) 728
authors

Elasticsearch (elastic.co/products/elastics...
The Odin Project (theodinproject.com) 706...
OpenStack Nova (openstack.org) 588 auth,..
Auth0 (auth0.com) 576 authors

GitLab (gitlab.com) 575 authors

Office Developer (dev.office.com) 571 auth...
lonic (ionicframework.com) 542 authors
OpenStack Neutron (openstack.org) 539 au...
Node.js (nodejs.org) 507 authors

Apache Mesos (mesos.apache.org) 500 au...
Ruby on Rails (rubyonrails.org) 492 authors
OpenStack Cinder (openstack.org) 490 aut...
Terraform (terraform.ic) 467 authors

Chef (chef.io/chef) 465 authors


https://www.cncf.io/blog/2017/06/05/30-highest-velocity-open-source-projects/

The Great Unexpected
. David Fowler X m

This is why | *love™ OSS
github.com/aspnet/Kestrel ... | have no idea
what a Debruijn table is. #aspneltcore

Consider optimzing the use of Vector in MemoryPoollterato...
A slew of CoreCLR issues have been opened up in regard to

method Seek(). Testing against Vector.Zero is currently slow
because of the low quality code generation. Slightly better code i...

github.com

% 66 R el ey -1: [~ 3 -
1:49 PM - 28 Sep 2016

23 36 ¥ 66



I:I Step Six: Have Success
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I:I Step Seven: Inner Source
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GOOGLE

Before
Inner Source

MICROSOFT
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The trouble with incentives
s that they work

-Leonard Sherman

) GitHub @DivineOps



Inner source at Microsoft

High-performing teams thrive when the culture
enables inner sourcing - the sharing of knowledge,
skills and code inside the organization.

« Changed incentives to encourage sharing
* Made sharing with the org the default

« Support cross-org fork and pull request
workflows

Your key individual
accomplishments that
contribute to team,
business or customer

resuits

Your contributions
to the success of
others

Measuring Impact at Microsoft



Inner source & open source in other companies

Nationwide’

90% reduction in merge times

Rewrote Nationwide Financial 6-
months ahead of schedule and
40% below budget

—

) scania

—

GitHub enabled transparency

<||||

Walmart

Faster, cheaper & better

We want you to consume OS
because it's better, but we want you
to contribute to the community

' PayPal

4x increase in performance

Jet Propulsion Laboratory
California Institute of Technology
Greater collaboration

Code reuse was greater than 90%.
Collaboration increased 20-fold.

SONY

30% increase in productivity

Giving employees greater tools to affect positive culture change

IBM teams using GitHub Enterprise to provide internal documentation - for
engineering design, operations and support activities - have experienced 80%

fewer escalation calls from first-line.



@
O Pull requests Issues Gist A +-~ Q -

& Overview Repositories \ Public activity Unfollow Block or report v (9

Popular repositories

¥ cci 0w
Common Compiler Infrastructure
cli

¥ 0%

[ From: I
“l Sent: Wednesday, July 25, 2015 5:47 AM
To: dotnet-bot <dotnet-bot@microsoft.com>

d Otnet bOt Subject: Senior .Net development - Global gas and chemical supplier -- based
dotnet-bot HiThere,
22 Microsoft

I have been looking at your profile and your skills/experience with .Net development has really grabbed my attention.
() Cyberspace
I am currently working closely with a global gas and chemicals supplier based in the- area. This company has over 150,000 customers worldwide and
operates in over 50 countries. My client is rapidly growing in both size and revenue, generating over $10 billion in revenue last year. They are looking for
& http://blogs.msdn.con someone with your expertise and experience to join their already very successful team.

(® Joined on Oct 3, 2014

dotnet-bot@microsof

I understand you may not be currently looking for a new opportunity, but I'm keen to understand what you are looking for with your career progression,
and give you a greater insight in to the role.

89 2

Followers Starred
With this in mind when would be a good time for me to give you a quick call?

Best regards,
I



Open Source in Your Company

Step One: Consume Responsibly

Step Two: Understand the Business Need to Contribute

Step Three: Convince the Stakeholders

Step Four: Keep it Legal

Step Five: Be the Community

Step Six; Have Success!

1 E1 E1E1ETEDE

Step Seven: Inner Source

) GitHub @DivineOps
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Thank You!

@DivineOps

https://speaking.sasharosenbaum.com/
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https://speaking.sasharosenbaum.com/

