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Elasticsearch on Kubernetes: A new chapter begins

By Anurag Gupta

« Elastic Cloud on Kubernetes

° K u b e r n ete S O p e ra to r We are excited to announce Elastic Cloud on Kubernetes (ECK), a new orchestration product based on the ﬁ:i?’?‘t'bd) I:’??I’

Kubernetes Operator pattern that lets users provision, manage, and operate Elasticsearch clusters on

Kubernetes. . “ . . . 6_
pattern : b

=
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Over the past few years, Kubernetes has emerged as the de facto standard for orchestrating containers and

. . applications running in them. The trend is no different in the Elasticsearch community. Elastic Cloud on ® .
[] Dyn a m I Ca I Iy S Ca I I n g | O ca | Kube.rnetes delivers on our promise t_o be where our users are, and provifie them with the best possible NYrF—OOsREL R
. solutions to deploy and operate Elastic products on their platform of choice. Elastic Stack # L TDocker®
Storage W/ Elastlc Local : » » ) ) ) . Kubernetes® Q%% Y Z)L 5 A Ls
rom releasing official Docker images for Elasticsearch and Kibana to modifying Beats to collect logs and UV - HHFE BIEE SBAL
metrics from the ephemeral pods and daemonsets, our journey with Kubernetes goes way, way back. Last £,
VO | u m e December, we doubled down on our commitment by joining the CNCF and launching Helm Charts. ECK is a
natural next step — albeit a big one — in our commitment to make it easier for our users to deploy and UEAE#S

operate our products and solutions in Kubernetes environments.

An Elasticsearch Operator, but so much more =

Built using the Kubernetes Operator pattern, ECK installs into your Kubernetes cluster and goes beyond just
simplifying the task of deploying Elasticsearch and Kibana on Kubernetes. It focuses on streamlining all those o —
critical operations, such as: ;

e Managing and monitoring multiple clusters Elasticsearch SQLFEEFA

e Upgrading to new stack versions with ease FENMBNSQUIBX EFIB LT

o Scaling cluster capacity up and down Elasticsearchz #F 9 2 k% &
BIEEW,

e Changing cluster configuration

e Dynamically scaling local storage (includes Elastic Local Volume, a local storage driver) -
ETAZHB

e Scheduling backups
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Security for Elasticsearch is now free

By Steve Kearns

Share
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We are thrilled to announce that the core security features of the Elastic Stack are now free. This means that
users can now encrypt network traffic, create and manage users, define roles that protect index and cluster
level access, and fully secure Kibana with Spaces. This is an exciting next step for our community. We opened
the code of these features (and many more) last year and by making them free today, everyone can now run a
fully secure cluster, hassle free.

Security is free, starting in versions 6.8.0 and 7.1.0

For a change this important, we wanted to make sure that it was available to as many people as possible, so
today we are releasing versions 6.8.0 and 7.1.0 of the Elastic Stack. These versions do not contain new
features; they simply make the following core security features free in the default distribution of the Elastic
Stack:

e TLS for encrypted communications
o File and native realm for creating and managing users

e Role-based access control for controlling user access to cluster APIs and indexes; also allows multi-
tenancy for Kibana with security for Kibana Spaces

Previously, these core security features required a paid Gold subscription. Now they are free as a part of the
Basic tier. Note that our advanced security features — from single sign-on and Active Directory/LDAP
authentication to field- and document-level security — remain paid features. See the full feature matrix for
details.

As always, these releases are available immediately on Elasticsearch Service on Elastic Cloud, the official
hosted Elasticsearch.

Releases Culture Archive

¢« Elastic Clot
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Elasticsearch Service
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Cluster State

Metadata about a cluster

» Cluster settings

* Index metadata
- settings
- mappings
- where are my shards?

- which shards are in sync?

e Lots more besides...

GET

_cluster/state
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Cluster Coordination

* Making sure all nodes have the latest cluster state

* Making sure cluster state updates are not lost

* (Making sure all nodes are healthy)
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How does it work?

* Where are the master-
eligible nodes?

+ Is there already a master?

Master

Election

+ Agree on a node to take
charge

* Form a cluster

Cluster
State
Publication

+ Agree on updates to cluster
state

+ Broadcast updates to all
nodes
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Voting configurations

GET / cluster/state?filter path=nodes.*.name,metadata.cluster coordination.last committed config

=>

{

"nodes": {

"ATAJrEZ6R7J62Sh7-UxhP5w": {"name": "node-0"},
"vEfMBDxJ-ROSAXyAu9wN-4Q": {"name": "node-1"},
"kEyYc71RTcgDjiWJdkgG7gA": {"name": "node-2"},
"wOGviS2DTNajk85- dJjenQ": {"name": "node-3"}
b
"metadata": {
"cluster coordination": {
"last committed config": [

"ATdJrEZ6R]j62Sh7-UxhP5w",

"kEyYc71RTcgDjiWJkgG7gA",

"wOGviS2DTNajk85- dJonQ"
]
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How do we use it?

Discovery

“Where are all the master-eligible nodes?”
« Settings

- discovery.seed nodes (formerly discovery.zen.pingunicasthosts)

- Hostnames or IP addresses (maybe with transport ports)

- discovery.seed providers (formerly e

- file, ec?2, gce, ...

- some providers have extra settings too



27

How do we use it?
Cluster bootstrapping

“Which nodes count in the very first election?”

« Settings

- cluster.initial master nodes

node names or transport addresses (IP addresses only)

ok to set this on multiple nodes, as long as they're all consistent

ignored once node has joined a cluster, even if restarted

unnecessary when joining a new node to an existing cluster
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How do we use it?
Other settings

“What else can we adjust?”

 Lots of other settings

- see reference manual

« Defaults are good

« Changing them is not recommended
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How do we use it?

Dynamic clusters

“How do we add or remove a node?”

« Master-ineligible nodes
- no different from earlier versions
- Adding master-eligible nodes
- just do it, no settings to adjust
« Removing master-eligible nodes

- just do it, as long as you remove less than half of them at once
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Troubleshooting
Logging when things go wrong

e ClusterFormationFailureHelper

— WARN comprehensive periodic status update while cluster not formed

[2019-04-04T10:02:10,276] [WARN ] [o.e.c.c.ClusterFormationFailureHelper] [node-
5] master not discovered or elected yet, an election requires at least 2 nodes
with ids from [QsZt-170SBeRpHJIbWb-W6Q, 9becUMgvTF-DbSDzZ2uf Og,
EpyPd38tQhKES91p 23WgA], have discovered [{node-0}{S68ml-4eREaGpmkVrnjorw}
{127.0.0.1:9300}] which is not a quorum; discovery will continue using
[127.0.0.1:9300, 127.0.0.1:9301, 127.0.0.1:9302, 127.0.0.1:9303,
127.0.0.1:9304] from hosts providers and [{node-4}{9%ecUMgvTF-DbSDzZ2uf Og}
{127.0.0.1:9304}, {node-5}{EpyPd38tQhKES91p 23WgA}{127.0.0.1:9305}] from last-
known cluster state; node term 42, last-accepted version 165 in term 42

%%ehﬂk
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Troubleshooting
Logging when things go wrong

e ClusterFormationFailureHelper

— WARN comprehensive periodic status update while cluster not formed
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known cluster state; node term 42, last-accepted version 165 in term 42

%%ehﬂk
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e  Saturation
e Logarithm

e  Sigmoid
Painless Tk 6 AT BE

H5 2 ARMEHDELHOK

"script" : {
"source" : "decayGeoExp(params.origin,

params.scale, params.offset, params.decay,
doc[ 'location'].value)",
"params": {
"origin": "40, -70.12",
"scale": "200km",
"offset": "Okm",
"decay" : 0.2
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° rank_feature

e rank_features
(rank_feature D \7 ~JL)

BEZ XY X7 ICBINTREE
EBINEID EHR{LH FIge:

e  Saturation
e Logarithm
e Sigmoid
top-k7 T OEELICHFIBETE 25%:5tD

e, MEEBRLE

PUT my index
{
"mappings": {
"properties": {
"pagerank”: {
"type": "rank feature"
}o
"url length": {
"type": "rank feature”,

"positive score impact": false
}
}
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High level Java REST clienth £ #4E [ X3 It

Transport clienth'7.0 CIEHELE, 8.0 CTHRIEFE
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Home Add data

Add Data to Kibana

All Logging Metrics Security analytics Sample data
INSTALLED o INSTALLED
( Q e — i A [ 22
- c ] $75.23 ) I AEY Y Al o
139 N - Ny $596
' (. | E— |
$77,638.33 { o = A Al
gy "V \ it
Sample eCommerce orders Sample flight data

Sample data, visualizations, and
dashboards for tracking eCommerce

orders.

Remove

Sample data, visualizations, and
dashboards for monitoring flight routes.

Q@EIaSEIC
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[eCommerce] AverageSalosPerRegion ~[eCommerce] Top Selling Products

HLWSO—NIL - FES—Y 3y e
EITHY—UE—FN

LARY YT Y amR—K

FALEY h—DOH=E $77190.03

[eCommerce] Sales by Category

KibanaZ TV —SEBENT 7 AL KIC
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[Flights] Global Flight Dashb:

® localhost:5601/app/kibana#/dashboard/7adfa750-4c81-11e8-b3d7-01146121073d?_g= filters:!(('$state": (store:globalState) meta:(alia... ¢

. Dashboard ~ [Flights] Global Flight Dashboard
Full screen  Share Clone Edit

Filters n Search

KQL  ©® v Today

© |Game(—%+baea+wmesx DestCityName: Tokyo X+ Add filter

[Flights] Controls

Origin City Destination City

Average Ticket Price

() ()

[Flights] Airline Carrier

Airways (11.11%)

’ & JetBeats (44.44

[Flights] Flight Count and Average Ticket Price

800

=Y
=
=

Ticket Price

=]
=3

Show dates

[Flights] Markdown Instructions

Sample Flight data

This dashboard contains sample data for you to play
with. You can view it, search it, and interact with the
visualizations. For more information about Kibana,
check our docs.

299 [Flights] Total Flights

9

Total Flights

t Count
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D Dashboard = [Logs] Web Traffic
Full screen Share Clone Edit

Filters  m|

KQL O v la

machine.os.keyword
machine.os
machine.ram
memory
message.keyword
message

@timestamp
phpmemory

timestamp

8 888888 8 8 8

utc_time

[Logs] Response Codes Over Time + Annotations

1C

80%

Filter results that contain
Filter results that contain
Filter results that contain
Filter results that contain
Filter results that contain
Filter results that contain
Filter results that contain
Filter results that contain
Filter results that contain

Filter results that contain

machine.os.keyword
machine.os
machine.ram
memory

message. keyword
message
@timestamp
phpmemory
timestamp

utc_time

[Logs]

15,

o

Avg. Bytes
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71U VL\FilebeatEY 2 —JL

e Zeek (fka Bro) (Basic)
e |Ptables (Basic)
e Santa (OSS)

%7 U UL MetricbeatEY 2 —JL

AWS EC2 (Basic)
Microsoft SQL (Basic)
NATS (OSS)
CouchDB (OSS)

Message Types Timeline [Filebeat NATS] Message Type Distribution [Filebeat NATS]
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t event.dal

Apr1, 2019 @ 12:08:44.244 - Apr 1, 2019 @ 12:38:44,2«

taset

? eventmodule
= G O I a n g @ Kkubernetes.evenLinvolved_object kind

kubernetes.eventinvolved_object.na,

- G rap hite I I O—— @timestamp por 30 seconds

Count

Lo}

. . eventmodule  eventdataset service.address metricsetname  kubernetes.pod.name
_ v Time
t
> Apr 1, 2019 @ 12:38:26.943 kubernetes kubernetes.ev kube-state-metric event
P th } t service.address ent 5:8080
- rometneus | O Avalable ields °
> Apr 1, 2019 @ 12:37:57.639 kubernetes  kubernetes.ev kube-state-metric  event -
cn O @tmestamp ent 5:8080
~ |8 d Apr 1, 2019 @ 12:37:56.852 kubernetes kubernetes.ev  kube-state-metric  event
[ ent 5:8080
. t _index
A\
- P — : — Apr 1, 2019 @ 12:37:56.B29 kubernetes kubernetes.ev kube-state-metric event
e a (& d D [ &9 1 el ent 5:8080
t _type
> apr 1, 2819 @ kubernetes Kubernetes.ev  kube-state-metric  event -
. t agent.ephemeral_id ent s:8080
- Systel n module (Audltbeat) - > dpr 1, 29 bemetes  Kubarnetes.ev  bube-state-satric R :
ent 5:8080
t agent.d
> Apr 1, 2019 € 12:37:37.318 kubernetes kubernetes.ev kube-state-metric event
t agenttype ent 5:8080
41 8gent.versian Apr 1, 2019 € 12:37:37.242 kubernetes  kubernetes.ev kube-state-metric event
ent 5:8080
t cloud.availabllity_zone
3 Ty ) Apr 1, 2019 @ 12:37:37.235 kubernetes  kubernetes.ev u:;azwwku-_c event
ent s

cloud.instance name

Apr 1, 2019 @ 12:37:37.145  kubernetes kubernetes.ev kube-state-metric event
cloud.machine. type ent 5:8080

cloud.project.id Apr 1, 2819 @ 12:37:37.866 kubernetes kubernetes.ev  Kkube-state-metric  event
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Source fields

Source fields describe details about the source of a packet/event.

Source fields are usually populated in conjunction with destination fields.

Field

source.address

source.ip

source.port
source.mac
source.domain
source.bytes

source.packets

Description

Some event source addresses are defined ambiguously. The
event will sometimes list an IP, a domain or a unix socket. You
should always store the raw address in the .address field.
Then it should be duplicated to .ip or .domain , depending
on which one it is.

IP address of the source.
Can be one or multiple IPv4 or IPv6 addresses.

Port of the source.

MAC address of the source.

Source domain.

Bytes sent from the source to the destination.

Packets sent from the source to the destination.
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Source fields

Source fields describe details about the source of a packet/event.

Source fields are usually populated in conjunction with destination fields.

Field

source.address

source.ip

source.port
source.mac
source.domain
source.bytes

source.packets

Description

Some event source addresses are defined ambiguously. The
event will sometimes list an IP, a domain or a unix socket. You
should always store the raw address in the .address field.
Then it should be duplicated to .ip or .domain , depending
on which one it is.

IP address of the source.
Can be one or multiple IPv4 or IPv6 addresses.

Port of the source.

MAC address of the source.

Source domain.

Bytes sent from the source to the destination.

Packets sent from the source to the destination.
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Add_* 7O0€YYHECST7r —ILRZE®D
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- Geo info
- OS name

#1U\W\Beats 7Ot v YhH\F BT BE

- Add_fields
- Add_labels
- Add_tags

#1U U FilebeatT > A—F1 2%

- Latin

- IBM codepages
- Cyrillic

- Macintosh

- Windows

"host":

{

"architecture":"x86_64",

"name": "example-host",

nidnenn
" {

"os'

)

"family":"darwin",
"build":"16G1212",
"platform":"darwin",

"version":"10.12.6",
"kernel":"16.7.0",
"name":"Mac 0S X"

})

"ip":
"mac":
"geo":

{

"continent_name":
"country_iso _code":

["192.168.0.1", "10.0.0.1"],
["00:25:96:12:34:56", "72:00:06:ff:79:f1"],

"North America",
"us",

"region_name": "New York",

"region_iso_code": "NY"

"city name":

"New York

)

"
)

"name": "nyc-dcl-rackl",

"location":

"40.7128,

-74.0060"
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- CIDR filter
- Clone filter
- Prune filter
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Logstash throughput (generated events)
500,000 B Ruby

Java
400,000 L

300,000

Events/sec

200,000

100,000 I
0

6.0 6.1 6.3
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