Disruptive Design: Harmful
Patterns and Bad Practice
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disruption



disruption
destruction




Terminology matters.



engagement



engagement
addiction




“A must-read for everyone who cares about driving customer engagement.”
—ERIC RIES, author of The Lean Startup

“voted one of the best
business books of the
vear by Goodreads
readers.”

How to Build
Habit-Forming Products

NIR EYAL

WITH RYAN HOOVER



Dear tech industry,
we have problems.







Accessibility is the degree to which
technology is usable by as many people
as possible, especially disabled people.










Low contrast text

Text whose colour is low
contrast against the
background colour.




85.3% of homepages have
text contrast issues.

webaim.org/projects/million



Low contrast text affects...

e people with eyesight loss and impaired vision

e colour blind people

e people using screens with low resolution

e people using devices in bright light or spaces



* IPhone XR pricing is after trade-in of iPhone 7 Plus in good condition. Monthly pricing requires a 24-month installment loan with a 0% APR, and iPhone activation. Applicable
sales tax and fees due at time of purchase. Last payment may be less depending on remaining balance. Additional trade-in values require purchase of a new iPhone, subject to
availability and limits. You must be at least 18 years old. In-store trade-in requires presentation of a valid, government-issued photo ID (local law may require saving this
Information). Additional terms from Apple or Apple’s trade-in partners may apply. Full terms apply.

** $9.99/month after free trial. No commitment. Plan automatically renews after trial until cancelled.

Shop and Learn Apple Store For Education Account For Government
Mac Find a Store Apple and Education Manage Your Apple ID Shop for Government
IPad Genius Bar Shop for College Apple Store Account Shop for Veterans and Military
IPhone Today at Apple iICloud.com

For Business About Apple
Watch Apple Camp

Apple and Business Apple Values Newsroom
TV Field Trip

Shop for Business Accessibility Apple Leadership
Music Apple Store App
. . Education Job Opportunities
ITunes Refurbished and Clearance For Healthcare

. . Environment Investors
HomePod Financing Apple in Healthcare | | |
. Inclusion and Diversity Events
IPod touch Apple Trade In Health on Apple Watch
Privacy Contact Apple
Apple Card Order Status Health Records on iPhone . -
Supplier Responsibility

Accessories Shopping Help
Gift Cards

More ways to shop: Visit an Apple Store, call 1-800-MY-APPLE, or find a reseller.

Copyright © 2019 Apple Inc. All rights reserved. Privacy Policy @ Terms of Use  Sales and Refunds  Legal Site Map % United States



Get support

LEARNING Product Courses Customer Stories  Resources Get a free demo

WITH Lynda.com CONTENT

@ This LinkedIn website uses cookies and similar tools to improve the functionality and performance of this site and LinkedIn services, to understand how you use
LinkedIn services, and to provide you with tailored ads and other recommendations. Third parties may also place cookies through this website for advertising,
tracking, and analytics purposes. These cookies enable us and third parties to track your Internet navigation behavior on our website and potentially off of our
website. By continuing your use of this website, you consent to this use of cookies and similar technologies. See our Cookie Policy for more information.

onnect Employees
to Relevant,

Applicable SKills

Drive engagement through a
earning experience that's
personalized and social

Get a free demo Watch video
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@ This LinkedIn website uses cookies and similar tools to improve the functionality and
performance of this site and LinkedIn services, to understand how you use LinkedIn services,
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cookies enable us and third parties to track your Internet navigation behavior on our website
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Low contrast text

Popularity 85.3% of sites

Text whose colour is low Inclusivity poor
contrast against the Accessibility poor
background colour.

Ethics often unintentional

Fixability easy




Low text contrastis
easily avoidable.



Background Colour © Picker

#32323E

- Show RGB Siders

Rl Colour/Brightness Colour Deficiency

Contrast Ratio: 7.4:1 aillLl aillL1 aillLl aillLl

Normal text Large text
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Tips to Create an Accessible and Contrasted
Color Palette

Color contrast is something really important in Design. It
Published On 3 March 2019

will help users read your text and get a clear In UX, Ul & Web Design

understanding of your content. Color contrast and color

stephaniewalter.design/blog/tips-create-accessible-color-palette



A BOOK APART

Geri Coady

LOLOR ACGESSIBILITY
WORKFLOW)

FOREWORD BY DEREK FEATHERSTONE

Make sure accessibility and aesthetics go
hand-in-hand with every design.

EBOOK A PRINT ON DEMAND A PRINT ON DEMAND & EBOOK

abookapart.com/products/color-accessibility-workflows



Low contrast text

Popularity 85.3% of sites

Text whose colour is low Inclusivity poor
contrast against the Accessibility poor

background colour. Ethics often unintentional

Overall rating @ Fixability easy




Inclusive or
accessible?



Accessible
design




Inclusive




Inclusion




You can have accessibility
without inclusivity.

But it’s short-term and
superficial.












Infinite scroll

A technique where content is
loaded continuously as a site’s
visitor scrolls down the page.







Keyboard navigation



“Imagine someone who can only use the keyboard
to navigate your site. Imagine that person having
to hit the tab key 100 times or 1000 times just to
get through all the content on your page. Does
that person want to continue using your site?”

—-Oliver Langmo, ‘Accessibility Problems with Infinite Scrolling’

accessible360.com/accessible360-blog/accessibility-problems-infinite-scrolling /



“Visually impaired people who draw on screen
readers may also find it more complicated to
navigate and find content”

—-Ana Crespo, ‘Infinite scrolling is probably not a good idea for your website’

www.nomensa.com/blog/2015/infinite-scrolling-probably-not-good-idea-your-website



“If the back button does not take users to the
previous screen and the clicked item is not on
focus anymore, it may be impossible for keyboard
or screen reader users to locate previously
accessed data.”

’

—-Ana Crespo, ‘Infinite scrolling is probably not a good idea for your website

www.nomensa.com/blog/2015/infinite-scrolling-probably-not-good-idea-your-website



“While this can be frustrating for anyone, it may
also be particularly challenging for visitors with
cognitive disabilities.”

—-Ana Crespo, ‘Infinite scrolling is probably not a good idea for your website’

www.nomensa.com/blog/2015/infinite-scrolling-probably-not-good-idea-your-website



Why do we use
infinite scroll?



“You stand a better chance of retaining the user
because there’s nothing for them to do but scroll.
It’s almost like a subliminal call to action.”

www.sitepoint.com/ux-infinite-scroll-good-bad-maybe/



“[Infinite Scrolling Feed]s are desighed to maximize
your time spent on the network, because that means
more eyeballs for their ads, juicier retention metrics
for the investors and a higher chance of you adding
fuel to the fire. A network cannot grow until and
unless each and every node actively participates in it”

-Vinit Joshi, ‘The Problem With Infinite Scrolling Feeds’

blog.newtonhg.com/the-problem-with-infinite-scrolling-feeds-e3d1aad2c078



“All the usual suspects are at it — Facebook,
Instagram, Twitter, Quora, Snapchat, Pinterest —
nudging you every now and then to open the app,
dive into the abyss and fan the flames of never-
ending content.”

-Vinit Joshi, ‘The Problem With Infinite Scrolling Feeds’

blog.newtonhg.com/the-problem-with-infinite-scrolling-feeds-e3d1aad2c078



Infinite scroll

Popularity too common

Inclusivity poor

A technique where content is
loaded continuously as a site’s  Accessibility poor
visitor scrolls down the page.

Ethics misjudged

Fixability easy




“Replace automatic infinite scrolling with a ‘Load
more results... button or link that explicitly
invites the user to add more. Once they do a few
times, prompt them to ask if they’d like to turn
auto-loading of more results on.”

-Derek Featherstone, ‘Automatic infinite scrolling & accessibility’

simplyaccessible.com/article/infinite-scrolling/



| ™ I =

Infinite scrolls are the newest experience of cursor based pagination techniques. Hugh E.
Williams claims he invented infinite scroll in 2005 on Microsoft. Metafizzy also created a tool
to help developers build infinite scrolls. Infinite scrolling makes users scroll the page to the
infinity. Stop building websites with infinite scroll!

Infinite Scrolling, Pagination Or "Load More" Buttons ...
MY https://www.smashingmagazine.com/2016/03/pagination-infinite-scrolling-load-more-bu...

Meanwhile, infinite scrolling proved very effective at getting subjects to explore many
products (in fact, test subjects scrolled through more than twice as many products on test
websites with infinite scrolling as they did on those with pagination). However, as mentioned,
it can make the footer inaccessible.

Save 70% On Infinite Scroll | Best Deals 2018
www.bestdeals.today/Gaming_Mousue/Deals $ Report Ad

Compare Hottest Deals & Buy Your Favorite Infinite Scroll.Sale Ends Soon!

More Results

Escape The ‘ How We Are ﬁ Get Started g
Filter Bubble Profitable at Duck.com

Read about how Google The world needs an Get to DuckDuckGo
influences what people alternative to the collect- faster. Share duck.com
click. it-all business model. with your friends.

Stay Informed

We don't track you, but others do.

Learn how to protect your privacy.

QYOO

Send Feedback



1. Can the user hit “back” and return to the exact same place?

There's nothing quite so infuriating as loading a few screenfuls of content, following a link, and then
coming back only to find you have to reload those screenfuls of content all over again. Not only is it a

waste of time, it's a waste of bandwidth.

2. Is there paging for when the JavaScript breaks?

Everybody surfs without JavaScript while the page is loading, and that load time can be extended by
network lag. In addition, broken third-party scripts can take down your own script. Can the user still

get past page one if the JavaScript has fallen down?

3. Does the page have a footer?

Now you're just being a tease. The user will never get there, so don't lie by showing the footer and

blog.adrianroselli.com/2014/05/so-you-think-you-built-good-infinite.html



Infinite scroll

Popularity too common

Inclusivity poor

A technique where content is
loaded continuously as a site’s  Accessibility poor
visitor scrolls down the page.

Ethics misjudged

Overall rating (22 | Fixability easy










CAPTCHA

A challenge-response test used in
computing to determine whether
or not the user is human.




“Completely Automated Public
Turing test to tell Computers and
Humans Apart”




Select all squares with

pedestrian crossings

RED?

Select all images with

motorcycles

SIGN IN WITH...



4.25% of sites use CAPTCHA.

www.similartech.com/technologies/general-captcha



problematic items from a list. In giving each selected item a weignting, the rollowing
chart shows the overall rating of difficulty and frustration for each item.

Most Problematic Items

CAPTCHA

Unexpected screen changes
Ambiguous links/buttons
Flash content

Lack of keyboard accessibility
Complex/difficult forms
Missing/improper alt text
Missing/improper headings

Too many links

Complex data tables
Inaccessible/missing search
Missing "skip" link

In order, the most problematic items are:

1. CAPTCHA - images presenting text used to verify that you are a human user
2. Screens or parts of screens that change unexpectedly
3. Links or buttons that do not make sense

/| AVAT AT A ajla ARNAa . - .‘ a AllAa aga

webaim.org/projects/screenreadersurvey?/



Proving you're not a robot requires
specific visual, spacial, linguistic
or mathematical skill.




“People with assistive technologies like screen
readers often report that they get classified as
a bot...”

—~Hampus Sethfors, ‘Captchas Suck’

axesslab.com/captchas-suck/



CAPTCHA is evolving.



2,113,153 sites use
reCAPTCHA.

www.similartech.com/technologies/recaptcha



“ LIET ==

You are building a self driving AT
without even knowing about it

Michael Lotkowski | Follow |
Feb 27,2017 - 3 min read

Google reCAPTCHA

The reCAPTCHA advantage  Advanced Security Ease of Use  Creation of Value  Resources

=
:

hackernoon.com/you-are-building-a-self-driving-ai-without-even-knowing-about-it-62fadbfa5fdf
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BOSTON CRANE WATCH LIMITED TIME OFFER YOUR ACCOUNT

BUSINESS JOURNAL Breaking down the biggest construction projects > Subscribe Now Signin v
=— INDUSTRIES & TOPICS Ta ) NEWS LISTS & LEADS PEOPLE & COMPANIES EVENTS MORE... Q
Technology

Massachusetts woman's lawsuit accuses Google of using free
labor to transcribe books, newspapers

ERERA ¢ cior | In e
e s

&' Print 2] Order Reprints

www.bizjournals.com/boston/blog/techflash/2015/01/massachusetts-womans-lawsuit-accuses-google-of.html



HOME GUIDES SUPPORT

What is reCAPTCHA?

Easy to add, advanced

security n

'
reCAPTCHA is a free service that protects ® I m nOt dlo bOt
your site from spam and abuse. It uses reCAPTCHA
advanced risk analysis techniques to tell Privacy - Terms

humans and bots apart.

GET STARTED

o, | Powered by machine learning
'1,- 1ILLOAUC

Hundreds of millions of CAPTCHASs are
solved by people every day. reCAPTCHA
makes positive use of this human effort
by channeling the time spent solving
CAPTCHAs into digitizing text, annotating
images, building machine learning

developers.google.com/recaptcha/




“reCAPTCHA v3 returns a score for each request
without user friction.”

developers.google.com/recaptcha/



“reCAPTCHA works best when it has the most
context about interactions with your site, which
comes from seeing both legitimate and abusive
behavior. For this reason, we recommend including
reCAPTCHA verification on forms or actions as well
as in the background of pages for analytics.”

developers.google.com/recaptcha/
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§: “Surveillance capitalism unilaterally claims
;E human experience as free raw material for
f\“ translation into behavioral data. Although
some of these data are applied to product
» or service improvement, the rest are...

\ fabricated into prediction products that

anticipate what you will do now, soon, and
later.”

-Shoshana Zuboff, The Age of Surveillance Capitalism



Surveillance capitalism is when a
platform surveils our behaviour,
and monetises it.
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£ “Google’s proprietary methods

R0 ° o

3 enable 1t to surveil, capture, expand,
construct, and claim behavioral

\Q\ o o

u{t::A surplus, including data that users

intentionally choose not to share.”

-Shoshana Zuboff, The Age of Surveillance Capitalism






CAPTCHA

Popularity 4.28% of sites

Inclusivity poor
A challenge-response test used in

computing to determine whether Accessibility poor

or not the user 1s human. Ethics misjudged

Fixability tricky




portes.is

|

Authentication without
Identification

Portes lets you verify yourself without sharing personal data.

PRODUCTS CONTACTUS



CAPTCHA

Popularity 4.28% of sites

Inclusivity poor
A challenge-response test used in

computing to determine whether Accessibility poor

or not the user 1s human. Ethics misjudged

.

Overallrating | °_° Fixability tricky










Profiling

The process of construction and

application of user profiles
generated by computerised data

analysis.




Profiling props up the
majority of today’s “Big Tech.”
























“Understanding your customers is the secret of
successful selling. Existing customers are
important sources of information. The more you
know about them, the easier it can be to increase
their spending. And you can use the information
you gather to help you find new customers.”

www.marketingdonut.co.uk/customer-care/customer-service/why-it-pays-to-profile-your-customers



“I like relevant advertising.”



Laura Kalbag
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Life events + Add your favourite quotations
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Email or Phone Password

facebook ' M I

Forgotten account?

Facebook helps you connect and share with the Create din daCCOU nt
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“When profiling us, companies are not interested
in our names or who we really are: they are
interested in patterns of our behaviour that they
believe match an audience type... So to target us
more efficiently, the advertisement industry
relies on a very binary vision of the world.”

—Eva Blum-Dumontet, Why we need to talk about the sexism of online ad profiling

www.newstatesman.com/politics/feminism/2019/03/london-based-angry-feminists-over-30-why-we-need-talk-about-sexism-online



“We need to be clear that a data driven world -
where artificial intelligence makes decision based
on simplistic profiles about us - isn’t going to
solve prejudices: it’s going to perpetuate them.”

—Eva Blum-Dumontet, Why we need to talk about the sexism of online ad profiling

www.newstatesman.com/politics/feminism/2019/03/london-based-angry-feminists-over-30-why-we-need-talk-about-sexism-online



“The ubiquitous social network not only allows
advertisers to target users by their interests or
background, it also gives advertisers the ability to
exclude specific groups it calls ‘Ethnic Affinities.’ Ads
that exclude people based on race, gender and other
sensitive factors are prohibited by federal law in
housing and employment.”

—-Julia Angwin and Terry Parris Jr., ‘FFacebook Lets Advertisers Exclude Users by Race’

www.propublica.org/article/facebook-lets-advertisers-exclude-users-by-race



“Given a large group of people who might be
eligible to see an advertisement, Facebook will
pick among them based on its own profit-
maximizing calculations, sometimes serving ads
to audiences that are skewed heavily by race and
gender...”

—-Aaron Rieke and Corinne Yu, ‘Discrimination’s Digital Frontier’

www.theatlantic.com/ideas/archive/2019/04 /facebook-targeted-marketing-perpetuates-discrimination/587059/



“In these experiments, Facebook delivered ads for jobs in
the lumber industry to an audience that was approximately
70 percent white and 90 percent men, and supermarket-
cashier positions to an audience of approximately 85
percent women. Home-sale ads, meanwhile, were delivered
to approximately 75 percent white users, while ads for
rentals were shown to a more racially balanced group.”

—-Aaron Rieke and Corinne Yu, ‘Discrimination’s Digital Frontier’

www.theatlantic.com/ideas/archive/2019/04 /facebook-targeted-marketing-perpetuates-discrimination/587059/



“An ad system that is desighed to maximize clicks,
and to maximize profits for Facebook, will
naturally reinforce these social inequities and so
serve as a barrier to equal opportunity.”

—-Aaron Rieke and Corinne Yu, ‘Discrimination’s Digital Frontier’

www.theatlantic.com/ideas/archive/2019/04 /facebook-targeted-marketing-perpetuates-discrimination/587059/



When maximising clicks to maximise profit
reinforces social inequities, what does
mean for tech’s dominant funding models?



Web-based tracking is just
the beginning...
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www.theguardian.com/technology/2015/jun/18/googles-nest-cam-always-watching-live-streaming-video
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europe.newsweek.com/privacy-advocates-want-take-wifi-connected-hello-barbie-offline-313432
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www.kickstarter.com/projects/700989404 /looncup-the-worlds-first-smart-menstrual-cup
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'‘Smart’ Dildo Company Sued
For Tracking Users' Habits

We-Vibe's makers sued after customer finds out they know all about her orgasms (and also her
email address).

_f | v

‘Smart’ Dildo Company
Sued For Tracking
Users’' Habits

Herbal Tea UNLOCK
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Poison For Deep Web

California ,
o Stories
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A Million Accounts
Linked To Extremism
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Have you ever wondered how many
calories you’re burning during intercourse?

How many thrusts?

y N
7 Y \K
f \ )
}

Speed of your thrusts?

The duration of your sessions? Frequency?

How many different positions you use in
the period of a week, month or year?

britishcondoms.uk /i-con-smart-condom.html




The cost of using technology should
not be our personal data, our privacy,
our power, control or agency.



Privacy is not about hiding, it’s
about having power and agency
over how your information is used.




This is an inclusivity issue.



One person’s relevant advertising
i1s another person’s grounds for
discrimination.




Profiling

Popularity

The process of construction and Inclusivity
application of user profiles
generated by computerised data

analysis. Ethics

Accessibility

Overall rating Fixability
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DATA BROKERS HAVE EXTENSIVE PROFILE INFORMATION ON ENTIRE POPULATIONS

Examples of data on consumers provided by Acxiom and Oracle

The actual number

" of purchases made
with a Visa credit

card in the last 24

45 years of historical
data on name changes
and residential history

months

Age

Gender
Education
Employment

@ Political views
Relationship status
Number of children

Purchases

Activities
Media usage

Loans
Income
Net worth

Vehicles owned
Properties owned

Detalls about banking

Qand insurance policies

Range of new

credit granted planning to

have a baby
v v

likelihood someone ina
person’s household is:

planning to
adopt a child

filing taxes

Socioeconomic status

Economic stability

One of nearly 200 "ethnic codes”

Assimilation score

Catholic
Jewish
Muslim

Religion <

Arthritis
Cardiac health
Diabetic
Disabled

Health .
interests

Alcohol & tobacco interests

Casino gaming & lottery interests

< 15 a heavy Facebook user

fikeshood IS a social influencer
i ial i
that A
someone: 4 s socially influenced

< has no formal banking
relationships

< has no major
medical insurance

Details about someone’s home,
Q including the number of bedrooms

multi-family
mobile home
prison

Type of home

Acxiom provides of up 3,000 attributes and scores

on 700 million people in the US, Europe, and other regions.

website (Al jocs), Uracie press release, help center website, aud or

Age
Gender
Education
Occupation

Number and age
of children

Income
Q Debt
Net worth

Hobbies
Interests

‘ Purchases

Credit card holders
by brand and type

Expecting parents
New parents

ﬁ New movers

Nabisco Triscuit crackers
Starbucks coffee

purchased

searched for

Buying power

A A

A

Very Low Moderate

Bayer pain relief products
Frozen ethnic foods

Very high

student loans
mortgages
refinancing

gay & lesbian movies

air force
army
navy
marines

interested in -

lottery & sweepstakes

interested in ecology

political issues
such as .

healthcare
homeland security
immigration

taxes

schools and financial aid
flights, hotels, car rentals

allergy relievers
stomach issues
hearing assistance
heart failure
medical facilities

military base names

abortion, legalizing drugs
or gay marriage

protests strikes, boycotts
or riots

Oracle sorts people into thousands of categories

and provides > 30,000 attributes on 2 billion consumer profiles




Privacy is not a low cost
for convenience.




Profiling

Popularity 99% of sites

The process of construction and Inclusivity poor

application of user profiles
generated by computerised data

analysis. Ethics questionable

Accessibility poor

Fixability near-impossible




Big tech will not
be reformed.






Find your power.
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We need new models.



Success criteria
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“The threats we face are fundamental
as surveillance capitalists take
command of the essential questions
that define knowledge, authority, and
power in our time: Who knows? Who
decides? Who decides who decides?”

-Shoshana Zuboff, The Age of Surveillance Capitalism



Betterisn’t always
good enough.




“I believe that making interfaces easier to
use is vital work. But when designers use
clean aesthetics to cover over a complex
reality—to take something human, nuanced,
and rife with potential for bias, and flatten it
behind a seamless interface—they’re not
really making it easier for you. They're just
hiding the flaws in their model, and hoping
you won’t ask too many difficult questions.”

-Sara Wachter-Boettcher, Technically Wrong



Profiling

Popularity 99% of sites

The process of construction and Inclusivity poor

application of user profiles
generated by computerised data

analysis. Ethics questionable

Accessibility poor

Overall rating | ?.° | Fixability near-impossible




Everybody’s doing it.



You can make change
but change is not easy.




Be different.



Be the advisor.




Be the advocate.



Be the questioner.



Be the gatekeeper.



Be difficult.



Be unprofessional.



Be the supporter.




Nothing is inevitable.




Disrupt the disrupters.






