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User Authenticated:
Hitchhiker



ERROR:
Hitchhiker NOT AUTHORIZED
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AUTHENTICATION

Username: FPrefect 1 ) R1ByZWZ1Y3Q06dGhpc21zb]B0QGRya
Password: thisisnOt@drill TEX




AUTHENTICATION

BASIC AUTH ,

BBeelfiende :PhAssweon8t@drill {

“1d”:"89765-1",
3 4 “role”:"hitchhiker”,
“email”:"ford@infinidim.com”,

Authorization: Basic
R1IByZWZ1Y3Q6dGhpc21zbjB0
QOGRyaTEx




AUTHENTICATION

BASIC AUTH ,

ll'd"."8965 1"
ole”:” 1tchh1ke ",
gmail”:[' ford@infinidim.com”

Authorization: Basic
R1IByZWZ1Y3Q6dGhpc21zbjB0
QOGRyaTEXx




AUTHENTICATION BASIC AUTH ,




AUTHENTICATION

BASIC AUTH ,

= |+ || & =
& = [N |1 D .
= | T, J) =
N I T =




AUTHENTICATION

A
set-
Username: FPrefect cookie:hiker=“SESSION ID;
.. . 1 2 —
Password: thisisnOt@drill path=/; Secure; HttpOnly;
SameSite”
\4




AUTHENTICATION SESSION BASED AUTH

| {
“1d”:"89765-1",
4 “role”:"hitchhiker”,
“email”:"ford@infinidim.com”,

cookie:”hiker=XHTGubdsnHFJ
KHHIJGFJHGKHhgjgJHNJGHGJH]s
ddSBHJGGFJKHthj BUY"”
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AUTHENTICATION

TOKEN BASED AUTH

Username: FPrefect
Password: thisisnOt@drill

eyJhbGci101JIUzIINiIsInR5cCI6I
KpXVCJ9.eyJuYW11lIjoiRm9yZCBQcC
mVmZWNOIiwic3ViIjoliZm9yZEBpbm
ZpbmlkaW0uY29tIiwiaWFOI JoxNTE
2MJM5MDIyYLCIJhcHBfbWVOYWRhdAGE 1
OnsiY¥XV0aG9yaXphdGlvbiI6eyJyb
2x1cyI6WyJdgb3VybmFsaXNOI119fX
0.0eXsZauX7hjEB90Gjx7cg6LdyUS8
QzNnFFS7teviWngCA



AUTHENTICATION

Authorization: Bearer
eyJhbGci0iJIUzI1INiIsInR5c
CI6IKkpXVCI9.eyJuYW1lIjoiR
m9yZCBQcmVMZWNOIiwic3ViIj]
01Zm9yZEBpbmZpbmlkaWw0uY29
tIiwiaWFO0IjoxNTE2MjM5MDIy
LCJThcHBfbWVOYWRhAGEiOnsiY
XV0aG9yaXphdGlvbil yb2
xlcyI6WyJdgb3VybmF 1
9fX0.0eXsZauX7hg
g6LdyU8QzNnFF

TOKEN BASED AUTH

{

“1d”:"89765-1",
4 “role”":"hitchhiker”,
“email”:"ford@infinidim.com”,
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AUTHENTICATION TOKEN BASED AUTH

eyJhbGc101JIUzIIN1IsInR5cCI6IkpXVCI
9.eyJuYW1lIjoi1Rm9yZCBQcmVmZWNOAI iwic
3ViIjo1Zm9yZEBpbmZpbmlkaWQuY29tIiwil
aWFOIjoxNTE2MJM5MDIyLCIhcHBTbWVOYWR
hdGE10ns1YXV0aG9yaXphdGlvbiIbeylyb?2
X LcyIoWyJqb3VybmFsaXNOI119fX0.0eXs”Z

auX7hjEB90Gjx7cgoLdyU8QzNnFFS7tevin
gCA



shggdbrde

eyJhbGc101JIUZIIN1IsInR5cCI6IkpXVCI
9LleyJuYWITIjoiRm9yZCBQcmVmZWNOI iwic
3ViIjoiZm9yZEBpbmZpbmlkaWOuY29tIiwi
aWFOIjoxNTE2MJM5MDIyLCIhcHBTbWVOYWR
hdGE10ns1YXV0aG9yaXphdGlvbiIbeylyb?2

x1cyI6WyJgb3VybmFsaXNQI119fX0k0exsZ
auX/7hjEB90Gjx/cgbLdyU8QzNnFFS7tevWn

gCA




1
"alg": "HS256", eadar
Iltypll : IIJWTII
I3 _ |
f
"name”: "Ford Prefect",
"sub" : "ford@infinidim.com",
"exp" : "1577836800",
"app_metadata": {
"authorization": {
"roles": [ "journalist" ]
I3
¥



{
HalgY: MHAS256", RS256 header
Iltypll : IIJWTII
s |
1
"name": "“"Ford Prefect",
"sub" : "ford@infinidim.com",
Yexp'" + "1577836800",

"app_metadata": {
"authorization": {
"roles": [ "journalist" ]
}

I



1
"alg": "HS256", header
\ Utyp's MIwT"
f
"name': "Ford Prefect",
"sub" : "ford@infinidim.com",
"exp'" @ "1577836800",
"app_metadata": {
"authorization": {
"roles": [ "journalist" ]
I3
¥



1
"alg": "HS256",
Il.typll : IIJWTII

} —
{
Bhames: '"Ford Prefect",

+ "ford@infinidim.com",
+ '1577836800", payload
J Ao

"authorization": {

h
I
h
{




app_metadata' :
"authorization": {
"roles": [ "journalist" ]

-+ signature




AUTHENTICATION TOKEN BASED AUTH

§.\~ J UU T Debugger  Libraries  Introduction =~ Ask  Geta T-shirt! Crafted by AuthO

HEADER:
eyJhbGciO0iJIUzITNiIsInRS5cCI6IkpXVCJ9.eyJ
uYW11IjoiRm9yZCBQcmVmZWNOIiwic3ViIjoiZm9 {,.1” spse

a : ,
yZEBpbmZpbmlkaWoOuY29tIiwiaWFOIjoxNTE2MjM %ygq'uwr
SMDIyLCJhcHBTfbWVOYWRhdGEiOnsiYXVB@aG9yaXp }
hdGlvbiI6eyJyb2xlcyI6WyJqb3VybmFsaXNOI11

PAYLOAD:
9fXe.

{
“name": "Ford Prefect",
"sub": "ford@infinidim.com",

"iat": 1516239022,
"app_metadata": {
"authorization": {
"roles": ["journalist"]
}
}
}

VERIFY SIGNATURE




AUTHENTICATION TOKEN BASED AUTH JWT



CHARACTERISTICS
HISTORY

HOW TO HAVE FUN WITH
HOW TO NOT CONFUSE YOURSELF
WHAT TO AVOID

AUTHENTICATION TOKEN BASED AUTH







") IMPLEMENTATION

DEMO


https://login-to-gated-site.netlify.com/

AUTHENTICATION

Auth Server

Username: FPrefect
Password: thisisnOt@drill

eyJhbGci0J9.sfsfweHsefw9
.dgergedJGhg9HV..

Auglﬁgglzgigon; ?ea;erf o u“ d"."89765 1n
€y cLoJ7.ststwetsetw “role”:"hitchhiker”,
.dgergedJGhg9HV..

Resource Server
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MYAWESOMESITE .netlity.com/.netlity/functions/jwt



const jwt = require("jsonwebtoken");

const uuidv4 = require("uuid/v4");
const axios = require("axios");

exports.handler = function(event, context, callback) {
const getExpiryDate = () => {
const exp = Math.floor(Date.now() / 1000) + 60 * 60;
// const expReadable = new Date(exp);
return exp;
s
const generateJWT = (exp, claims, roles, secret) =>
jwt.sign(
{
exp,
app_metadata: {
user_id: uuidv4(),
authorization: { roles }
frp
user_metadata: claims
by
secret
);
const parsedBody = JSON.parse(event.body);
const { claims, roles, secret } = parsedBody;



exports.handler

function(event, context, callback) {

() ==+

const getExpiryDate

const exp = Math.floor(Date.now() / 1000) + 60 * 60;

// const expReadable
return exp;

b

new Date(exp);

const generateJWT = (exp, claims, roles, secret) =>
jwt.sign(

{

I

exp,

app_metadata: {
user_id: uuidv4(),
authorization: { roles }

user _metadata: claims

secret

);
const
const

const
const

parsedBody = JSON.parse(event.body);
{ claims, roles, secret } = parsedBody;

expiry = getExpiryDate();
token = generateJWT(expiry, claims, roles, secret);

const response



const parsedBody = JSON.parse(event.body);

const 1 claims, roles, secret ; = parsedBody;

const expiry = getExpiryDate();

const token = generateJWT(expiry, claims, roles, secret);



const getExpiryDate = () => {

// const expReadable = new Date(exp);
return exp;

b



AUTHENTICATION TOKEN BASED AUTH

const generateJWT = (exp, claims, roles, secret) =>
jwt.sign(
1
EXP,
app_metadata: {
user_id: uuidv4(),
authorization: { roles }
Sr
user_metadata: claims
fr

secret

);



const expiry = getExpiryDate();
const token = generateJWT(expiry, claims, roles, secret);

const response = {
jwt: token,

}

callback(null, {
statusCode: 200,
body: JSON.stringify(response)

i



fetch(“/.netlify/functions/jwt"”).then(res => {

fetch(“/.netlify/functions/super-secret-function”, {
method: "POST",

headers: {

"Authorization": "Bearer ${res.jwt}"
by
body: JSON.stringify({

text: someDatalIWanttoPost

F)



AUTHENTICATION

Auth Server

Username: FPrefect
Password: thisisnOt@drill

eyJhbGci0J9.sfsfweHsefw9
.dgergedJGhg9HV..

Auglﬁgglzgigon; ?ea;erf o u“ d"."89765 1n
€y cLoJ7.ststwetsetw “role”:"hitchhiker”,
.dgergedJGhg9HV..

Resource Server




AUTHENTICATION

TOKEN BASED AUTH

Auth Server

set-
cookie:hiker="eyJhbGciOJ
9.sfsfweHsefw9.dgergedGh
g9HV..; path=/; Secure;
HttpOnly; SameSite”

Username: FPrefect
Password: thisisnOt@drill

. . {
o e e
. gJg=h “role”:”hitchhiker”,
JHJ sddsBHJGGFJKHtcbj BUY"”

Resource Server




const jwt = require("jsonwebtoken");

const uuidv4 = require("uuid/v4");
const cookie = require("cookie");
const axios = require('"axios");

exports.handler = function(event, context, callback) {
const getExpiryDate = () => {
const exp = Math.floor(Date.now() / 1000) + 60 *x 60;
// const expReadable = new Date(exp);
return exp;
i
const generateJWT = (exp, claims, roles, secret) =>
jwt.sign(
{
exp,
app_metadata: {
user_id: uuidv4(),
authorization: { roles }
}
user_metadata: claims
J
secret
);
const parsedBody = JSON.parse(event.body);

~anct J ~A1aamce rnloc corvro+ U — AarcadRAAr s



const token = generateJWT(expiry, claims, roles, secret);

const netlifyCookie = cookie.serialize("nf_jwt", token, {
secure: true,
path: n/n’
expires: new Date(expiry.toString())

r);




callback(null, {
statusCode: 200,

headers: {
"Set-Cookie": netlifyCookie,
"Cache-Control": "no-cache"
Fy

body: JSON.stringify(response)
F);



DEMO



https://netlify-gotrue-in-vue.netlify.com/

200 OK




AUTHENTICATION

®
S auth.js X (NI

export const state = { .. }
export const mutations = { .. }
export const actions = { .. }

export const getters = { .. }

src/state/auth.js



import GoTrue from "gotrue-js";
import axios from "axios";

const auth = new &
APIUrl: "https://chipie.netlify.com/.netlify/identity",
audience: "',
setCookie: false

r);

export const state = {
currentUser: getSavedState("auth.currentUser"),
loading: false,
token: null,
notifications: []

&

export const mutations = {
SET_CURRENT_USER(state, value) {
state.currentUser = value;
saveState("auth.currentUser", value);
Fy
TOGGLE_LOAD(state) {

state. loading = !state. loading;
1



import GoTrue from "gotrue-js",;
import axios from "axios";

const auth = new GoTrue({
APIUrl: "https://chipie.netlify.com/.netlify/identity",

audience: ,
setCookie: false

});



export const actions = {



export const actions = {

attemptLogin({ commit, dispatch }, credentials) {

return new ((resolve, reject) => {
dispatch("attemptConfirmation", credentials).then(() => {
auth

. login(credentials.email, credentials.password)
.then(response => {
resolve(response);
commit ("SET_CURRENT_USER", response);
)
.catch(error => {
reject(error.json);

r);



export const mutations = {
SET _CURRENT_USER(state, value) {

state.currentUser = value;
saveState(™auth.currentUser™, value);

I



<template>
<div class="login-screen'>
<div class="account-login">
<form @submit.prevent="1login()">

<label>
<span>Email:</span>
<input
type="“text"

placeholder="“name"
v—-model=“loginCreds.email"
/>
</ label>
<label>
<span>Password:</span>
<input
type="password"
placeholder="password"
v—-mode l="“1loginCreds.password"
/>
</ label>
<button type="submit" class="account-button">Login</button>
</form>
</div>
</div>
</template>



<template>

<form @submit.prevent="1login()">

<label>
<span>Email:</span>
<input
type=“text"

placeholder="“name"
v—-model=“loginCreds.email"
/>
</ label>
<label>
<span>Password:</span>
<input
type="password"
placeholder="password"
v—-model=“1loginCreds.password"
/>
</ label>
<button type="submit" class="account-button">Login</button>
</form>

</template>



<script>
import { mapActions } from "vuex";

export default {

data() {
return {

loginCreds: {
email: null,
password: null

}
}
}



}

b,
methods: {
...mapActions("auth", [“attemptLogin”]),

login() {
let token = decodeURIComponent(window. location.search)
.substring(1)

.split("confirmation_token=") [1];
this.attemptLogin({ token, ...this.loginCreds })
.then(res => {
this.transferToDashboard();
)
.catch(err => {
console. log(err);
F);
}
s
s

</script>



}

methods: {

I

transferToDashboard() {
this.$router.push(this.$route.query.redirect || "/");

I

}
¥

</script>
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AUTHENTICATION DON’T ROLL YOUR OWN @

Passwordless

C—

SSO

Cemtiralizes) A ’

Social Login



AUTHENTICATION

Passwordless

—

SSO

Centralized Auth ’

Social Login



AUTHENTICATION LINKS AND THINGS -

Roll your own JWT
code: https://github.com/shortdiv/jwt-generate
example: https://login-to-gated-site.netlify.com/

|dentity Example
code: https://github.com/shortdiv/gotruejs-in-vue
example: https://netlify-gotrue-in-vue.netlify.com/



https://github.com/shortdiv/jwt-generate
https://login-to-gated-site.netlify.com/
https://github.com/shortdiv/gotruejs-in-vue
https://netlify-gotrue-in-vue.netlify.com/

§o fong and dhanks for
AU the Futh!!!




