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A practical quide to becoming 133t with Kafka Connect



What Is
Kafka

Connect?




Streaming Integration with Kafka Connect
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Streaming Integration with Kafka Connect
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Streaming Integration with Kafka Comoect
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Look Ma, No Code!
1

"connector.class':
"7o.confluent.connect.jdbc.JdbcSourceConnector',
"connection.url":
"Jdbc:mysql://asgard:3306/demo",
"table.whitelist":

"sales,orders,customers"

l
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Streaming Pipelines

/ Amazon S3

Kafka Kafka
/

RDBMS
Connect

'! \
@ HDFS

Connect
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Writing to data stores from Kafka
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Evolve processing from old systems to new
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Demo!

Kafka

Connect

/

f 21 * E last/csearclo

http://rmoff.dev/kafka-connect-code
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Configuring
Kafka
Connect

Inside the APl - connectors, transforms, converters




Kafka Connect basics

—

I

Source Kafka Connect Kafka
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Cownnectors

Connector

L

Source Kafka Connect Kafka
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Cownnectors

"config": A

[+ ]

connector.class"}) "io.confluent.connect.jdht.JdbcSinkConnector"}

"connection.url": "jdbc:postgresql://postgres:54377™; rmmm=re

"topics": "asgard.demo.orders",
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Cownnectors

Connector

Native data; Connect
' Record E '
Source Kafka Connect Kafka
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Cownverters

Connector Converter

Native data; Connect
' Record E
L |
Source Kafka Connect Kafka
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Serialisation & Schewmas

JSON
Av}ro Prot?buf Schema JSON

_E _E _E =

Gwen (Chen) Shapira
. @gwenshap

If your dev process doesn't validate schema
compatibility somewhere between your IDE
and production - you are screwed and don't
kKnow it.

5:50 AM - 5 Apr 2017

https://rmoff.dev/gqcon-schemas
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The Confluent Schema Registry

(%) CONFLUENT

Schema

. Re_gisfry

>
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Cownverters

key.converter=org.apache.kafka.connect.storage.StringConverter

value.converter:io.confluent.cqp ct.avrofAvroConverter;

value.converter.sSchema.registry.url=http://localhost:8081

Set as a global default per-worker; optionally can be overriden per-connector

(%) CONFLUENT @rmoff



What about internal converters?

value.converter=org.apache.kafka.connect.json.JsonConverter

internaly.value.convertkr=org.apache.kafka.conneet. j/son.JsongzOnverter

key.internal.vaXue.cgnverters0rg.apache.kafka.conpiect.json.JsonConvgrtegr

valuqg.interpal.valye.conyérter=o)g.apache.kafka/conngct.jsgn.IsonhConverter

key Jintephal.value.coffverter.bgrk.bopyk.bork=org.apache.kafka/connectf json. dson(onverfer

key |1nZernal.valyesdplease. justjwork/ converter=071g.apache.kafka.connect{. 150n.Jsonfoplerter
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Single Message Transforms

Transform(s)
Connector

Converter ()

—>

Ll

Source Kafka Connect Kafka
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Single Message Transforms

"config": {
[ ] - Do these transforms

"transforms‘addDateToTobiC?

"fransforms'':

:f"org apache.kafka.connect.transforms.TimestampRouter",

"transforms.addDateToTopicqtoth.format": "${topict-${timestamp}",

"transforms.@ddDateToTopigxrimestamp.format": "YYYYMM",

"transformsJlabelFoaBafffype": "org.apache.kafka.connect.transforms.ReplaceField$Value",

"transformsﬁlabelFocBarfrenames": "delivery_address:shipping_address”,

}

Transforms config Cnf/‘g per transform
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Extensible

Transform(s)

Cownnector Cownverter ,
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Confluent Hub

Confluent Hub

Discover Katka. connectors

and more

Filters Results (1) + Submit a plugin
Plugin type ®
<Dl Kafka Connect JDBC
Source
The JDBC source and sink connectors allow you to exchange data between
Transform , ,
relational databases and Kafka.,The JDBC source connector allows you to import
Converter data from any relational database with a JDBC driver into Kafka topics (
[ )
. O
Enterprise support ® <
Enterprise support: Verification: License: J a Va
Confluent supported Confluent supported Confluent built Free J DB C

Partner supported

None

hub.confluent.10
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Deploying
Kafka
Connect




Convectors and Tasks

(%) CONFLUENT

S3 Sink
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Convectors and Tasks

JDBC Source

|

E—
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S3 Task iil

IDBC Task #/'
1

S3 Sink
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Convectors and Tasks

JDBC Source

|

E—

(%) CONFLUENT

S3 Task iil

IDBC Task ttl

|

—

S3 Sink

IDBC Task fZJ
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Tasks and Workers

JDBC Source '
L |

I S3 Task #l I

l ] | ]
IJDBC Task #!| | IDBC Task #2
- e

(%) CONFLUENT

Worker

S3 Sink

— =
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Fault-tolerant? Nope.

Kafka Connect Standalone Worker

S3 Task #l l
|
 JIDBC Task #!1 | IDBC Task #2
ot L \-\

Offsets
. _

Worker
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"Scaling” the Standalone Worker

IDBC Task ttl l

(%) CONFLUENT

IJDBC Task iZJ

L07“7”5@375

Worker

i

\‘

1
)

Fault-tolerant? Nope.

L

Offsets
- _

S3 Task #l l

Worker
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Fault-tolerant? Yeah!

Kaflka Connect Distributed Worker

| S3 Task #l! I
|JDBC Task #] I IDBC Task #2

e WOTKEE\ ...
Kafka Connect cluster

Offsets

Config
Status
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Scaling the Distributed Worker

S3 Task #l

b wd

IDBC Task 1! l

Offsets

Config
Status

(%) CONFLUENT

Fault-tolerant? Yeah!

IDBC Task #2

Worker
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Distributed Worker - fault tolerance

S3 Task #l
IDBC Task 1!

A Worker\ ... Worker
I(afka Connect cluster

Offsets

Config
Status

o) CONFLUENT N



Distributed Worker - fault tolerance

S3 Task #! I
IJDBC Taskfl—l IDBC Task #ZI
e -

S WOrker ...

Kafka Connect cluster
Offsets

Config
Status

(%) CONFLUENT ermoff



Multlple Distributed Clusters

................................................................................................................................................................................

e

S3 Task #] '
| 3 _—
JIDBC Task #ll JIJDBC Task #2'
———
........... KafkaConnectc'uster#l KafkaConnectc'uster#Z
Offsets Offsets
Config Config
Status Status
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Containers




Kafka Connect images on Docker Hub
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Adding connectors to a container

Confluent Hub

|
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At runtime

kafka-connect:
1mage: confluentinc/cp-kafka-connect-base:6.0.0
environment:
CONNECT_PLUGIN_PATH: '/usr/share/java,/usr/share/confluent-hub-components’
command:
- bash
- -C
- |
confluent-hub install --no-prompt neo4j/kafka-connect-neo4j:1.0.0
/etc/confluent/docker/run

- -
- JAR
| [” .7_

|

|

|

N B http://rmoff.dev/ksIin19-con nect-do.cke-r
- |confluentinc/cp-kafka-connect-base | |
(%) CONFLUENT ; Lﬁ=—= /cp-katia @rmoff



http://rmoff.dev/ksln19-connect-docker

Build a new image

FROM confluentinc/cp-kafka-connect-base:6.0.0
ENV CONNECT_PLUGIN_PATH="/usr/share/java,/usr/share/confluent-hub-components”
RUN confluent-hub install --no-prompt neo4j/kafka-connect-neo4j:1.0.0

@rmoff
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Automating connector creation

# Launch Kafka Connect
/etc/confluent/docker/run &
H

##f Wait for Kafka Connect listener

while [ $$(curl -s -o /dev/null -w %{http_code} http://$$CONNEC
echo -e $%$(date) " Kafka Connect listener HTTP state: " $$(cu
sleep 5

done

H

# Create JDBC Source connector
curl -X POST http://localhost:8083/connectors -H "Content-Type:

http://rmoff.dev/ksin19-connect-docker

"name": "jdbc_source_mysql 00",
"config": {
"connector.class": "1o.confluent.connect. jdbc

"connection.url": "jdbc:mysqgl://mysql:3306/de


http://rmoff.dev/ksln19-connect-docker

Troubleshooting
Kafika Connect

(%) CONFLUENT
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Troubleshooting Kafka Connect

FALLED

RUNNING

Connector

$ curl -s "http://localhost:8083/connectors/source-debezium-orders/status"” | \
jgq '.connector.state’

"RUNNING"

$ curl -s "http://localhost:8083/connectors/source-debezium-orders/status"” | \
jq '.tasks[0].state’

"FAILED"

@@ CONFLUENT http://go.rmoff.net/connector-status - ": armoff


http://go.rmoff.net/connector-status

Troubleshooting Kafka Connect

curl -s "http://localhost:8083/connectors/source-debezium-orders-00/status”
| jq '.tasks[0].trace’

"org.apache.
10.debezium.
10.debezium.
10.debez1ium.
at com.githu
com.github.s
com.github.s

kafka.connect.errors.ConnectException\n\tat
connector.mysql.AbstractReader.wrap(AbstractReader.java:230)\n\tat
connector.mysql.AbstractReader.failed(AbstractReader.java:197)\n\tat
connector.mysql.BinlogReader$ReaderThreadLifecycleListener.onCommunicationFailure(BinlogReader.java:1018)\n\t

0. S
Ny 1
Ny 1

nyiko.mysqgl.binlog.BinaryLogClient.listenForEventPackets(BinaryLogClient.java:950)\n\tat
ko.mysql.binlog.BinaryLogClient.connect(BinaryLogClient.java:580)\n\tat
ko.mysql.binlog.BinaryLogClient$7.run(BinaryLogClient.java:825)\n\tat

java.lang.Thread.run(Thread. java:748)\nCaused by: java.io.EOFException\n\tat

com.github.s
com.github.s
com.github.s
:35)\n\tat

Ny 1
Ny 1
Ny 1

KO
<O

<O

com.github.shyiko

:27)\n\tat

com.github.shyiko.
io.debezium.connector.mysql.BinlogReader$1l.nextEvent(BinlogReader. java:224)\n\tat
com.github.shyiko.mysql.binlog.BinaryLogClient.listenForEventPackets(BinaryLogClient.java:922)\n\t ... 3 more\n"

.mysqgl.
.mysqgl.
.mysqgl.

.mysqgl.

mysqgl.

(%) CONFLUENT

pinlog.io.ByteArrayInputStream.read(ByteArrayInputStream.java:190)\n\tat
pinlog.io.ByteArrayInputStream.readInteger(ByteArrayInputStream.java:46)\n\tat
pinlog.event.deserialization.EventHeaderV4Deserializer.deserialize(EventHeaderV4Deserializer. java

binlog.event.deserialization.EventHeaderV4Deserializer.deserialize(EventHeaderV4Deserializer. java

binlog.event.deserialization.EventDeserializer.nextEvent(EventDeserializer.java:212)\n\tat

@rmoff



The log is the source of truth

$ confluent Llocal Log connect
$ docker-compose lLogs kafka-connect

$ cat /var/log/kafka/connect. log

(%) CONFLUENT
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Dynamic log levels

(Added in Apache Kafka 2.4 / Confluent Platform 5.4)

curl -s http://localhost:8083/admin/loggers/ | jg
{

"org.apache.kafka.connect.runtime.rest": {
"level”": "WARN"

s

"org.reflections": {
"level”": "ERROR"

T
"root": {
"level™: "INFO"
}
}
'curl -s =X PUT http://localhost:8083/admin/loggers/io.debezium

-H "Content-Type:application/json" -d '"{"level": "TRACE"}'

https://rmoff.dev/kc-dynamic-log-level

(%) CONFLUENT @rmoff



Kafka Connect

ache.kafka.connect.runtime.WorkerSourceTask)
[2019-05-07 14:39:13,115] INFO WorkerSourceTask{id=source-debezium-orders-00-0} Finished commitOffsets successfully in 28 ms (org.apache.
kafka.connect.runtime.WorkerSourceTask)
[2019-05-07 14:39:13,116] ERROR WorkerSourceTask{id=source-debezium-orders-00-0} Task threw an uncaught and unrecoverable exception (org.
apache.kafka.connect.runtime.WorkerTask)
org.apache.kafka.connect.errors.ConnectException
at 10.debezium.connector.mysql.AbstractReader.wrap(AbstractReader. java:230)
at 10.debezium.connector.mysql.AbstractReader.failed(AbstractReader.java:197)
at 1o0.debezium.connector.mysql.BinlogReader$SReaderThreadlLifecyclelListener.onCommunicationFailure(BinlogReader. java:1018)
at com.github.shyiko.mysql.binlog.BinaryLogClient.listenForEventPackets(BinaryLogClient.java:950)
at com.github.shyiko.mysql.binlog.BinaryLogClient.connect(BinarylLogClient. java:580)
at com.github.shyiko.mysql.binlog.BinaryLogClient$7.run(BinaryLogClient. java:825)
at java.lang.Thread.run(Thread. java:748)
Caused by: java.io0.EQFException
at com.github.shyiko.mysql.binlog.1i0.ByteArrayInputStream.read(ByteArrayInputStream.java:190)
at com.github.shyiko.mysql.binlog.10.ByteArrayInputStream.readInteger(ByteArrayInputStream.java:46)
at com.github.shyiko.mysqgl.binlog.event.deserialization.EventHeaderV4Deserializer.deserialize(EventHeaderV4Deserializer. java:35)
at com.github.shyiko.mysqgl.binlog.event.deserialization.EventHeaderV4Deserializer.deserialize(EventHeaderV4Deserializer.java:27)
at com.github.shyiko.mysql.binlog.event.deserialization.EventDeserializer.nextEvent(EventDeserializer.java:212)
at 1o0.debezium.connector.mysql.BinlogReader$l.nextEvent(BinlogReader. java:224)
at com.github.shyiko.mysql.binlog.BinarylLogClient.listenForEventPackets(BinaryLogClient.java:922)

... 3 more
[2019-05-07 14:39:13,121](ERROR wOrkerSourceTask{id=source-debezium-orders-@@-@}(f;;;—;;§;eing_ki11ed and will not recover until manually resta;;;E>
(org.apache.kafka.connect runtime.WorkerTask) . e
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Kafka Connect

Task 1s being killed and will
not recover until manually restarted

Symptom n.: Cause

(%) CONFLUENT @rmo

ff



Kafka Connect

ache.kafka.connect.runtime.Wor eTask)
[2019-05-07 14:39:13,115] INFQ /WorkerSourceTask{id=source-debezium-orders-00-0} Finished commitOffsets successfully in 28 ms (org.apache.
kafka.connect.runtime.WorkerSaurceTask)
[2019-05-07 14:39:13,116 R) WorkerSourceTask{id=source-debezium-orders-00-0} Task threw an uncaught and unrecoverable exception (org.
apache.kafka.connect.runtime.WorkerTask)
org.apache.kafka.connect.errors.ConnectException
at 10.debezium.connector.mysql.AbstractReader.wrap(AbstractReader. java:230)
at 10.debezium.connector.mysql.AbstractReader.failed(AbstractReader.java:197)
at 1o0.debezium.connector.mysql.BinlogReader$SReaderThreadlLifecyclelListener.onCommunicationFailure(BinlogReader. java:1018)
at com.github.shyiko.mysql.binlog.BinaryLogClient.listenForEventPackets(BinaryLogClient.java:950)
at com.github.shyiko.mysql.binlog.BinaryLogClient.connect(BinarylLogClient. java:580)
at com.github.shyiko.mysql.binlog.BinaryLogClient$7.run(BinaryLogClient. java:825)
at java.lang.Thread.run(Thread. java:748)
Caused by: java.io.EOFException
at com.github.shyiko.mysql.binlog.1i0.ByteArrayInputStream.read(ByteArrayInputStream.java:190)
at com.github.shyiko.mysql.binlog.10.ByteArrayInputStream.readInteger(ByteArrayInputStream.java:46)
at com.github.shyiko.mysqgl.binlog.event.deserialization.EventHeaderV4Deserializer.deserialize(EventHeaderV4Deserializer. java:35)
at com.github.shyiko.mysqgl.binlog.event.deserialization.EventHeaderV4Deserializer.deserialize(EventHeaderV4Deserializer.java:27)
at com.github.shyiko.mysql.binlog.event.deserialization.EventDeserializer.nextEvent(EventDeserializer.java:212)
at 1o0.debezium.connector.mysql.BinlogReader$l.nextEvent(BinlogReader. java:224)
at com.github.shyiko.mysql.binlog.BinarylLogClient.listenForEventPackets(BinaryLogClient.java:922)

... 3 more
[2019-05-07 14:39:13,121](ERROR wOrkerSourceTask{id=source-debezium-orders-@@-@}(f;;;—;;§;eing_ki11ed and will not recover until manually resta;;;E>
(org.apache.kafka.connect runtime.WorkerTask) . e
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Error Handling

and
Dead Letter
Nueues
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Mismatched cownverters

org.apache.kafka.common.errors.SerializationException:
Unknown magic byte!

(%) CONFLUENT @rmoff



Mismatched cownverters

org.apache.kafka.common.errors.SerializationException:
Unknown magic byte!

HEEEHEE
SASUSLDER SIS
re ot Aot @

"value.converter':

"AvroConverter"

Use the correct Converter for the
@ source data

(%) CONFLUENT ""' @rmoff



Mixed serialisation wmethods

org.apache.kafka.common.errors.SerializationException:
Unknown magic byte!

ll..lﬂ
>
Some messages are not Avro @

"value.converter':

"AvroConverter"

@ Use error handling to deal

with bad messages

(D) CONFLUENT — armoff



Error Handling and DLQ

Yy 3t
Opfeslss
https://cnfl.io/connect-dlg
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https://cnfl.io/connect-dlq

Fail Fast

Source ‘roP'\c messaﬂes

V/

Katka Connect

/

https:}/cnfl.io/connect—dlq
(%) CONFLUENT Sink messages armoff


https://cnfl.io/connect-dlq

Source ’ro\o\c messaﬂes

!

errors.tolerance=all Katka Connect

/

https:}/cnfl.io/connect—dlq
(%) CONFLUENT Sink messages, ermoff


https://cnfl.io/connect-dlq

Dead Letter Queue

Dead

letter I . .
queue

| %

errors.tolerance=all Katka Connect
errors.deadletterqueue.topic.name=my_dlq

https://cnfl.io/connect-dlq

(%) CONFLUENT Sink messages,

Source ’ro\a\c messaﬁes
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https://cnfl.io/connect-dlq

Re-processing the Dead Letter Queue

Dead Source Jro(o\c messaﬂes

etter l . . .
queue

Katka Connect (Bvro sink)

Katka Connect (JSON sink) \/ \I/

https:}/cnﬂ.io/connect—dlq Sink meggaﬁeg
(D) CONFLUENT @rmoff


https://cnfl.io/connect-dlq

Metrics

and
Monitoring



REST API

I~] Robin@asgard@2-2.local
$ curl -s "http://localhost:8083/connectors™| \

jq ‘. []1'] \
xargs —-I{connector_name} curl -s "http://localhost:8083/connectors/"{connector_name}"/status" | \
jq -c -M '[.name, .connector.state,.tasks[].state] |join(":|:")" | \
column -s : -t \
sed 's/\"//g’ \
sort
sink-elastic-orders-00 RUNNING RUNNING
sink-elastic-orders-01 RUNNING RUNNING
source-debezium-orders-00 RUNNING RUNNING

N

Robin@asgardd2-2. local

[~]
s |

http://go.rmoff.net/connector-status
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http://go.rmoff.net/connector-status

Confluent Cowntrol Center

:Zconfluent

(%) CONFLUENT

CONTROLCENTER.CLUST..

Brokers

Topics

Connect

KSQL

Consumers

Cluster settings

BROKERS OVERVIEW »

Metrics

Production Consumption Broker uptime

Jul, 9 - Last 4 hours

ThroughPUt bytes consumed /sec

700kB

350kB

"

3:11 PM 711 PM

Request latency osthpercentile ~

500ms

|

250ms

3:11 PM 711 PM

@rmoff



Consumer lag

Zconfluent

MONITORING >
MONITORING Consumer lag

System health

—» Data streams ,
connect-sink|

A Consumer lag

Consumer group

Name Messages behind Consumers Topics
MANAGEMENT

connect-sink-jdbc-TRAIN_MOVEMENTS_ACTIVATIONS_SCHEDULE_00 oo 23 1 1

B Kafka Connect

00 Clusters connect-sink-file-delay-alerts ves . 3
S Topics connect-sink-elastic-train_movements_01-v01 voe 1 1
connect-sink-elastic-train_movements_activations_schedule_00-v01 oo 1 1
ALERTS
connect-sink-s3-tiploc-v00 eoeo 21283 1 1
= Overview
. . connect-sink-s3-train-movements-v00 eoe 4613 1 1
20 |ntegration | *
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Kafka Connect Sink - Read message totals

100
75 —]
s 50 ——
5 . . . . —— . R
25 J
0
19:36:00 19:36:30 19:37:00 19:37:30 19:38:00 19:38:30 19:39:00 19:39:30
current
w= read 73
- Send 33
Kafka Connect - Send/Error totals
100
75
50
25 —
0
19:36:00 19:36:30 19:37:00 19:37:30 19:38:00 19:38:30 19:39:00 19:39:30
current
== total record errors 40
« total records sent 33

(%) CONFLUENT

Source records read

60
S0
40
0 . . |
20
21:08:00 21:08:30 21:09:00 21:09:30
current
«= Sink-task-metrics.mean 33
-l
Dead Letter Queue (Avro Sink) produce requests
60
40
20
|
0
21:08:00 21:08:30 21:09:00 21:09:30
current
«= DLQ produce requests 13
-l
@rmoff



Want to
learn

M
N

more?

CTAs, not CATs

(%) CONFLUENT \

(sorry, not sorry)



https://unsplash.com/@tuckergood?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/cat-book?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

confluent cloud

Fully Managed Kafka

o [m] *15: [m]
as a Service

[=]'x



Learn K

Start Ol
Apache Ka
Confluent

T R - - e e




Confluent Community Slack group

[=]

[=];
chnfl.io/slack
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@rmoff rmoff.dev/talks youtube.com/rmoff



