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1mport nexmo

client = nexmo.Client(
key="a925db1ar392", secret="01nd637fn290e31mc721"
)

client.send message(4
"from": "Python",
"to": "447700900981",
"text": "Hello world”

})
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1mport nexmo

client = nexmo.Client(
key="a925db1ar392", secret="01nd637fn290e31mc721"
)

client.send message({
"trom” ¢ "Python”,
"to": "447700900981",
"text": "Hello world"

k)
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1mport nexmo

NEXMO_KEY = "a925dblar392”
NEXMO_SECRET = "01nd637tfn290e31mc7/721"
MY _NUMBER = "447700900981"

client = nexmo.Client(key=NEXMO KEY, secret=NEXMO SECRET)
client.send message(4

"from": "Python",

"to": MY NUMBER,

"text": "Hello world”

})
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1mport nexmo

NEXMO_KEY = "a925dblar392”
NEXMO_SECRET = "01nd637tn290e31mc721"
MY _NUMBER = "447700900981"

client = nexmo.Client(key=NEXMO_KEY, secret=NEXMO_SECRET)
client.send message(q

"trom” ¢ "Python”,

"to": MY NUMBER,

"text": "Hello world”

F)
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1mport nexmo

NEXMO_KEY = "a925dblar392”
NEXMO_SECRET = "01nd637tfn290e31mc7/721"
MY _NUMBER = "447700900981"

client = nexmo.Client(key=NEXMO KEY, secret=NEXMO SECRET)
client.send message(4

"from": "Python",

"to": MY NUMBER,

"text": "Hello world”

})
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o1t add .

glt commit -m “wip”
g1t push

q®
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. CODEBASE

|Il. DEPENDENCIES

lIl. CONFIG

IV. BACKING SERVICGES
V. BUILD,RELEASE,RUN
VI. PROCESSES

Vil. PORTBINDING

Vill. CONCURRENCY
IX. DISPOSABILITY
X. DEV/PRODPARITY
XI. LOGS

XIL. ADMINPROCESSES NexXMe
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YA LI7MUS 7EST7 FOR WHETHER AN AFFP AKAS ALl CONFIG CORREC7LYV

PACTORED OU7 OF THE CODE [S WHETHER 7HE CODEEASE COWD EE

MADE OFEN SOURCE A7 ANV MOMENT, WITHOU7 COMFROM/SING ANV
CRECENTALS.
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import os
import nexmo

client = nexmo.Client(
key=o0s.environ[ "NEXMO_KEY"], secret=os.environ["NEXMO_SECRET"]
)

client.send message(4
"from": "Python",
"to": os.environ["MY_NUMBER"],
"text": "Hello world”

})
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client = nexmo.CLient(
key=o0s.environ[ "NEXMO_KEY"], secret=os.environ["NEXMO_SECRET"]

@li@mtosqu nessage( {
“trom”: "Python”,
"to": os.environ["MY_NUMBER"],
"text": "Hello world”

F)
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1mport oS
1mport nexmo

client = nexmo.Client(
key=os.environ.get("NEXMO_KEY"),
secret=os.environ.get("NEXMO_SECRET")

)

client.send message(4
"from": "Python",
"to": os.environ.get("MY_NUMBER"),
"text": "Hello world”

})
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1mport os
1mport nexmao

client = nexmo.CLient(
key=o0s.environ.get("NEXMO_KEY"),
secret=os.environ.get("NEXMO_SECRET")

)

client.send message(q
"trom”: "Python”,
"to": os.environ.get("MY_NUMBER"),
"text": "Hello world"

F)

NnexXme

The Vonage® API| Platform




1mport os
1mport nexmo

client = nexmo.Client(
key=o0s.getenv("NEXMO_KEY"),
secret=os.getenv("NEXMO_SECRET"),
)

client.send message(
{
"from": "Python",
"to": os.getenv("MY_NUMBER"),
"text": "Hello world",
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1mport os
1mport nexmao

client = nexmo.CLlient(
key=0s.getenv("NEXMO_KEY"),

secret=os.getenv("NEXMO_SECRET"),
)

client.send message(
1
"trom”: "Python”,
"to": os.getenv("MY_NUMBER"),
"text”: "Hello world”,
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deactivate () {

Unset variables
unset NEXMO KEY
unset NEXMO_SECRET
unset MY NUMBER

export NEXMO_KEY="a925dblar392"
export NEXMO_SECRET="01nd637fn290e31mc721"
export MY_NUMBER="447700900981"
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deactivate () {

Unset variables
unset NEXMO KEY
unset NEXMO SECRET
unset MY NUMBER

port NEXMO KEY="a925dblar392”
port NEXMO SECRET="01nd637tn29oe3lmc721"
port MY NUMBER="447700900981"
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deactivate () {

# Unset wvariables
unset NEXMO KEY
U
U

nset NEXMO_SECRET
nset MY_NUMBER

export NEXMO_KEY="a925dblar392"
export NEXMO_SECRET="01nd637fn290e31mc721"
export MY _NUMBER="447700900981"
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WOMREMNY /S AN EXTENS/ON FOR VYOUR SHELL /7
AVCMENTS EXISTING SHELLS WI7H/ A NEW FEA7URE
THAT CAN LOAD AND UNLOAD EMNVIRONMENT IARKIELES
DEFENONG ON 7HE CURRENT7 DIRECTORY.”
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$ echo export NEXMO _KEY=a925dblar392 > .envrc
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$ echo export NEXMO _KEY=a925dblar392 > .envrc
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$ echo export NEXMO _KEY=a925dblar392 > .envrc

$ direnv allow .
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$ echo export NEXMO _KEY=a925dblar392 > .envrc

$ direnv allow .

direnv: reloading

direnv: loadilng .envrc
direnv export: +NEXMO_KEY
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$ echo export NEXMO _KEY=a925dblar392 > .envrc

$ direnv allow .

direnv: reloading

direnv: loadilng .envrc
direnv export: +NEXMO_KEY
$ cd
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$ echo export NEXMO _KEY=a925dblar392 > .envrc

$ direnv allow .

direnv:
direnv:

direnv
$ cd

direnv:

reloading
loading .envrc
export: +NEXMO_KEY

unloading
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echo .envrc > ~/.gitignore
g1t config --global core.excludesfile ~/.gitignore
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'“export .*=" .envrc > .envrc.example

grep -ohr
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client nexmo.Client(
application_id=os.getenv("NEXMO_APPLICATION ID"),
private _key=os.getenv("NEXMO_PRIVATE KEY", "./private.key"),

)

response = client.create call(

i
"to": [{"type": "phone", "number": os.getenv("TO_NUMBER")}],

"from": {"type": "phone", "number": os.getenv("NEXMO_NUMBER")},
"answer_url": [f"{os.getenv('VAPI URL')}/answer"],

NnexXme
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client = nexmo.Client(
application_id=os.getenv("NEXMO_APPLICATION ID"),
private _key=os.getenv("NEXMO_PRIVATE KEY", "./private.key"),

)

response = client.create_call(
1
"to": [{"type": "phone", "number": os.getenv("TO_NUMBER")}],
"from": {"type": "phone", "number": os.getenv("NEXMO_NUMBER")},
"answer_url": [f"{os.getenv('VAPI URL')}/answer"],
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client NeXmo .
application 1a
private_key

)

response = client.

{
00 Eti 0 00 0 H: [%Z 00 ﬁti §y7 E:> e 00

Wff@mwg {wtyp@w

“answer url” e

("NEXMO_PRIVATE_KEY",

Uﬂp

U

74

( "NEXMO_APPLICATION_ID"),

(

none”
phone " ,

"./private.key"),

"number " : ("TO_NUMBER" )}],

"number” ( "NEXMO_ NUMIERW>}

( "VAPT URL >}/@WSW@FW]
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SClT-SECRET ENCRVFFTS FHES AND
STORES THEM NWS/DE THE G/7
REFOSITORY, SO VOU WL ARVE ALL 7THE

CARNGES FOR EVERY COMM/7.”
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$ git secret init
git-secret: 1nit created: '/myproject/.gitsecret/'
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$ git secret tell me@aaronbassett.com

ng: marginals needed: 3 completes needed: 1 trust model: pgp

ng: depth: 0 valaid: 1 signed: © trust: 0-, 0g, On, Om, 0f, 1u

0g: next trustdb check due at 2021-09-30

ng: keybox '/myproject/.gitsecret/keys/pubring.kbx' created

ng: /myproject/.gitsecret/keys/trustdb.gpg: trustdb created

it-secret: done. me@aaronbassett.com added as user(s) who know the secret.
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$ git secret add private.key

glt-secret: auto adding them to .gitignore
git-secret: 1 item(s) added.
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$ cat .gitignore
.gltsecret/keys/random_seed
l%.secret

private.key
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$ 1s

g1t
.gltignore
.gltsecret
private.key
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$ git secret hide
glt-secret: done. 1 of 1 files are hidden.
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$ 1s

g1t

.gltignore
.gltsecret
private.key
private.key.secret
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$ git secret reveal

glt-secret: done. 1 of 1 files are revealed.
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$ git secret whoknows
meglaaronbassett.com

$ git secret list
private.key
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$ git secret killperson me@aaronbassett.com

$ git secret reveal
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WCIT-SECRETS SCANS COMMITS, COMMYIT MESSAGES, AND —NO-FF
MERGES 70 FREVENT ADDNG SECRETS W70 VYOUR G/7” REFCS/TOR/ES.
F A COMMIT; COMMI7T MESSAGE, OR ANY COMMI7T W A —NO-FF MERGE

STV MATCHES ONE OF YOUR CONFIGURED FROMETED REGUAR
EXTRESS/ON FBA77ERNGS, 7HEN THE COMMIT S REECTED.
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$ git secrets --register-aws --global
OK

$ git secrets --install ~/.git-templates/git-secrets
v Installed commit-msg hook to /Users/aaronbassett/.git-templates/git-=
secrets/hooks/commit-msg

v Installed pre-commit hook to /Users/aaronbassett/.git-templates/git-=
secrets/hooks/pre-commit

v Installed prepare-commit-msg hook to /Users/aaronbassett/.git-templates/
git-secrets/hooks/prepare-commit-msg

$ git config --global init.templateDir ~/.git-templates/git-secrets
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$ git secrets —-register-aws —global
OK

$ git secrets --install ~/.git-templates/git-secrets

Vv Installed commit-msg hook to /Users/aaronbassett/.git-templates/git-
secrets/hooks/commit-msg

Vv Installed pre-commit hook to /Users/aaronbassett/.git-templates/git-
secrets/hooks/pre-commit

v Installed prepare-commit-msg hook to /Users/aaronbassett/.git-templates/
glt-secrets/hooks/prepare-commit-msg

$ git config --global init.templateDir ~/.git-templates/git-secrets

Nnexmae

The Vonage® API Platform




$ git secrets —-register-aws —global
OK

$ git secrets --install ~/.git-templates/git-secrets
v Installed commit-msg hook to /Users/aaronbassett/.git-templates/git-=
secrets/hooks/commit-msg

v Installed pre-commit hook to /Users/aaronbassett/.git-templates/git-=
secrets/hooks/pre-commit

v Installed prepare-commit-msg hook to /Users/aaronbassett/.git-templates/
git-secrets/hooks/prepare-commit-msg

$ git config --global init.templateDir ~/.git-templates/git-secrets

NnexXme

The Vonage® API Platform




0 gl cecrets --register-aws —clobal
OK

$ git secrets --install ~/.git-templates/git-secrets

v Installed commit-msg hook to /Users/aaronbassett/.git-templates/git-=
secrets/hooks/commit-msg

v Installed pre-commit hook to /Users/aaronbassett/.git-templates/git-=
secrets/hooks/pre-commit

v Installed prepare-commit-msg hook to /Users/aaronbassett/.git-templates/
git-secrets/hooks/prepare-commit-msg

$ git config --global init.templateDir ~/.git-templates/git-secrets
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“"[5KL][1-9A-HJ-NP-Za-km-z]{50,51}%
(xox[plblolal-[0-9]{12}-[0-9]{12}-[0-9]{12}-[a-z0-9]1{32})
https://hooks.slack.com/services/T[a-zA-Z0-9 _1{8}/Bla-zA-Z0-9_]{8}/[a-zA-Z0-9 _1{24}
EAACEdEose@cBA[0-9A-Za-z ]+
[tITIIwlwI[1lTI][t[T][t|IT]I[elE]l[rIR].*[1-9]1[0-9]+-[0-9a-zA-Z]{40}
[tITIIwlwWILiII]I[t[TI[tITIlelElI[rIR].*["|\"]1[0-9a-zA-Z]1{35,44}["[\"]

AIza[0-9A-Za-z\\-_1{35}

[0-9]+-[0-9A-Za-z_]{32}\\.apps\\.googleusercontent\\.com

ya29\\.[0-9A-Za-z\\-_]+

[h|H][e RI[olO0][k|IK][ulU].*[0-9A-F]1{8}-[0-9A-F]{4}-[0-9A-F]1{4}-[0-9A-F]1{4}-[0-9A-F]{12}
END) PRIVATE KEY

END) RSA PRIVATE KEY
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$ git secrets --add-provider -- cat /secret/file/patterns
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va29\\.[0-9A-Za-z\\-_]+
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EAACEdEose@cBA| 0-9A-Za-z |+
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$ cd /secret/file/patterns
$ 1s

crypto

keys

vendors
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(xox[plblolal-[0-9]{12}-[0-9]{12}-[0-9]{12}-[a-z0-9]1{32})
https://hooks.slack.com/services/T[a-zA-Z0-9 1{8}/Bla-zA-Z0-9_]{8}/[a-zA-Z0-9 1124}

EAACEdEose@cBA[0-9A-Za-z ]+

[tIT][wlw][ilI][tITI[tIT]l[elE]l[r|IR].*[1-9][0-9]+-[0-9a-zA-Z]{40}
[tITIIwlWI[ilT][t|TILtIT]I[elE][r|IR].*["[\"]1[0-9a-zA-Z]{35,44}["[\"]

AIza[0-9A-Za-z\\- ]1{35}

[0-9]+-[0-9A-Za-z_1{32}\\.apps\\.googleusercontent\\.com
yva29\\.[0-9A-Za-z\\-_1+

[h|H][elE][r|R][olO][k|K][ulU].*x[0-9A-F1{8}-[0-9A-F]{4}-[0-9A-F]1{4}-[0-9A-F]1{4}-[0-9A-F]{12}
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git secrets --add-provider -- egrep -rhv "("#|"$)" /secret/file/patterns
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“"[5KL][1-9A-HJ-NP-Za-km-z]{50,51}%
(xox[plblolal-[0-9]{12}-[0-9]{12}-[0-9]{12}-[a-z0-9]1{32})
https://hooks.slack.com/services/T[a-zA-Z0-9 _1{8}/Bla-zA-Z0-9_]{8}/[a-zA-Z0-9 _1{24}
EAACEdEose@cBA[0-9A-Za-z ]+
[tITIIwlwI[1lTI][t[T][t|IT]I[elE]l[rIR].*[1-9]1[0-9]+-[0-9a-zA-Z]{40}
[tITIIwlwWILiII]I[t[TI[tITIlelElI[rIR].*["|\"]1[0-9a-zA-Z]1{35,44}["[\"]

AIza[0-9A-Za-z\\-_1{35}

[0-9]+-[0-9A-Za-z_]{32}\\.apps\\.googleusercontent\\.com

ya29\\.[0-9A-Za-z\\-_]+

[h|H][e RI[olO0][k|IK][ulU].*[0-9A-F]1{8}-[0-9A-F]{4}-[0-9A-F]1{4}-[0-9A-F]1{4}-[0-9A-F]{12}
END) PRIVATE KEY

END) RSA PRIVATE KEY
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$ git add ‘private.key’
$ git commit -m "Adding some files I shouldn't"
private.key:1: BEGIN PRIVATE KEY

[ERROR] Matched one or more prohibited patterns

Possible mitigations:
Mark false positives as allowed using: git config --add secrets.allowed
Mark false positives as allowed by adding regular expressions to .gitallowed at repository's root directory
List your configured patterns: git config --get-all secrets.patterns
List your configured allowed patterns: git config --get-all secrets.allowed
List your configured allowed patterns in .gitallowed at repository's root directory
Use --no-verify 1f this 1s a one-time false positive
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YAVDNT GIf7T REFFPOS FOR SECRETS. GI7TLEAKS
FROUVDES A WAV FOR YOU 70 FIND
UNENCRVFFTED SECRETS AND O7THER UNNANTED
DU7A 7TVFFES W Gf77 SOURCE CODE REFOSITORIES
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. AGITREPG
II. GITHUBUSER
lIl. GITHUB ORGANIZATION

IV. GITHUBPR
V.GITLABUSER
VI.GITLABGROUP




"commit": "37f1978®583f12fd2fb687f2d7d384®88®e79c76"
"offender": " :

"rule”: " PKCSS" ,

"info": "

"commitMsg": "wilp backup ",
"author": "Joe Bloggs",
"email": "jbloggs@example.com",
"file": "app/private.key",

"repo": "my-awesome-app",

"date": "2019-09-14T12:26:10+08:00",
"tags": "key, PKCS8",

"severity": ""

regex match",
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gitleaks —github-org=MyOrg > /dev/null
Y 0 ]

echo "No Leaks”

nexmo sms 447700900235 Git 1s leaking --confirm
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gitleaks —github-org=MyOrg > /dev/null
[ $7? 0 ]

echo "No Leaks"

nexmo sms 447700900235 G1t 1s leaking --contlrm
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gitleaks —github-org=MyOrg > /dev/null
[ $? 0 ]

echo "No Leaks”

nexmo sms 447700900235 G1t 1s leaking --contlrm
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gitleaks —github-org=MyOrg > /dev/null
[ $7? O ]

echo "No Leaks"

nexmo sms 447700900235 Git 1s leaking --confirm
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# PGP IS APITA, USE TOOLS TO MAKE IT EASIER #
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