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STANDARD STANDARD STANDARD BUILD
PARTS PROCESS INFRASTRUCTURE FOR CHANGE
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STANDARD
PARTS

Standardized
Interoperable

Multi-vendor
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STANDARD
PROCESS

Eliminate redundancy
Encourage flexibility

Drive modularity
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STANDARD
INFRASTRUCTURE

Process drives tools.
Not the other way around.
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BUILD
FOR CHANGE

Turn craftwork
into commodities.

Design for improvement,
not function.

& Fednat
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RELEASES PER YEAR
1/day - 1/hour




INTRO TO CI/CD

source Cl/CD container
repository engine

g9 https://www.youtube.com/watch?v=65BnTLcDAJI « - rednat.



INTRO TO CI/CD

Nexus

SonarQube Repository

Jenkins:
Coverage
Static Analysis

Jenkins: Jenkins: Jenkins: Jerkins: Jenkins:
Build Archive Artifacts Trigger Image Build . Intelc ;ation ITeSt Promote Image
Package in Nexus Deploy to DEV g Deploy to STAGE

Jenkins:
Unit Tests

OpenShift: OpenShift:
Build Docker Image Promote Image
Deploy to DEV Deploy to STAGE

10 https://www.youtube.com/watch?v=65BnTLcDAJI - redhat.



Meanwhile, in Government:
FISMA from an earlier era

Architecture Description
Architecture Reference Models

Segment and Solution Architectures

PROCESS
OVERVIEW

<

Mission and Business Processes Starting
Information System Boundaries Point
Repeat as y
* Step 1
CATEGORIZE
Step 6 Information System
MONITOR
Security Controls
RISK
MANAGEMENT
FRAMEWORK
Step 5
AUTHORIZE
Information System Step 4
ASSESS

Security Controls

Organizational Inputs

Laws, Directives, Policy Guidance
Strategic Goals and Objectives

Priorities and Resource Availability
Supply Chain Considerations

-

Step 2

SELECT
Security Controls

Step 3

IMPLEMENT
Security Controls

<+

Written in 2003-2004

Pre GovCloud, C2S, MilCloud

Pre DevOps, Infrastructure as Code
Multi-year dev/ship cycles common
Waterfall dominant

IT was more manual a decade ago

Q. redhat
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Meanwhile, in Government:

FISMA from an earlier era

Architecture Description PROCESS Organizational Inputs
Architecture Reference Models OVERVIEW Laws, Directives, Policy Guidance
S it and Solution Architects Strategic Goals and Objecti ° o
:J?irs“;:naa;d Bouzi::;s ::roIc:s_suer:s Starting Prinriti:sg:ndnl_::s::rc_e A]::ilglfislity xaCta®l featurlng the AWS Enterprlse !. |
Information System Boundaries Point Supply Chain Considerations Accelel"ator for Compliance ‘ 3
Repeat as y AWS and Telos® — Accelerating secure and compliant cloud deployments.
= Step 1 = - - - -
CATEGORIZE The Business Case for Xacta featuring the AWS Enterprise Accelerator for Compliance
Information System
Step 6 Step 2
MONITOR SELECT The key to AWS and Xacta saving you time and effort is the ability to inherit common
FLEGRY IR e SectrityContets security controls and automate key compliance processes. According to an analysis
* MANAGEMENT * conducted by Telos:
FRAMEWORK
Step 5 Step 3 The estimated effort for a typical deployment of the NIST Risk Management
AUTHORIZE IMPLEMENT Framework for a small system is 2,546 labor hours over a six-month period.
Information System Step 4 Security Controls
oSESS Applying Xacta featuring the AWS Enterprise Accelerator for Compliance would
Security Controls A i
<= <= reduce the effort to a conservative estimate of 2,062 hours over 3-4 months,
with the potential for additional timeline compression as the organization
matures.

https://www.telos.com/assets/Telos-AWS-white-paper.pdf

Q. redhat



DevOps + Security
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Layered Packaging: Separation of Concerns

Operations Architects Application
developers

14 ‘ redhat



Public and Private Registries
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Registries: Where do you get your containers?

What security meta-data
is available for your images?

RUNTIME

Are the images updated
regularly? 0sS

Are there access controls in
the registry? How strong are
they?

Red Hat Container
Registry

Policies to control who
can deploy which
containers

Certification Catalog

Trusted content with
security updates

= = = o -

| CONTAINER
|

RUNTIME

(O]

Q. redhat



Container Contents Matter

You need to know . ..

e Will what’s inside your container
compromise your infrastructure?

e Are there known vulnerabilities
in the application layer?

e Are the runtime and operating
system layers up to date?

APPLICATION

RUNTIME

OS

16
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@ OpenSCAP

Community created portfolio of tools and content
to assess systems for known vulnerabilities.

https://github.com/NSAgov
Or direct: https://github.com/OpenSCAP

Q. redhat


https://github.com/nsagov
https://github.com/nsagov
https://github.com/OpenSCAP

National Security

Agency
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NSAgov

Follow

Block or report user

Overview Repositories 0 Stars 8

Popular repositories

apache/nifi

Mirror of Apache NiFi

@®Java *Ka61 Y420

OpenSCAP/scap-security-guide

Baseline compliance content in SCAP formats

XSLT W 227 %120

OpenAttestation/OpenAttestation

Software Development Kit to enable remotely retrieval

and verify target platforms integrity

@®Java K65 Y43

https://github.com/nsagov

LOCKHEED MARTIN

RESYS

TECHNOLOGY

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

L& Army Messanch Laborsiary

V\MIS )

Q. redhat



@ OpenSCAP

RHEL7 STIG content, rebased in RHEL 7.3:
Shipping in RHEL 7:

e 6,180 commits from 95 people

. 441,055 lines of code ¢ Intelligence Community: C2S and CS2

e DoD: RHEL7 Vendor STIG
OpenSCAP interpreter contains:
e 6,811 commits from 74 people e Civilian: USGCB/OSPP

e 157,775 lines of code
e Justice: FBI Criminal Justice Info. Systems

“Security Button” RHEL7 Installer: (FBI CJIS)

e 6 people, 90 days

19 ‘ redhat



More Secure, Reliable ITona

) |
P“_i' Defined and Continuously Monitored 1
established Verified basis = Unprecedented |
Reference Configuration Operational Readiness ‘
Image Settings

20 ‘ redhat



Atomic Scan

Enables multiple container scanners

@ OpenSCAP

RED HAT
CONTAINER
SCANNING
INTERFACE

21
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Example Pipeline

& Jenkins

Jenkins demao-application-pipeline

% Back to Dashboard

s Pipeline demo-application-pipeline

= Changes

N

a,z-} Build with Parameters

) Delete Fipeline

2 Configure

A
Full Stage View Checkout Huilg SOnErjue OpenShift Build Container Scan Openshitt Dey :éggl::::ﬁ:: Ueglay lo
Application analysis L Deploy Tlest Production
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or all ) RSS for failures
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Contact Info

LinkedIn: https://www.linkedin.com/in/shawndwells/

EMail: shawn@redhat.com
Cell: 443-534-0130 (US EST)
Blog: https://shawnwells.io

OpenSCAP Slides + Videos:
https://github.com/OpenSCAP/scap-security-guide/wiki/Collateral-and-References
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