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e Becoming an
APl Explorer Y
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Welcome to APl Explorer Academy! #

Our Mission

\% . .
/ e Discovering what to look for
( N e ' Equipping with the right tools
L4 / e Loving the journey, even with

the bumps along the way!
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Before we start, who is this person talking to me?

e Professional APl Wrangler (i.e. Tl — €
Developer Advocate) at Orbit t
e Ruby is my happy language . A sy

e SAN = JFK = TLV - 7 -«
2
@ orbit.love ben@orbit.love i
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Bonus Slide!

b/

5. We’re hiring Qq

e Globally distributed
team *

e Remote first

e Empathetic
product-driven
engineering -

e Enjoys space puns...
sometimes

& orbit.love/careers



First of aII
What is an API7



¢

“... when a company offers an API to their J
customers, it just means that they’ve built a

' set of dedicated URLs that return pure data
' responses — meaning the responses won’t
' contain the kind of presentational overhead

that you would expect in a graphical user
interface like a website.”

-  Whatis an APl in Plain English

Qi“bit @rabbigreenberg


https://www.freecodecamp.org/news/what-is-an-api-in-english-please-b880a3214a82/

Examples of APIs

e (Cat Facts - https://alexwohlbruck.github.io/cat-facts/

e Harvard Art Museums - https://github.com/harvardartmuseums/api-docs

e (Google Books - https://developers.google.com/books/

e Charity Search - http://charityapi.orghunter.com/

e National Bank of Poland - http://api.nbp.pl/en.html

e U.S. Street Address Validation - https://www.smartystreets.com/docs/cloud/us-street-api

e Associated Press - htips://developer.ap.org/

%bit @rabbigreenberg


https://alexwohlbruck.github.io/cat-facts/
https://github.com/harvardartmuseums/api-docs
https://developers.google.com/books/
http://charityapi.orghunter.com/
http://api.nbp.pl/en.html
https://www.smartystreets.com/docs/cloud/us-street-api
https://developer.ap.org/

You’re

interested
in an API?




+ API Explorer Academy: Stage | s

<+

Initial




" Your Investigation Checklist ¥ ‘

API| Reference ) . J
Documentation
Credentialing
Rate Limits
Pagination
Support

B % %% %%
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' API Reference y
= ) §

Why do you need an
API reference?

Qi“bit @rabbigreenberg



¢

“The OpenAPI Specification (OAS) defines J
a standard, language-agnostic interface to

' RESTful APIs which allows both humans
 and computers to discover and understand
' the capabilities of the service without

access to source code, documentation, or
through network traffic inspection.”

-  OpenAPI Introduction

Qi“bit @rabbigreenberg


https://swagger.io/specification/

Ypostt

"summary": "Create a Custom or a Content activity for a new or existing
member",

"tags": ["Activities"],

"description": "Use this method when you know an identity of the member
(github, email, twitter, etc.) but not their Orbit ID. Pass fields in the member object
to update the member in addition to creating the activity.",

"security": [

{

"bearer": []

What are the parameters?

’
"parameters": [

{
”Qame”: "workspace_id"
e O What does an error look like?
"schema {
"type": "string"

} q
: What does success look like?
"responses": {
"422": {
"description": "unprocessible",
"content": {
"application/json": {
"example"
"errors": {
"base": [
"Either identity or member name, email, GitHub, Twitter or
Discourse is required"
]I
"email": ["is invalid"],
"name": ["is too long (maximum is 250 characters)"],
"workspace": ["has blocked this identity"]

Qi"bit @rabbigreenberg




: Sample API
: Optional multiline or single-line description in [CommonMark]
(http://commonmark.org/help/) or HTML.
2 (Wilinle)

http://api.example.com/v1

: Optional server description, e.g. Main (production) server
http://staging-api.example.com

: Optional server description, e.g. Internal staglns server for testin

]

i

Returns a list of users.
: Optional extended description in CommonMark or HTML.

: A JSON array of user names

: array

string

beit @rabbigreenberg




r than 0.

: Authorization information 1s missing or invalid.

: A user with the specified ID was not found.

Unexpected error.

beit @rabbigreenberg




have an API~
reference?

{



" Documentation

IS there
documentation?

¢
J
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Can an API even be
used without
documentation... ?

- Stoplight


https://stoplight.io/api-documentation-guide/basics/

Types of Documentation

-

(B Overviews

(8 Tutorials

8 Quickstarts
(8 Code Snippets
(B Use Cases

¢ : 4
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Errors

HTTP respor

failur

ndicate the succ

Codes in the 4xx ra

inthe 2xx range ind

indicate an error that failed given the information prov required param

vith St

5xx 1 n erro

Describe each status code

that briefly explains the error re

Was this section helpful?

Soliciting feedback -

The type of error returne:

eof api_error, card_error, idempotency_error , or

invalid_request_error

code

ort string indicating the

programmatically, a

Attributes with data types

decline_code

For card om a card issuer decline, a sh

dicating

provide

message

A human: > message providing more details about the error. For card errors, the:

Describe error types

parameter

cific, the paran

rre

use this to display a me ge near the corre orm field

payment_intent

The Paymentintent object for

200 - OK

400 - Bad Request

401 - Unauthorized
402 - Request Failed

403 - Forbidden

404 - Not Found
409 - Conflict
429 - Too Many
Requests

500, 502, 503, 504 -
Server Errors

api_error

card_error

idempotency_error an Idempotency—

atch the

invalid_request_erro

: J;rbit®@rabbigreenberg
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W Does it have 2

documentation? "
{
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% Credentials

Is it secure?

¢

Q/i“bit @rabbigreenberg



A
Y

*

- Authentication is |dentity “

(a3

Authorization is Access

'Q:i“bitm@rabbigreenberg



API . iosse v

what | am asking for.”

o ‘I believe you are

who you say you are,
here is your data.”

APPLICATION

e S——.

Qi“bit @rabbigreenberg



- Authentication Protocols

. i APl Key
. i OAuth

" J
B Basic Auth

%bit @rabbigreenberg



Authentication Protocols ‘

Basic Auth
& >

o Baseb64 encoded username and passw

& APl Key

o A key that identifies an authorized
application

B OAuth

o User scoped authentication
o Multi-step process

Q/i“bit @rabbigreenberg



Basic Authentication Example

BIBIH.

curl \
GET \
"Authorization: Basic|YmVuOmJlbg| \
"Content-Type: application/json” \
"https://my-awesome-api.com/api/v2/users/me"

Qi-bit @rabbigreenberg



APl Key Example

POST \
https://my-awesome-api.com/api/v2/users/me \

'Accept: application/json'

"Authorization: Bearer Jabcfjkfj39alj2

'Content-Type: application/json’

Qi“bit @rabbigreenberg



OAuth 2.0 Client Credentials Flow

1 Send Client ID
CLIENT and secret to
/token
- 0
.

p. 4 Request data
with token
Validate client
ID and secret 3

client

Qi“bit @rabbigreenberg




0 *\_\

¥ How does it ;3

uthentlcate? ‘ \
{
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.. Rate Limiting and ¢4
= Pagination J /

Are there IImits?
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A
i

*

0
.
¥
|
J .
.

Rate Limiting is about requests

~Pagination is about records =

'Q:i“bitm@rabbigreenberg



Rate Limiting

The Orbit API is protected by a number of rate-limiting measures to ensure the stability of the system.

IThe APl is rate-limited at 120 requests per IP per minute. I

Should you hit this limit, you will receive a response with an HTTP status code setto 429 Too Many

Requests . The time at which you can make the next request will be indicated with a Retry-After header.
More information about the current rate-limiting status for a particular request is available in the
RateLimit-x headers.

If you require a higher rate limit, please get in touch, we'd love to learn more about your use case.

'Q.i"bitu@rabbigreenberg




Query Parameter

status
string

Filter by call status

Must be one of: started, ringing, answered , machine , completed , busy, cancelled,

failed , rejected, timeout O unanswered

date_start
string (date-time)

Return the records that occurred after this point in time

date_end
string (date-time)

Return the records that occurred before this point in time

page_size
integer | DEFAULT: 10

Return this amount of records in the response

beit @rabbigreenberg
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Pre-FIigh) . =

“~

Checks




 Let’s
check out
this API!
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Q *\s

Experlmentlng Lg'a
with an API
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- Why do we experiment?

.| WA See Live Data
. | WP Check Assumptions
W2 Do Something Wrong

<
Or

.
7

bit @rabbigreenberg



POSTMAN
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Home Workspaces v Reports Explore

22 Demo Workspace

3 + =

GET General Stats

Collections
v API101

GET Get all customers

GET Get one customer
[=] Add new customer

Environments PUT Update customer
= DEL Remove customer

Mock Servers v COVID19-Tracker

GET Gepe

Monitors

Examine
the API
response

> [ 3.Check
v Watching APIs
GET Postman Echo GET

Postman Echo POST

GET Postman Echo GET

pol1&lastName=fo02

2 Invite @ Q
No Environment

B save

.ﬁ- 22 Team v

Settings

requests to
replay later

DESCRIPTION
filter by firstName

filter by lastName

Cookies

Bulk Edit

X

ED [ Console

.Qi-bit‘@rabbigreenberg

Body Cookies (1) Headers (7) TestR

Pretty Raw Preview

"firstName" i
"lastName":

"headers": {
"x-forwarded-proto":
""x-forwarded-port": "80",

© 0NV A WNR

. headers and more

"host": "postman-echo.com",

o
()

"user-agent": "PostmanRuntime/7.26.8",

""'x—amzn-trace-id": "Root=1-5fc5d991-72ae448f234cb4dd2c177b84",

Define parameters,
— authentication,

@ Desktop Agent (3] Runner  [ij Trash






https://docs.google.com/file/d/1lTlLt_qLr04MZu1_CXX4Wc_NG443aLGJ/preview

User's unpublished articles
Authonza‘“on This endpoint allows the client to retrieve a list of unpublished articles on behalf of an

. authenticated user.
options:
"Articles" are all the posts that users create on DEV that typically show up in the feed. They can be
a blog post, a discussion question, a help thread etc. but is referred to as article within the code.

e APIKey
e OAuth

Unpublished articles will be in reverse chronological creation order.

It will return unpublished articles with pagination. By default a page will contain 30 articles.

IAUTHORIZATIONS: pi_key ) OR ( oauth2 ) I

QUERY PARAMETERS POSSible APl
page integer <int32> responses:

Default: 1
Pagination page.

per_page integer <int32> ¢ 200
Default: 30 [ ] 401

Page size (the number of items to return per page).

Responses

> 200 A list of articles

Vv 401 Unauthorized

Qi“bit @rabbigreenberg






https://docs.google.com/file/d/1nIumtyxTggtlBVRpLsZnRibn_isgxzXA/preview
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You don’t
have to do
it alone




- Tools To Help.You On Launch Da*

| W SDKs
- W Low-Code/No-Code
" Tools

Q/f'bit @rabbigreenberg



What is an SDK’?
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¢

“SDK stands for software development kit. J
Also known as a devkit, the SDK is a set of

' software-building tools for a specific
' platform, including the building blocks,
. debuggers and, often, a framework or

group of code libraries such as a set of
routines specific to an operating system

L]
(OS) - IBM Introduction to SDKs

Qi“bit @rabbigreenberg


https://www.ibm.com/cloud/blog/sdk-vs-api

£ Ben Greenberg @RabbiGreenberg - 16m
L ’ﬂf,- If someone asked you to explain in a short sentence the benefit of using an
SDK to work with an API, what would you say?
31 Q 2 ' 1|
#ml Ariel Caplan
¢ @amecaplan

R
Replying to @RabbiGreenberg
The SDK allows you to treat the external APl as simply
another code module, which is much easier to reason
about and handle errors from.

3:24 PM - Sep 30, 2021 - Twitter Web App

5 l_i KEeS
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worrying y
"4 about the
T API




Manages
authentication

Orbit Activities Helper Library for Node.js

Orbit API helper library for Node.js.
This client can create, read, update and delete activities in your Orbit workspace.

Crbit

Installation

npm install @orbit-love/activities

Constructor

require('@orbit-love/activities')

const OrbitActivities
new OrbitActivities(orbitWorkspaceld, orbitApiKey)

st orbitActivities
orbitWorkspaceld - The part of your Orbit workspace URL that immediately follows the app.orbit.love. For
example, if the URL was https://app.orbit.love/my-workspace, then your Orbit workspace ID is my-

workspace.
orbitApiKey - This can be found in you Orbit Account Settings.

Initializing with environment variables
If you have the environment variables ORBIT_WORKSPACE_ID and ORBIT_API_KEY set, you can initialize the client

like so:

require('@orbit-love/activities')

const OrbitActivities =
= new OrbitActivities()

const orbitActivities

Rate Limits & Page Sizes

« Information about Orbit API Rate Limiting
s, you can ask request a number of results per request between 1and 100.

* For list meth

Handles rate
limiting and
pagination

Qi“bit @rabbigreenberg



N ' \ ) D
APls Can Introduce Breaking Changes & )

Don’t Let Them Break You

Qi“bit @rabbigreenberg



Adding Activities to Orbit
via the API directly

You need to know:
Headers
Authentication

const options = {
'POST',
{
'application/json',
'Content-Type': 'application/json',
'Bearer my_api_key'

Data format
(JSON)
Data types

b All these are

subject to

JSON.stringify({
{

'New Planet Signed Up for Starfleet',
'starfleet:signup’,
'Klingon has joined Starfleet via Twitter',

change (often)!

{

‘qunnoq’, 'XL'

fetch('https://app.orbit.love/api/vl/my_workspace/activities', options)
.then(respor .json())
.then(r se le.log(response))
.catch(er console.error(err));

Qi“bit @rabbigreenberg



Adding Activities to Orbit

via the SDK

You need to know:

e What your data is
oSt data w1 e What method to

activity_type: ‘starfleet:signup’, (:Ei”
title: “New Planet Signed Up for Starfleet",
description: "Klingon has joined Starfleet via Twitter",
member: {
tshirt: 'XL',
twitter: ‘qunnoq’

const memberId = 'janesmithe4'

}

orbitActivities.createActivity(memberId, data).then(data => {
console. log(data)

}).catch(error => {
console.error{error)

}

Qi“bit @rabbigreenberg



Zaps

e Build workflows

: o graphically

e Integrate with
numerous services
automatically

e Customer support

SHARED FOLDERS

e Build workflows

graphically
e Add custom code
) " solutions
e More

’ ) programmer-oriented
@f‘bit @rabbigreenberg .
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O )

Each new learning is_

another new outpost =’
In your growth f




¢

“Instead of specializing in
speedometers or steering J
wheels, software supply chain
companies deliver reusable

chunks of code that developers

bring together to make finished
applications...

'Q:i“bitm@rabbigreenberg



These are
called APlIs...

¢
J



' .+ This shift to
component

- software is the
- next big leap in
' the evolution of &t

the software

1 i n d UStry- ,,- Jeff Lawson

o
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T@Orlﬂ@o'rbit.love

Q @rabbigreenberg
O @bencgreenberg
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