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> WAVE 1: OPS LEARNS CODE & AUTOMATION
> WAVE 2: DEV OWNS CODE THROUGH PRODUCTION'

'"HTTPS://VIMEO.COM/341142053
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OBSERVABILITY

A SYSTEM IS OBSERVABLE WHEN YOU CAN ASK ARBITRARY
QUESTIONS ABOUT IT AND RECEIVE MEANINGFUL ANSWERS
WITHOUT HAVING TO RESORT TO WRITING NEW CODE OR
COMMAND LINE TOOLS.

IT LETS YOU DISCOVER UNKNOWN-UNKNOWNS AND DEBUG IN
PRODUCTION.
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ISN'TIT JUST MONITORING WITH
BETTER SEOQ?

- YOU




YOURE NUT WRONG.
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SOFTWARE IS INRERENTLY OPAQUE. WE
HAVE TO INSTRUMENT IT TO OUTPUT
MEANINGFUL INFORMATION
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Dashboard /| MySQL Analysis

reen Share Clone Edit

+ Add filter

ichbeat] MySQL Metrics

202.627

Average Opened Tables

icheat] CPU/Memory Usage

5:00 15:30 16:00

eat & Packetbeat ] MySQL Performance

)000

)000

1.039

Average Threads

16:30 17:.00

6,423,741

Select Commands

17:30 18:00

48,640

Delete Commands

18:30 19:00

288 K8 Controls - 2

/A\Pod

Select...

65

Connections

19:30 20:00 20:30

21:00

21:30
per 5 minutes

22:00

Container

Select...

22:30

- 0.02180

)000

)000

15:00 15:30 16:00 16:30

etbeat] Network Traffic

17:00

17:30 18:00

18:30 19:00 19:30 20:00

20:30 21:00 21:30

per 5 minutes

22:00

22:30 23:00 23:30 00:00

00:30 01:(4"‘.\)

0 2. 6F

0% 0

03:00

23:00 23:30 00:00

> @ Query Time (... 0.00000

® Lock Time (s... 0.00022

+ 0.01m3

- 0.00046

~ -0.01022

- -0.02089

KQL

Nodes, Pods & Containers

Pod Name

infra-petclinic-client-7b9644b6c8-v5q28
infra-petclinic-client-7b9644b6c8-v5q28
infra-petclinic-client-7b9644b6c8-8zvdv

infra-petclinic-client-7b9644b6c8-8zvdv

infra-petclinic-client-7b9644b6c8-hijjsq

00:30 01:00 01:30

[Metricbeat] Top Processes by CPU

100%

90%

80%

70%

Average system.process.cpu.total.pct

60%

16:00

17:00 18:00  19:00

[Metricbeat] Top Processes

\/

Nov 26, 2018 @ 15:00:00. - Nov 27, 2018 @ 03:30:00. '

02:00

20:00

02:30

21:00

22:00

Container Name

infra-demo-petclinic-nginx
infra-demo-petclinic-client
infra-demo-petclinic-nginx
infra-demo-petclinic-client

infra-demo-petclinic-nginx

- 755173MB

629.311MB

- 503.449MB

- 377.586MB

251.724MB

125.862MB

0B
03:00

23:00 00:00 01:00 02:00

@timestamp per 10 minutes

03:00

Cc

92
14
88

14

opbeans-pos

infra-petclini

infra-petclinic

infra-petclinic

infra-address

infra-address
infra-address

infra-petclinic

infra-petclini

infra-petclini

opbeans-pos

infra-petclin..

infra-petclini.

infra-petclin..

infra-addre...

infra-addre...

db_sync
® dockerd
® kubelet
@ fluentd
@ java
@ packetb
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122.
122
122
122
122
122
123
123
123
70
123
123
123
123
:23
:23
124

124

124
124
124
73
229
1745

595

.668
.690
.696
.833
.991
.000
.000
.000

000

.000
.000
.000
.479
.946
.979
.000

.000

.000
.000
.481
.000
.000
.000

event.dataset

Message

# Time: 2018-11-27T23:59:26.375064Z
POST /api/specialties 201 14.847 ms

- 42

GET /api/vets?Accept=application/json;charset=UTF-8 200 33.577 ms - 4901

POST /api/visits 500 0.949 ms - 665

Sending error to Elastic APM { id: '3c846fde4fcdaae8d9e370246b53ecB2' }
GET /api/vets?Accept=application/json;charset=UTF-8 200 43.512 ms - 4901
GET /api/owners 200 101.692 ms - 37307
"POST /api/find_state HTTP/1.1" 200 51

[nginx][access] undefined undefined
[nginx][access] undefined undefined
[n jinx][acce 3s] unde in :d undefi =d
[n jinx][acce. s] undf fin :d undefi e |
[1i fo] client 10.5€ .0.1 19 closed ke
[N jxnajaccese ! un efin :u unuvefi ed
[n jinx][access uw defin :d undefi ed
PO T /api/find_ t ite 26 ) 453.049 ms
GE = '“--"thcheck 206 8. ™™ —- - 6

GET /api/owners/41 304 16.388 ms - -

[error] connect() failed (111: Connection refused) while connecting to upstream, client: 10.56.2.85, server: infr
a-address-finder-549cd4684f-7vm9v, request: "POST /api/find_city HTTP/1.1", upstream: "http://[::1]:5000/api/finc

"GET
"GET
"POS

pali

GET

B W

/petclinic/api/owners/41 HTTP/1.1" 200 600

/serve "-sta*us H1.2/1.1" 200 110
" /api/ ‘ind_ state H TP/1.1" 200 51
'e conr :ctior.

/api/c mers/41 ."TTP/1.1" 304 ©
/serve "-status HT) /1.1" 200 112

_city", host: "infra-petclinic-client-7b9644b6c8-hjjsq"

[warn] upstream server temporarily disabled while connecting to upstream, client: 10.56.2.85, server: infra-addre
ss-finder-549cd4684f-7vm9v, request: "POST /api/find_city HTTP/1.1", upstream: "http://[::1]:5000/api/find_city",

host: "infra-petclinic-client-7b9644b6c8-hjjsq"

[nginx][access] undefined undefined "POST /api/find_city HTTP/1.1" 200 49
[nginx][access] undefined undefined "POST /api/find_city HTTP/1.1" 200 49
POST /api/find_city 260 64.872 ms - 49

[info] client 10.56.2,.7A49 =lnsed kaz73liva ~onnection

[info] client 10.56.0.149 2 o

[nginx][access] undefined u.wwefined "GET /petclinic/api/pettypes?Accept=application/json;charset=UTF-8 HTTP/1.1"

200 4139

sed keeralive connection
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EXISTING LOGS

66.249.65.159 - - [06/Nov/2014:19:10:38 +0600] "GET /news/53f8d72920ba2744fe873ebc.html HTTP/1.1" 404 177
"-" "Mozilla/5.0 (iPhone; CPU iPhone 0S 6_0 like Mac 0S X) AppleWebKit/536.26 (KHTML, like Gecko) Version
/6.0 Mobile/10A5376e Safari/8536.25 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)"

66.249.65.3 - - [06/Nov/2014:19:11:24 +0600] "GET /?q=%E0%A6%ABREQ%AE%BE%EQ%AT7%OF%EQ%AEHBEREOQ%AE%BO HTTP/
1.1" 200 4223 "-" "Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)"

66.249.65.62 - - [06/Nov/2014:19:12:14 +0600] "GET /?2q=%EQ0%A6%A6%EQ%A7%EBRE0%A7%IFBEQ%AG%BE HTTP/1.1" 200
4356 "-" "Mozilla/5.0 (compatible; Googlebot/2.1; +http://www.google.com/bot.html)"
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STRUCTURED LOGGING

"@timestamp": "2019-08-04T12:30:04.000Z",

"container": {
"image.id": "48f5af6667f3457bel0a2c7814caefe21ed3c94fb94bd6243096b3a61ea502b1d",
"version": "version",

|
"build.id": "efddOb5e69b0742fa5e5bad0771df4d1df2459d1"
"transaction": "transaction ID",

"user":. "importantPerson",

"account": "0129",

Ilosll: IIOSX",

"api_endpoint": "endpoint",

"response": 400,

"message": "Some informative thing, probably more human readable and friendly, but difficult to parse"
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] APM petclinic-react |/ Transactions

Transactions Errors

ter by type
Events v
Transaction duration ® Machine learning: View Job Transactions per minute
14,000 ms 80 tpm

t / A J“/\'\mb%/\ﬂﬂ/w
= \,

o0ms XZ::—\_',__J e NAD A — j—\/\\/ M;Lﬁ

09 PM 09:05 09:10 09:15 09:20 09:25 09: : tpg‘g PM 09:05 09:10 09:15 09:20 09:25
@ Avg. 297 ms 95th percentile @ 99th percentile ® N/A 44.9 tpm
Transactions
Name Avg. duration 95th percentile \ Trans. per minute
UpdateOwner 2,451 ms 12,566 ms 1.3 tpm
EditOwnerPage 221 ms 2,341 ms 1.4 tpm
VetsPage 254 ms 2,313 ms 4.2 tpm
FindOwnersPage 337 ms 2,272 ms 11.5 tpm
OwnersPage ' ’ ) 209 ms 1,994 ms 11.5 tpm

ErrorPage 147 ms 1,847 ms 3.0 tpm
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APM petclinic-react = Transactions =~ UpdateOwner

Transaction sample

Timestamp

9 months ago (November 27th 2018, 21:10:09.008)

Duration % of trace

47 ms 100.0%

User agent User agent OS
Chrome 19.0.1055 Mac OS X 10.7.2

Timeline Metadata

Services @ petclinic-react @ petclinic-node @ petclinic-spring

Oms 5ms 10 ms 15 ms 20 ms

URL

N/A

Result Errors
N/A None

User agent device

Other

25 ms 30 ms

35ms

Actions v

User ID
bristly

40 ms

47 ms

@ UpdateOwner 47 ms

PUT /api/owners/1 46 ms

% HTTP 2xx [api/owners 40 ms

PUT infra-petclinic-client-7b9644b6c8-8zvdv/petclinic/api/owners/1 38 ms

>,

validateZipCode 19 ps

- HTTP 2xx OwnerRestController#updateOwner 16 ms

~VYaln a ala alN Wa a a

upaateOwiie: 13 ms

q
) Asic

findOwnerByld 4,050 ps



iction sample

np
ths ago (November 27th 2018, 21:10:40.265)

% of trace

ns 100.0%
nt User agent OS
e 70.0.3538 Mac OS X 10.14.0

line Metadata

;@ petclinic-react @ petclinic-node @ petclinic-spring

ms 1,000 ms 2,000 ms

3,000 ms

Actions v

URL
N/A
Result Errors User ID
N/A None dalem
User agent device
Other

4,000 ms 5,000 ms 6,000 ms 7,27¢

@ UpdateOwner 7,279 ms

PUT /api/owners/2 7,278 ms

% HTTP 4xx [api/owners [} 7116 ms

PUT infra-petclinic-client-7b9644b6c8-fxddr/petclinic/api/owners/2 7,113 ms

% HTTP 4xx OwnerRestController#updateOwner n 7,088 ms

validateZipCode 7,076 ms

WDa

updateOwner 1,642 us






SHARED [00LS

> DEBUGGING IN PROD
> OPS SKILLS TRANSFERRABLE AND'REPLICABLE
> NEW KNOWLEDGE AND METHODS SHAREABL
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TEST I\
PRODUCTION




) Michael Stahnke Yy

@stahnma

Everybody has a testing environment. Some people are lucky
enough enough to have a totally separate environment to run

production in.

QO 433 6:07 PM - Aug 21, 2015

@CRAYZEIGH - #ABSTRACTIONS
elastic




JONT DEBAIE
EXPERIMENT




SPEAKING OF TESTING®

*HTTPS://THEELASTICAST.COM/EPISODES/0017-QA/
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> WAVE 1: OPS LEARNS CODE & AUTOMATION
> WAVE 2: DEV OWNS CODE THROUGH PRODUCTION'

'"HTTPS://VIMEO.COM/341142053
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DEV OWNS CUDE THROUGH PRODUCTION

> BETTER. MORE PRODUCTION-READY CODE
> REAL WORLD EXPERIMENTATION
> IMPROVED OPERATIONAL RESILIENCY
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THE POWER
S YOURS




THANKS!

> SLIES & RereRENCES NOTLST/CRAY ZEIGH
> [RIAL: ELA.ST/AARON-ALDRICH-TRIAL
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