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TASK = DERY R TEES JOSUI DeSPONSE

[
i

"action": "talk",
"text": "G'day PyCon Australia, this 1is Nexmo"

}
]
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from flask import Flask, jsonify
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app = Flask(__name_ )
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@dapp.route("/ncco")
def ncco():
return jsonify([{"action": "talk", "text": "Hello World from Flask"}])

N,
¢
G

‘s
¢4
..

export FLASK_APP=hello.py
flask run
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import cherrypy

class NCCOView(object):
acherrypy.expose

acherrypy.tools.json_out()
def index(self):

return [{"action": "talk", "text": "Hello World from CherryPy"}]

if _name__ = "_main__":
cherrypy.quickstart(NCCOView(), "/ncco")










import falcon

class NCCOView:
def on_get(self, req, resp):
"""Handles GET requests
ncco = {"action": "talk", "text": "Hello World from Falcon"}

resp.media = ncco

api = falcon.API()
api.add_route("/ncco", NCCOView())
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import hug

?ﬁ
(%

)//’t‘ return [{”aCtion“: “talk”, "text": "Hello World from Hugu}]

e

ahug.get("/ncco")

:3» def ncco():
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import falcon

class NCCOView:
def on_get(self, req, resp):
"""Handles GET requests"""
ncco = {"action": "talk", "text": "Hello World from Falcon"}

resp.media = ncco

api = falcon.API()
api.add_route("/ncco", NCCOView())

)/yhﬂ” AN ©) g
G\N\@//
@a \Q&* import hug

(((r,
N
\9

) @)\
= //
P o& %}) A & . A TP AF © . A\l TP A €. W\l SePN) AF © . W\

'i» ahug.get("/ncco")
\i def ncco():
; return [{"action": "talk", "text": "Hello World from Hug"}]
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import hug

ahug.get("/ncco", versions=1)
def ncco():
return [{"action": "talk", "text": "Hello World from Hug"}]

(4
Z/\< ohug.get("/ncco", examples="who=World", versions=range(2, 5))

7
.%2?&

. == def ncco(who: hug.types.text):

?\ //2? 5 return [{"action": "talk", "text": f"Hello {who} from Hug"}]
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"404": "The API call you tried to make was not defined.",
"documentation": {

"version": 4,

"versions": [

1,
2,
3,
A
1,
"handlers": {
"/ncco": {
"GET": {
"examples": [
"http://127.0.0.1:8000/v4/ncco?who=World"
1¢
"outputs": {
"format": "JSON (Javascript Serialized Object Notation)",
"content_type": "application/json; charset=utf-8"
},
"inputs": {
"who": {
"type": "Basic text / string value"
}
}
}
}
}
}
A A (@7 W O\ A (@~ W /-
v ~\ /J|‘qu//' v =\ /J"qu//' =
N~ al%. 3y’ 2 W




,l\
/
<

/
P e (&
%"”’ é%%

\
G
y

\9
-, ¢
=




LY v TR DX 2L Y v YR D\ X X
B I SOy 7S
vu‘l\’f. N .\‘f:‘vu‘}}’{. N

cf\ot NS
a‘.\{.a\. ‘ .’6.'>,’ ‘ () ' . import cherrypy

from flask import Flask, jsonify class NCCOView(object):

= Flask( ) acherrypy.expose
R acherrypy.tools.json_out()
def index(self):

return [{"action": "talk", "text": "Hello World from CherryPy"}]
@dapp.route("/ncco")

def ncco():

return jsonify([{"action": "talk", "text": "Hello World from Flask"}]) if pame  — " main "

cherrypy.quickstart(NCCOView(), "/ncco")

import falcon

\\\/“5

class NCCOView: N :
def on_get(self, req, resp): _ e/ < import hug

"""Handles GET requests :
ncco = {"action": "talk", "text": "Hello World from Falcon"} Qgifz)
< @hug.get("/ncco")
resp.media = ncco Gi”ﬁ; def ncco():
| . return [{"action": "talk", "text": "Hello World from Hug"}]

\\)"“' ;{W}j {
G @% o \29)
NS (4

api = falcon.API() ! . . —
api.add_route("/ncco", NCCOView()) \ . | / Q@
VoK
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django-admin startproject hello_django

python manage.py runserver

O O [ Django: the Web framework = x

< @ localhost:8000

django View release notes for Django 2.0

The install worked successfully! Congratulations!

You are seeing this page because DEBUG=True is in
your settings file and you have not configured any
URLs.

O Django Documentation ¢ Tutorial: A.PoI'Img App oo Django Community
~ - Topics, references, & how-to's Get started with Django Connect, get help, or contribute




python manage.py startapp conversation

- @ 1. aaronbassett@Aarons-MBP: ~/Projects/hello-world-x8/hello_django (zsh)

& tree conversation
conversation

— __init__.py

— admin. py

— tests.py
— views.py

1 directory, 7 files

/., hello—-world-x8-1502sze5




H ~ e e @ s v o N
H settlings.py
)

INSTALLED_APPS = [

"conversation.apps.ConversationConfig",



from django.urls import path, include

urlpatterns = [path("ncco/", include("conversation.urls"))]



from django.views.generic import View
from django.http import JsonResponse

class NCCOView(View):
def get(self, request, *args, *xkwargs):
return JsonResponse(
[{"action": "talk", "text": "Hello World from Django"}], safe=False



O ® ' [ View -- Classy CBV X
&« C | & Secure | https://ccbv.co.uk/projects/Django/2.0/django.views.generic.base/View/

CCDOV.CO.UK Generic GenericViewError Base v Dates Detail ist Auth Views Mixins

Django 2.0

class VIEW
from django.views.generic import View

Intentionally simple parent class for all views. Only implements

dispatch-by-method and simple sanity checking.

Descendants
ArchivelndexView
BaseArchivelndexView
BaseCreateView
BaseDateDetailView
BaseDatelistView
BaseDayArchiveView
BaseDeleteView
BaseDetailView
BaseFormView
BaselistView
BaseMonthArchiveView
BaseTlodayArchiveView
BaseUpdateView

Attributes

http_method_names = ['get', ‘post’,

Methods

echv.co.lk =2

BaseWeekArchiveView
BaseYearArchiveView
CreateView
DateDetailView
DayArchiveView
DeleteView

DetailView

FormView

ListView

LoginView

LogoutView
MonthArchiveView
PasswordChangeDoneView

‘put', 'patch', 'delete’, 'head',

'options’,

PasswordChangeView
PasswordResetCompleteView
PasswordResetConfirmView
PasswordResetDoneView
PasswordResetView
ProcessFormView
RedirectView

TemplateView
TodayArchiveView
UpdateView
WeekArchiveView
YearArchiveView

Defined in

"trace'] View

Expand Collapse




from django.views.generic import View
from django.http import JsonResponse

class NCCOView(View):
def get(self, request, *args, *xkwargs):
return JsonResponse(
[{"action": "talk", "text": "Hello World from Django"}], safe=False



from django.views.generic import View
from django.http import JsonResponse

class NCCOView(View):
def get(self, request, *args, *xkwargs):
return JsonResponse(
[{"action": "talk", "text": "Hello World from Django"}], safe=False



© @ & JSON Hijacking | You've Beer X

C' @& Secure | https://haacked.com/archive/2009/06/25/json-hijacking.aspx/

You've
Been
Haacked

about
archives
contact
contributors

This vulnerability requires that you are exposing a JSON service which...

e ...returns sensitive data.

e ..returns a JSON array.

e ...responds to GET requests.

e ...the browser making the request has JavaScript enabled (very likely the
case)
...the browser making the request supports the @ defineSetter
method.

Thus if you never send sensitive data in JSON format, or you only send
JSON in response to a POST request, etc. then your site is probably not
vulnerable to this particular vulnerability (though there could be others).

I'm terrible with Visio, but I thought I'd give it my best shot and try to
diagram the attack the best I could. In this first screenshot, we see the
unwitting victim logging into the vulnerable site, and the vulnerable site
issues an authentication cookie, which the browser holds onto.

=2
:>
~ @ POST /Login )

haacked com/archive/ 2009/06/25/ json-hijacking.aspx/



from django.conf.urls import url
from conversation.views import NCCOView

app_name = "conversation”

[url(r" *$", NCCOView.as view(), name="ncco")]

urlpatterns



INSTALLED_APPS = [

"conversation.apps.ConversationConfig",

from django.urls import path, include

urlpatterns = [path("ncco/", include("conversation.urls"))]

from django.views.generic import View
from django.http import JsonResponse

class NCCOView(View):
def get(self, request, *args, *xkwargs):
return JsonResponse(
[{"action": "talk", "text": "Hello World from Django"}], safe=False

from django.conf.urls import url
from conversation.views import NCCOView

app_name = "conversation"

urlpatterns = [url(r"”$", NCCOView.as_view(), name="ncco")]
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from wsgiref.simple_server import make_server
from pyramid.config import Configurator
from pyramid.view import view_config

aview_config( renderer="json")
def ncco(request):
return [{"action": "talk", "text": "Hello World from Pyramid"}]

if _name__ = "_main__":
with Configurator() as config:
config.add _route("ncco", "/ncco")
config.add _view(ncco, route_name="ncco", renderer="json")
app = config.make_wsgi_app()

server = make_server("0.0.0.0", 8000, app)
server.serve forever()






cookiecutter gh:Pylons/pyramid-cookiecutter-starter

pipenv install -e hello_pyramid_big

./env/bin/pserve development.ini

= Cookiecutter Starter project i X

C | @ localhost:6543

~ Pyramid Starter project

° ,;o ® Welcome to hello_pyramid_big, a Pyramid application generated by
@ Cookiecutter.

£ Github Project @ IRC Channel & Pylons Project

copyright © pylons project



from pyramid.config import Configurator

def main(global_config, **settings):
config = Configurator(settings=settings)
config.add_route("ncco", "/ncco")
config.scan(".views")
return config.make _wsgi_app()
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from pyramid.view import view_config, view_defaults

aview_defaults(renderer="json")
class NCCOViews:
def __init_ (self, request):
self.request = request

aview _config(route_name="ncco")
def ncco(self):
return [{"action": "talk", "text": "Hello World from Pyramid"}]



tpypyramid.com



INSTALLED_APPS = [ from pyramid.config import Configurator

"conversation.apps.ConversationConfig",
] def main(global_config, *xsettings):
config = Configurator(settings=settings)
config.add_route("ncco", "/ncco")
- urls.py config.scan(".views")
return config.make_wsgi_app()
from django.urls import path, include

urlpatterns = [path("ncco/", include("conversation.urls"))] # views.py

from pyramid.view import view_config, view_defaults

from django.views.generic import View aview_defaults(renderer="json")
from django.http import JsonResponse class NCCOViews:
def __init__(self, request):
self.request = request
class NCCOView(View):

def get(self, request, *args, *xkwargs): aview_config( route_name="ncco")
return JsonResponse( def ncco(self):
[{"action": "talk", "text": "Hello World from Django"}], safe=False return [{"action": "talk", "text": "Hello World from Pyramid"}]
)

# conversation/urls.py

from django.conf.urls import url
from conversation.views import NCCOView

app_name = "conversation"

urlpatterns = [url(r""$", NCCOView.as_view(), name="ncco")]






import tornado.ioloop
import tornado.web

class NCCOHandler( tornado.web.RequestHandler):
def get(self):
self.write({"action": "talk", "text": "Hello World from Tornado"})

def make_app():
return tornado.web.Application([(r"/ncco”, NCCOHandler)])

if _name__ = "_main__":
app = make_app()
app.listen(8000)
tornado.ioloop.IOLoop.current().start()




import tornado.ioloop
import tornado.web

class NCCOHandler( tornado.web.RequestHandler):
def get(self):
self.write({"action": "talk", "text": "Hello World from Tornado"})

def make_app():
return tornado.web.Application([(r"/ncco”, NCCOHandler)])

if _name__ = "_main__":
app = make_app()
app.listen(8000)
tornado.ioloop.IOLoop.current().start()




2. python hello.py (python3.6)

2, hello—world—-x8-7S02sze5
- & python hello.py
: ERROR: tornado.application:Uncaught exception GET /ncco (::1) :
. HTTPServerRequest(protocol="http', host='localhost:8000', method='GET', uri='/nc :
| co', version='HTTP/1.1', remote_ip="::1") ?
- Traceback (most recent call last): :
\  File "/Users/aaronbassett/.virtualenvs/hello—world-x8-jS02sze5/1ib/python3.6/s
y 1te-packages/tornado/web.py", line 1590, in _execute :
' result = method(xself.path_args, skself.path_kwargs)
File "hello.py", line 7, in get
self.write([{"action": "talk", "text": "Hello World from Flask"}])
File "/Users/aaronbassett/.virtualenvs/hello-world-x8-jS02sze5/lib/python3.6/s
ite-packages/tornado/web.py", line 744, in write
: raise TvneFrror(message) .
| TypeError: write() only accepts bytes, unicode, and dict objects. Lists not acce
. pted for security reasons; see http://www.tornadoweb.org/en/stable/web.html#torn :
. ado.web.RequestHandler.write *
 ERROR: tornado.access:500 GET /ncco (::1) 1.66ms
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def write(self, chunk):
if self._finished:
raise RuntimeError("Cannot write() after finish()")
if not isinstance(chunk, (bytes, unicode_type, dict)):
message = "write() only accepts bytes, unicode, and dict objects"
if isinstance(chunk, list):
message += (
". Lists not accepted for security reasons; see "

+ "http://ww .tornadoweb.org/en/stable/web.html#tornado.web.RequestHandler.write"

)

raise TypeError(message)
if isinstance(chunk, dict):

chunk = escape.json_encode(chunk)

self.set_header("Content-Type", "application/json; charset=UTF-8")
chunk = utf8(chunk)
self._write_buffer.append(chunk)




if isinstance(chunk, dict):

chunk = escape.json_encode(chunk)

self.set_header("Content-Type", "application/json; charset=UTF-8")
chunk = utf8(chunk)
self._write_buffer.append(chunk)




import tornado.ioloop

import tornado.web

from tornado import escape

from tornado.escape import utf8

class NCCOHandler( tornado.web.RequestHandler):
def write(self, chunk):
chunk = escape.json_encode(chunk)
self.set_header("Content-Type", "application/json; charset=UTF-8")
chunk = utf8(chunk)
self._write_buffer.append(chunk)

def get(self):
self.write([{"action": "talk", "text": "Hello World from Tornado"}])

def make_app():
return tornado.web.Application([(r"/ncco”, NCCOHandler)])

if _name__ = "_main__":
app = make_app()
app.listen(8000)
tornado.ioloop.IOLoop.current().start()
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- @ 2. python hello.py (python3.6)

& python hello.py
[2018-07-25 17:41:37 +0100] [33459] [DEBUG]

/ \
Gotta go fast! |
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[2018-07-25 17:41:37 +0100] [33459] [INFO] Goin' Fast @ http://0.0.0.0:8000
[2018-07-25 17:41:37 +0100] [33459] [INFO] Starting worker [33459]
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from sanic import Sanic
from sanic.response import json

app = Sanic()

dapp.route("/ncco")
async def ncco(request):
return json([{"action": "talk", "text": "Hello World from Sanic"}])

if _name__ = "_main__":
app.run(host="0.0.0.0", port=8000)
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from sanic import Sanic
from sanic.views import HTTPMethodView
from sanic.response import json

app = Sanic("nexmo_app")
class NCCOAsyncView(HTTPMethodView):

async def get(self, request):
return json([{"action": "talk", "text": "Hello World from Sanic"}])

app.add_route(NCCOAsyncView.as_view(), "/ncco")

if _name__ = "_main__":
app.run(host="0.0.0.0", port=8000)






sanic.readthedocs.io
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return jsonify([{"action":
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from flask import Flask, jsonify

app = Flask(
@dapp.route("/ncco")
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from sanic import Sanic
a from sanic.response import json

% ‘&S app = Sanic()
= t)

return Json([{ action": "talk", "text": "Hello World from Sanic"}])

?Vp

__name__ = "_main__":
app.run(host="0.0.0.0", port=8000)
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from pyramid.view import view_config, view_defaults

aview_defaults(renderer="json")
class NCCOViews:
def __init_ (self, request):
self.request = request

aview _config(route_name="ncco")
def ncco(self):
return [{"action": "talk", "text": "Hello World from Pyramid"}]



from sanic import Sanic
from sanic.views import HTTPMethodView
from sanic.response import json

app = Sanic("nexmo_app")
class NCCOAsvncView( HTTPMethodView):

asyrc def get(self, request):
return json([{"action": "talk", "text": "Hello World from Sanic"}])

app.add_route(NCCOAsyncView.as_view(), "/ncco")

if _name__ = "_main__":
app.run(host="0.0.0.0", port=8000)



import tornado.ioloop

import tornado.web

from tornado import escape

from tornado.escape import utf8

class NCCOHandler( tornado.web.RequestHandler):
def write(self, chunk):
chunk = escape.json_encode(chunk)

self.set_header("Content-Type", "application/json; charset=UTF-8")
chunk = utf8(chunk)

self._write_buffer.append(chunk)

cef get(self):

.write([{"action": "talk", "text": "Hello World from Tornado"}])

def make_app():
return tornado.web.Application([(r"/ncco”, NCCOHandler)])

if _name__ = "_main__":
app = make_app()
app.listen(8000)
tornado.ioloop.IOLoop.current().start()




from django.views.generic import View
from django.http import JsonResponse

class NCCOView( View):
def get(self, request, *args, *xkwargs):
return JsonResponse(
[{"action": "talk", "text": "Hello World from Django"}], safe=False



import falcon

class NCCOView:
def on_get(self, req, resp):
"""Handles GET requests"""
ncco = {"action": "talk", "text": "Hello World from Falcon"}

resp.media = ncco

api = falcon.API()
api.add_route("/ncco", NCCOView())




import falcon

class NCCOView:
def on_get(self, req, resp):
"""Handles GET requests
ncco = {"action": "talk", "text": "Hello World from Falcon"}

resp.media = ncco

api = falcon.API()
api.add_route("/ncco", NCCOView())




import tornado.ioloop

import tornado.web

from tornado import escape

from tornado.escape import utf8

class NCCOHandler( tornado.web.RequestHandler):
def write(self, chunk):
chunk = escape.json_encode(chunk)
self.set_header("Content-Type", "application/json; charset=UTF-8")
chunk = utf8(chunk)
self._write_buffer.append(chunk)

def get(self):
self.write([{"action": "talk", "text": "Hello World from Tornado"}])

def make_ann():
return tornado.web.Application([(r"/ncco"”, NCCOHandler)])

if _name__ = "_main__":
app = make_app()
app.listen(8000)
tornado.ioloop.IOLoop.current().start()




from pyramid.config import Configurator

def main(global_config, **settings):
config = Configurator(settings=settings)
config.add_route("ncco", "/ncco")
config.scan(".views")
return config.make _wsgi_app()



@ 2. python (python3.6)

[GCC 4.2.1 Compatible Apple LLVM 9.0.0 (clang-900.0.39.2)] on darwin
Type "help", "copyright", "credits" or "license" for more information.
>>> 1mport this

The Zen of Python, by Tim Peters

Beautiful is better than ugly.
Explicit is better than implicit.
Simple 1s better than complex.
Complex is better than complicated.
Flat is better than nested.

Sparse 1s better than dense.
Readability counts.

Special cases aren't special enough to break the rules.
Although practicality beats purity.
Errors should never pass silently.
Unless explicitly silenced.

In the face of ambiiuiti, refuse the temﬁtation to iuess.

Although that way may not be obvious at first unless you're Dutch.
Now is better than never.

Although never 1s often better than xrightx now.

If the implementation is hard to explain, it's a bad idea.

If the implementation is easy to explain, it may be a good idea.

Nameipaces are one honking great idea — let's do more of those!
>>2>
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