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i account_1d : acob/ , Timestamp : JUld-11-45 1/7:100/7 +0000 , atm : AlM [ JD4L9450565 , amount : 499, Location
: {"lat": "53.8081494", "lon": "-1.7311409"}, "transaction_id": "a@7a8f7a-ef42-11e8-b79a-0242c0a80003"}
{"account_id": "a366", "timestamp": "2018-11-23 17:10:08 +0000", "atm": "Yorkshire Building Society", "amount": 200,
"location”: {"lat": "53.7961087", "lon": "-1.5423515"}, "transaction_id": "a@ed5aa0@-ef42-11e8-b79a-0242c0a80003"}

% Reached end of topic atm_txns_gess [@] at offset 27195

{"account_id": "a892", "timestamp": "2018-11-23 17:10:08 +0000", "atm": "ATM : 333467278", "amount": 20, "location":
{"lat": "53.7972381", "lon": "-1.542482"}, "transaction_id": "al60558c-ef42-11e8-b79a-0242c0a80003"}

{"account_id": "a515", "timestamp": "2018-11-23 17:10:09 +0000", "atm": "Barclays Bank PLC", "amount": 20, "location"
: {"lat": "53.7250925", "lon": "-1.8882749"}, "transaction_id": "ald314e6-ef42-11e8-b79a-0242c0a80003"}

% Reached end of topic atm_txns_gess [@] at offset 27197

{"account_id": "a699", "timestamp": "2018-11-23 17:10:10 +0000", "atm": "Post Office", "amount": 50, "location": {"lc
t": "53.87419", "lon": "-1.7128211"%}, "transaction_id": "a245d1b6-ef42-11e8-b79a-0242c0a80003"}

{"account_id": "a499", "timestamp": "2018-11-23 17:10:11 +0000", "atm": "ATM : 5792055772", "amount": 400, "location"
: {"lat": "53.8357238", "lon": "-1.7965487"}, "transaction_id": "a2b8ab0@a-ef42-11e8-b79a-0242c0a80003"}

¥ Reached end of topic atm_txns_gess [@] at offset 27199

{"account_id": "a536", "timestamp": "2018-11-23 17:10:11 +0000", "atm": "RBS", "amount": 20, "location": {"lat": "53.
7988921", "lon": "-1.547186"}, "transaction_id": "a32b8472-ef42-11e8-b79a-0242c0a80003"}

{"account_id": "a437", "timestamp": "2018-11-23 17:10:12 +0000", "atm": "Yorkshire Bank", "amount": 20, "location": {
"lat": "53.8203297", "lon": "-1.5765871"}, "transaction_id": "a39e48a4-ef42-11e8-b79a-0242c0a80003"}

¥ Reached end of topic atm_txns_gess [@] at offset 27201

{"account_id": "a437", "timestamp": "2018-11-23 17:01:18 +0000", "atm": "ATM : 1414423006", "amount": 400, "location"
: {"lat": "53.710754", "lon": "-2.101069"}, "transaction_id": "xxxa39e48a4-ef42-11e8-b79a-0242c0a80003"}
{"account_id": "a884", "timestamp": "2018-11-23 17:10:13 +0000", "atm": "NatWest", "amount": 50, "location": {"lat":
"53.6554012", "lon": "-1.8164935"}, "transaction_id": "a41186e8-ef42-11e8-b79a-0242c0a80003"}

{"account_id": "a823", "timestamp": "2018-11-23 17:10:14 +0000", "atm": "ATM : 1704973341", "amount": 200, "location"
: {"lat": "53.6103183", "lon": "-1.7028805"}, "transaction_id": "a47f3b84-ef42-11e8-b79a-0242c0a80003"}

¥ Reached end of topic atm_txns_gess [0] at offset 27204
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Demo!
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Spot patterns within this stream

xxx11601d6-e£13 145658 Midland

Aya M6AMA6-2 61+ 4145819  Halikax

Au2 09c2k660-061F 4934414 ano\s

“.S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Spot patterns within this stream

Aec. \D Transaction \'D Time ‘
_y Legt

A4 woxxM6aHA6-e 17 145658 Midland >

Aya M6AMA6-2 61+ 4145819  Halikax

Q42 olcf660-effr 43344 Uoyds )

Leﬁ'\‘r

".S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Spot patterns within this stream

Aec. \D Transaction \'D Time ‘
_y &gt

AU xxxH6dUA6-e L3 145658 Midland

AU HEAUAE-e 617 145840 HAIKAX) ]

Q42 olck66o-effr 43344 Uoyds )w

T . I
AT O

Leﬁ'\’r

".S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Spot patterns within this stream

, \'D [ransaction \'D [IMe '
il - [ Cal
*":}:\ \ "y‘ W !
H“__‘,_,,..'- . . R ————— ] ‘(- \‘\ \ v A

xxx160MA6-e£13 ; 156 "\

W, 1160UAE-e £17

LR I
- 4 —w&rﬂz“aﬁi’“r“*fﬂ“ . P
o catSIES -l e ‘
32 1 y ‘ ‘ v A ‘
! (.
L
L

Q42 olck660-effr 43344 Uoyds

Leﬁ'\‘r
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i account_1d : acob/ , Timestamp : JUld-11-45 1/7:100/7 +0000 , atm : AlM [ JD4L9450565 , amount : 499, Location
: {"lat": "53.8081494", "lon": "-1.7311409"}, "transaction_id": "a@7a8f7a-ef42-11e8-b79a-0242c0a80003"}
{"account_id": "a366", "timestamp": "2018-11-23 17:10:08 +0000", "atm": "Yorkshire Building Society", "amount": 200,
"location”: {"lat": "53.7961087", "lon": "-1.5423515"}, "transaction_id": "a@ed5aa0@-ef42-11e8-b79a-0242c0a80003"}

% Reached end of topic atm_txns_gess [@] at offset 27195

{"account_id": "a892", "timestamp": "2018-11-23 17:10:08 +0000", "atm": "ATM : 333467278", "amount": 20, "location":
{"lat": "53.7972381", "lon": "-1.542482"}, "transaction_id": "al60558c-ef42-11e8-b79a-0242c0a80003"}

{"account_id": "a515", "timestamp": "2018-11-23 17:10:09 +0000", "atm": "Barclays Bank PLC", "amount": 20, "location"
: {"lat": "53.7250925", "lon": "-1.8882749"}, "transaction_id": "ald314e6-ef42-11e8-b79a-0242c0a80003"}

% Reached end of topic atm_txns_gess [@] at offset 27197

{"account_id": "a699", "timestamp": "2018-11-23 17:10:10 +0000", "atm": "Post Office", "amount": 50, "location": {"lc
t": "53.87419", "lon": "-1.7128211"%}, "transaction_id": "a245d1b6-ef42-11e8-b79a-0242c0a80003"}

{"account_id": "a499", "timestamp": "2018-11-23 17:10:11 +0000", "atm": "ATM : 5792055772", "amount": 400, "location"
: {"lat": "53.8357238", "lon": "-1.7965487"}, "transaction_id": "a2b8ab0@a-ef42-11e8-b79a-0242c0a80003"}

¥ Reached end of topic atm_txns_gess [@] at offset 27199

{"account_id": "a536", "timestamp": "2018-11-23 17:10:11 +0000", "atm": "RBS", "amount": 20, "location": {"lat": "53.
7988921", "lon": "-1.547186"}, "transaction_id": "a32b8472-ef42-11e8-b79a-0242c0a80003"}

{"account_id": "a437", "timestamp": "2018-11-23 17:10:12 +0000", "atm": "Yorkshire Bank", "amount": 20, "location": {
"lat": "53.8203297", "lon": "-1.5765871"}, "transaction_id": "a39e48a4-ef42-11e8-b79a-0242c0a80003"}

¥ Reached end of topic atm_txns_gess [@] at offset 27201

{"account_id": "a437", "timestamp": "2018-11-23 17:01:18 +0000", "atm": "ATM : 1414423006", "amount": 400, "location"
: {"lat": "53.710754", "lon": "-2.101069"}, "transaction_id": "xxxa39e48a4-ef42-11e8-b79a-0242c0a80003"}
{"account_id": "a884", "timestamp": "2018-11-23 17:10:13 +0000", "atm": "NatWest", "amount": 50, "location": {"lat":
"53.6554012", "lon": "-1.8164935"}, "transaction_id": "a41186e8-ef42-11e8-b79a-0242c0a80003"}

{"account_id": "a823", "timestamp": "2018-11-23 17:10:14 +0000", "atm": "ATM : 1704973341", "amount": 200, "location"
: {"lat": "53.6103183", "lon": "-1.7028805"}, "transaction_id": "a47f3b84-ef42-11e8-b79a-0242c0a80003"}

¥ Reached end of topic atm_txns_gess [0] at offset 27204
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KSQL : Stream Processing with SQL

SELECT TXN_ID, ATM,
CUSTOMER_NAME,
CUSTOMER_PHONE

FROM  ATM_POSSIBLE_FRAUD;

--_90ﬂf| eeeeeeeeeeeeeeeeee ilon with Apache Kafka and KSQL
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13:

13:

13:

13:

13:
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13:

13:

55:

54:

53:

53:

53:

53:

53:

53:

53:

53:

53:

53:

53:

52:

52

52

37.

35.

48.

43.

41I

36.

34.

26.

24.

16.

14.

13.

03.

50.

145,

144,

000

000

000

000

000

000

000

000

000

000

000

000

000

000

000

000

ACCOUNT_ID

a275

a825

ab94

abl6

a820

a370

a889

a244

a367

a382

a235

a936

a640

a945

a253

a288

CUSTOMER_NAME

Willa Myderscough

Matias Ciubutaro

Garrik Murrell

Emile Henzer

Elihu Beadon

Chester Kinze

Roarke Mordan

Cathryn Burress

Kiah Brockway

Gib Embling

Teresina Pilch

Courtney Trye

Roderic Tolumello

Steve Shiliton

Eugenie Benoit

Sheilah Langthorne

CUSTOMER_PHONE

+44 872 347 2824

+44 564 988 3000

+44 984 850 3016

+44 777 131 5530

+44 459 876 4518

+44 459 263 5819

+44 459 922 2787

+44 434 738 8955

+44 236 318 0733

+44 203 139 3072

+44 755 186 3106

+44 874 560 4644

+44 847 616 4985

+44 594 936 8109

+44 960 103 3227

+44 763 737 7574

TX1_ATM

NatWest

ATM : 2149405513

Sainsbury

Alliance & Leicester

ATM : 3612929539

ATM : 2149405513

Yorkshire Bank

Yorkshire Bank

ATM : 4275471693

Cooperative

ATM : 1414423006

NatWest

ATM : 3634830654

HSBC

Yorkshire Bank

ATM : 3634830654

TX2_ATM

NatWest

Yorkshire Bank

RBS

ATM : 2377793700

ATM : 5156248736

ATM : 1323671073

ATM : 3612929539

RBS

Yorkshire Bank

Barclays Bank PLC

TSB

ATM : 638692233

Santander

Co-operative Bank

Co-operative Bank

ATM : 4051026380

MINUTES_DIFFERENC

0.167

0.15

1.567

0.617

1.417

0.717

2.333

2.367

2.517

1.7
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Elasticsearch

A fraud e

with customer
de tails
Motification
3 e rvice

1. Spot fraud In stream of
transactions

2.Enrich transaction events
with customer data

ATM Fraud Detection with Apache Kafka and KSQL
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@1 £10. 0@ 02, £12.33, 04, £5.50, 05, £1@ 00, 0o, £24.00,
COMPLETE COMPLETE COMPLETE PENDING COMPLETE

CREATE STREAM completedOrders AS
SELECT x
FROM orders

N

g WHERE status='COMPLETE';

S

= e —
S e _, | ) : : :
L 01, £10.00, 02, £12.33, 04, £5.50, 0o, £24.00,

= COMPLETE COMPLETE COMPLETE COMPLETE

-- 90 Nruen ATM Fraud Detection with Apache Kafka and KSQL



customerNoCC

-zgonluent

{Illdll. {Illdll. {Ilidll:3’
"name" :"Dana Lidgerton", "name" :"M11lo Wellsman", "name" :"Dolph Cleeton",
"card":"5048370182840140} "card":"3557977885537506} "card":"3586303633007251}
CREATE STREAM customerNoCC AS
SELECT ID, NAME
FROM customer;
{Ilidll:l’ {Ilidll:z’ {Ilidll:3’
"name" :"Dana Lidgerton"} "name" :"Milo Wellsman"} "name" :"Dolph Cleeton"}

ATM Fraud Detection with Apache Kafka and KSQL



g {" 1d :1, {" 1d 12, {"id" 3

S 'name" :"Dana Lidgerton", "name" :"M1lo Wellsman", "name" :"Dolph Cleeton",
(Vp)

= "country":"UK"} "country":"UK"} "country":"Germany"}

CREATE STREAM ‘CustomersByCountry AS
SELECT country, COUNT(x) AS customerCount

2 FROM customer WINDOW TUMBLING (SIZE 1 HOUR)
é GROUP BY country; ¢

% {"country":"UK", {"country":"Germany",

E "customerCount":2} "customerCount":1}

-;S:O A | uent ATM Fraud Detection with Apache Kafka and KSQL
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KSQL for Data Transformation

CREATE STREAM pageviews
WITH (PARTITIONS=4,

VALUE_FORMAT='AVRO') AS
SELECT * FROM pageviews_json;

A

--:é:onfluent

<

ATM Fraud Detection with Apache Kafka and KSQL
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KSQL in Development and Production

Interactive KSQL Headless KSQL
for development and testing for Production

Query properties

PROCESSING

VVVVV

Desired KSQL queries
have been identified

“key2™: "amet, consectetur adipiscing elit”,

“key5™: "Curabitur non dolor facilisis®,

“key7": "Sed odio pretium”,

G ‘Hrim, let me try

“ out this idea..”

--_SIO A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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KSQL supports JOINs

CREATE STREAM vip_actions AS
SELECT userid, page, action
FROM clickstream cC
LEFT JOIN users u

ON c.userid = u.user 1d
WHERE u. level = "Platinum’;

A

<

“_90 A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Stream Stream joins .
Sh_\(.:men’rs
orders 2
order.d = sh'\\amen’r.oro\er;\o\ F GEES A
Leadtime

shipment_ts - order_ts

CREATE STREAM MISSED_SLA AS —
SELECT * FROM ORDER_SHIPMENTS | ——

WHERE LEADTIME_HR > 3;

“_90 A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Stream Stream joins

A™ transactions

|l

--_SIO A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Stream Stream joins

A™ transactions

“_90 A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Demo!

".S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Self-Join (Cartesian product)
e 1] TrancacrM> | e | At

xxx116AHd6-e 1+ 145658 Midland
ﬁcu M6AMAG6-e 17 115849 Halikax

QU2 ofcaké6o-etiF 193441  Louds

m...a

m_.l

xxx116dHd6-e £13 145658 Midland xxx116d1d6-e £13 145658 Midland
Qua H6AMA6-e 1+ 145849 Halikax ﬁu.z H6AMA6-e 1+ 145849 Halikax
QU2 olcatbbo-effr 493441  Uouds QU2 olcatbbo-effr 493441  Uouds

“_S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Self Join (Cartesian product)

-

| xxx1160MA6-e £13 145658 Midland

T2

Transactic

| xxxM6dHA6-e£13 145658 Midlana

| - M6dMd6-eLfF 445841 Halikax H6dMA6-e£1F 115849 Halikax

09c2k660-k14F 493444 LlOﬁO\S

ATM_TXNS T1
INNER JOIN ATM_TXNS T2

ON T1.ACCOUNT_ID = T2.ACCOUNT_ID

“_CO A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Self-Join (Cartesian product)

w DR I

xxxH60HAE-e €13 xxxM6AUA6-e 617 44 56 5& Hidland

A4 1160Md6-e £47 * Au2 4460\‘14d6—e€44 4453.4% , Halifax

Aua  ofcakeo-efft M3t Uoyds e AUD  0%c26660CEfF A3 Louds

FROM ATM_TXNS T1
INNER JOIN ATM_TXNS T2
WITHIN 10 MINUTES
ON T1.ACCOUNT_ID = T2.ACCOUNT_ID

“_CO A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Self-Join

T o T30 D [V T T2 Tme [T AT

xxxM6dMA6-e £17 11603A6-e L1+ 14.56:58 14:5849 Midland  Halifax
116091A6-e £47 xxxM6AUA6-e£4F 145849 1456:58 Halikax Midland
xxxM6dHA6-e £17 xxxM6aMd6-e L1+ 145658 1456.58 Midland  Midiand
116091A6-e £47 116091A6-e £47 14:5849 145849 Halikax Halikax

“_90 A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Self-Join

oxxM60UA6-2 £17 M6OUAG6-e1F  M5658 584 Midland  Halifax
M60MA6-e €17 oo MEAUA6-e 617 145841 #5658 Halkax  Midland
 oocH6AUA6-e £1F oxHM6AHA6-0 £fF 44 5658 445658  Midland  Midiand
HéoHde-e £ - 44 5849 445849 Halifax  Halifax

Selk \')o'\n oN sme 0 \'Ds

“_S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Exclude joins on the same txn

T T30 D U T T2 Tme [T AT

xxx16dMA6-e £17 116031A6-e L1+ 145658 14:5849 Midland  Halifax
1601A6-e L1+ xxxM60MA6-e£1F 145849 14.56:58 Halikax Midland

WHERE  T1.TRANSACTION_ID !'=
T2. TRANSACTION_ID

“_90 A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Exclude joins on the same txn

xxx1160MA6-e £13 14609106~ £17 145658 14.58:49 Mdland  Halikax
11604A6-e £17F xxx116AHA6-e£1F+ 145849 A156:58 Halikax Midland

’Du‘al'\CéfQ results (AR / BH)

".90 A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Join Windows

DR, I

oxxHEAUAE-2 £13 #5658 Midland

-W

xxx116aMd6-e£13 145658 Midland

Aua  H6OHAG-effr 445849 Halifax Qc«.z  MEAAE-CER »| 4584 | Halifax

Au2 09c25660-0 K43 193444 Lloxjo\s Au2 09c25660-0 K43 193444 Lonjo\s

WITHIN 1@ MINUTES
T1.TRANSACTION_ID I=

T2. TRANSACTION_ID

".S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Join Windows

PORLIEE BRI

xxx1160Had6-e £13 1456:58 Midland ><><><4460\‘Mo\6 e@ﬂ 44:5:58 Midland

Aua  M6AUAE-e&fF | H45849] Halifa W MEOUIG-0S 445841 Halibax

Au2 09c25660-0 K43 193444 Lloxjo\s Au2 09c25660-0 K43 193444 Lonjo\s

WITHIN 1@ MINUTES
T1.TRANSACTION_ID I=

T2. TRANSACTION_ID

".S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Join Windows

DR, I

-W

xxxH6AHA6-e €17 44:6:58H\o\lano\ ooctEAUdE-e £ 1456:58) Midiand
Aua  MEOUNG-e6fF | 44£5841| Halica “Nua | Hedwdee ="44:58:4q Haliax

Au2 09c25660-0 K43 193444 Lloxjo\s Au2 09c25660-0 K43 193444 Lonjo\s

WITHIN 1@ MINUTES
T1.TRANSACTION_ID I=

T2. TRANSACTION_ID

".S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Only join forward

DR, I

xxxM6AMAE6-e £17 446:58H\o\lano\

-W

xxx116aMd6-e£13 145658 Midland

Aua  H6OHAG-effr 445849 Halifax Qu.z  MEAAE-CER »| 4584 | Halifax

Au2 09c25660-0 K43 193444 Lloxjo\s Au2 09c25660-0 K43 193444 Lonjo\s

WITHIN (@ MINUTES, 10 MINUTES)
T1.TRANSACTION_ID I=

T2. TRANSACTION_ID

".90 A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Only join forward

DR, I

-W

xxx160HMA6-e £13 1456:58 Midland ><><><4460\‘Mo\6 e@ﬂ 44:56:5 Midland
Au2  MEOMA6-effr | 445849 | Haltax— Au2 H6AUAG-05f SR Halikax
Ay 09c2k660-0£1F 1934414 Lloxjo\s Aya 09c2k660-0£1F 1934414 Lloxjo\s

WITHIN (@ MINUTES, 10 MINUTES)
T1.TRANSACTION_ID !'=

T2. TRANSACTION_ID

“.S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Only join forward

xxxM6dMA6-e £17 11603A6-e L1+ 14.56:58 14:5849 Midland  Halifax

WITHIN 10 MINUTES)

Bnore events in the r‘\ﬁhhano\
stream erior to those in the lett

".S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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Only join forward

T o T30 D [V T T2 Tme [T AT

xxxM6dMA6-e £17 11603A6-e L1+ 14.56:58 145849 Midland  Halifax

~ 2 & N
i~ W2
R Y
~ F 3 —
e~ U
\ ¥ - T
po!
[ . l N

".S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL
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https://unsplash.com/photos/6yjAC0-OwkA?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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@rmoff

Calcuate distance between ATMs
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GEO DISTANCE(TX1l.location—>1lat, TX1.location->1on,
TX2. location—>1lat, TX2.location—>1lon,
IKMI)
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@rmoff

Calculate time between transactions

TX2.ROWTIME - TX1.ROWTIME AS
MILLISECONDS_DIFFERENCE

(TX2.ROWTIME - TX1.ROWTIME)
/ 1000 / 60 / 060 AS HOURS_DIFFERENCE
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@rmoff

So speaking of time...
ksql> PRINT 'atm_txns_gess' ;

Format:JSON
Kafka message

(/ROWTIME". timestamp

"ROWKEY": "null", 2018-12-06 17:11:49
‘account _1d”: "a218",

"timestamp": "2018-12-06 17:09:58 +0000")

"atm": "HSBC",

o Event time
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CREATE STREAM ATM_TXNS_GESS
(account_id VARCHAR, timestamp VARCHAR, ..

WITH (KAFKA TOPIC-atm‘txns\gess )
TIMESTAMP='timestamp', |
TIMESTAMP FORMAT— u

"timestamp": "2018- 12 -06 17:09:58 +0000"),




@rmoff

But what about the account holder?
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@rmoff

Elasticsearch

A™ fraud txns
with customer

de tails

Customer Dotification

e rvice

de tails

1, Enrich transaction events
with customer data

-_-:,SZO N ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL



@rmoff

Streaming Integration with Kafka Connect

ATTUNITY
ORACLE

Vi SQLServer m
syslog Sources

flat flle
CSV
JSON

MQTT

Katka Connect

Kworkers

Katka Brokers
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@rmoff

Streaming Integration with Kafka Connect

:=confluent

m» elasticsearch

Amazon S3

© mﬂuxdbC)RACLE

MQTT

Katka Brokers

ATM Fraud Detection with Apache Kafka and KSQL




@rmoff

Streaming Integration with Kafka Connect

m» elasticsearch
A 4

hadamp
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MQTT
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Confluent Hub

Discover and share

» One-stop place to discover and Connectors and more
download : :

O C O n r] e Cto r S Al Verified  Sources  Sinks  Community
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http://hub.confluent.io

@rmoff

The Table Stream Duality

Stream Accounrs |7 :Balance
Account ID Amount [ S
T oo

£l 12345  +€25 12345

12345 -€60

Banance

12345 €15
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The truth is the log.

The database s 3 cach
of a subset of the log.

. —Pat Helland
" Immutability Changes Everything

- http://cidrdb.org/cidr2015/Papers/CIDR15_Paper16.pdf

Photo by Bobby Burch on Unsplash
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@rmoff

Demo Time!

Customer | \3

de tails
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@rmoff

Spot patterns within this stream
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@rmoff

Suspect Transactions

Aya 145658 Midland
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@rmoff

Suspect Transactions

-

e | T4 e

Pobin M 4234 563+ Bu2 145658  Midland

".S:O A ﬂ uent ATM Fraud Detection with Apache Kafka and KSQL



AT
\ —

AT
Customer ‘S
details : l
2 w-
:=confluent

@rmoff

Elasticsearch

A fraud e

with customer
de tails
Motification
3 e rvice

1. Spot fraud In stream of
transactions

2.Enrich transaction events
with customer data
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@rmoff

Elasticsearch

(T A a |
ATM_POSSIBLE_FRAUD_ENRICHED

de tails
Motikication
RrvICe

1. Spot fraud In stream of
transactions

2.Enrich transaction events
with customer data
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@rmoff

Kafka Connect + Neo4j
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@rmoff

Kafka Connect + Neo4j

18 /5 o
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@rmoff

Kafka Connect + KSQL + Neo4;

‘[L/)(VIS _ 3

/ B
ﬁ ()\ account <id>: 437 account id: Qstomer_address: 13 Fieldstone Lane customer_country: United Kingdom customer_email: hbar980@1und1®

cJStomersS
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@rmoff

Kafka Connect + KSQL + Neo4j

Q e @ B
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account <id>: 437 account_id: a218| customer_address: 13 Fieldstone Lane customer_country: United Kingdom customer_email: hbare80@1und1.de| ¢
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Fraudulent ATM transactions

Time

B October 8th 2018, 23:22:04.000

B October 8th 2018, 23:21:30.000

»  October 8th 2018, 23:21:04.000

B October 8th 2018, 23:20:57.000

B October 8th 2018, 23:20:49.000

B October 8th 2018, 23:20:46.000

B October 8th 2018, 23:20:35.000

T1_ATM

ATM : 26235
39932

Link
Co-operativ
e Bank
Barclays
ATM : 30460
9846

Yorkshire B
ank

ATM : 25569

cLcoONOo

T2_ATM

ATM : 523163
9152

Link;
us

ATM:
4326

ATM:
9127

ATM:
9539

Coop B

Yorks

Realtime Operations View & Analysis

@rmoff

1-500f 2,760 £ >
T1_AMOUNT T2_ AMOUNT ACCOUN
400 300 a553
. _
8 | W _ _
E — — —
5 6
Q
U 4]
2 |
‘0 el D HHHHH e S
14:47:00 14:48:00 14:49:00 14:50:00 14:51:00 14:52:00 14:53:00 14:54:00 14
T1_TIMESTAMP per 10 seconds
Time T1.ATM T2_ATM DISTANCE_BETWEEN_TXN_KM MINUTES_DIFFERENCE T1_AMOUN
v October 9th 2018, 14:56:37.000 Lloyds ATM : 15558 24.637 3.733 300
66943
Table JSON
t A_ACCOUNT_ID @ Q @ % a532
t CUSTOMER_ADDRESS % 6 Porter Place
t CUSTOMER_COUNTRY % United Kingdom
N\ | / ’
t CUSTOMER_EMAIL % bmaioreo@istockphoto.com C UStomeF \d ata
t CUSTOMER_NAME % Bianca Maior
t CUSTOMER_PHONE % +44 418 532 2030
# DISTANCE_BETWEEN_TXN_KM @ Q (0 % 24.637
# KMH_REQUIRED @ Q@ (M %k 395.959
# MILLISECONDS_DIFFERENCE @ Q@ (0 % 224,000
T ion dat
# MINUTES_DIFFERENCE @ QM * 3.733 wransaCtlon dald
# TI1_AMOUNT Q@ Q @ % 300
t T1_ATM @ Q M * Lloyds
&G T1 LOCATION M sk 53.7221057.-1.8616274
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@rmoff

Graph analysis

Yorkshire
" Bank Szmtander
3
< o

3§
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@rmoff

Push notlflcatlon to the customer

awllEE 4G @ 7 ¢ 51% @

all EE 4G 15:21 7 4l 53% W )

Personal Hotspot: 1 Connection

[ Friends “ Following ]
Co-Operative Bank

Fraud alert from KSQL!
Customer: Elihu Beadon

ATM1: Barclays Bank PLC / ATM2:
ATM : 595481584

1020

Fraud alert from KSQL!
Customer: Inez Reeday
ATM1: Lloyds / ATM2: ATM :
413272740

Fraud alert from KSQL!
Customer: Jakob Grew

ATM1: ATM : 3663514950 / ATM2:
ATM : 3616415159

Fraud alert from KSQL!
Customer: Cleopatra Cabera
ATM1: HSBC /| ATM2: ATM :
333467278

Now
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Confluent Community Components @rmort

Apache Kafka with a bunch of cool stuff! For free!

Log Events loT Data Web Events Q

Confluent Platform

Data
Integration

Real-time Applications

Hadoop Transformations

- s > 2 55% 2o Oe
. - N 2. S Sl
= s - ! gwe™ ARt 3
=, 7>, > " g R A

M s gl A S Bid o e g o gt
% oL , - . . - - e - - -

Database Custom Apps

| Data Compatibility SQL Stream Processing :
> Schema Registry KSQL
Data Warehouse y 4 .'

Analytics

Development and Connectivity
Clients | Connectors | REST Proxy | CLI

Apache Kafka®
Core | Connect API | Streams API

Monitoring
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OREILLY o Q| OREILLY OREILLY

_ ; | Designing
Making Sense of Fvent-Driven

Stream Processing e

Concepts and Patterns for Streaming
Services with Apache Kafka

The Definitive Gmde

T T | A e Do
REALTIME DATAAND STREAM PROCESSING AT, SCALE _, ) » T EVENT DATA, STREAM PROCESSING, AND DATA INTEGRATION

Martin Kleppmann
Ben Stopford

Neha Narkhede,
Gwen Shapira & Todd Palino Jay Kreps Foreword by Sam Newman
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