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Elastic Stack Overview

Search. Observe. Protect.
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$ curl http://localhost:9200/speaker/ doc/
{

"nom" ¢ "David Pilato"

"jJobs" : [
{ "boite" : "SRA Europe (SSII)", "mission" : "bon a tout faire", "date" : "1995" },
{ "boite" : "SFR", "mission" : "touche a tout", "date" : "1997" },
{ "boite" : "e-Brands / Vivendi", "mission" : "chef de projets", "date": "2000" },
{
{ "boite" : "IDEO Technologies", "mission" : "CTO", "date" : "2012" },
{ "boite" : "elastic", "mission" : "développeur", "date" : "2013" } 7],

"passions”" : [ "famille", "job", "deejay" ],
"blog" : "http://david.pilato.fr/",
"twitter" : [ "@dadoonet", "@elasticfr" ],

I
I
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I
I
" "email" : "david@pilato.fr"
I

I
I
I
I
I
I
I
I
I
I
I
"boite" : "DGDDI (douane)", "mission" : "mouton a 5 pattes"”, "date" : "2005" }, :
I
I
I
I
I
I
I
I
I
I



The Elastic Stack
4

Reliably and securely take data from m» ¢lasticsearch
any source, in any format, then search, et

analyze, and visualize it in real time.

4 .
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Deploy anywhere.

>

>

Elastic Cloud Elastic Cloud Elastic Cloud on

Enterprise | Kubernetes

SaaS Orchestration
% elastic



Tarifs d'Elastic

La meilleure fagon d'utiliser les solutions Elastic est Elastic Cloud, un service géré de cloud
public proposé par les principaux fournisseurs cloud. Si vous souhaitez gérer vos logiciels
vous-méme, sur un cloud public, privé ou hybride, vous pouvez télécharger la Suite Elastic.

Standard

Un excellent point de départ

Capacités :

& Principale fonctionnalité de
sécurité de la Suite Elastic

& Fonctionnalités des solutions
Elastic Enterprise Search,
Observability et Security

& Kibana Lens, Elastic Maps et
Canvas

@ Alerting et actions dans la suite
& Principales fonctionnalités
gratuites et ouvertes

SUPPORT TECHNIQUE

@ Support technique basé sur les
tickets ouverts (seulement sur
Elastic Cloud)

Gold

Un support technique dédié et
des fonctionnalités optimisées

Tous les avantages de l'offre
Standard, plus :

& Reporting

& Actions d'alerting tierces

@& Watcher?

SUPPORT TECHNIQUE

@ Support technique aux heures
ouvrées

@ Support technique basé sur les
tickets ouverts

@ Accords de niveaux de service
en fonction du temps de
réponse du support technique

Platinum

Des fonctionnalités avancées
et un support technique
24 hf24,7 /7

Tous les avantages de I'offre Gold,
plus:

@ Des fonctionnalités de sécurité
avanceées de la Suite Elastic
& Machine Learning

@& Réplication inter-clusters
SUPPORT TECHNIQUE

@ Support technique 24 h/24,
7 j/7, 365 ] par an

@ Support technique basé sur les
tickets ouverts

Accords de niveaux de service
améliorés en fonction du temps
de réponse du support
technique

Enterprise

Prise en charge des niveaux de
données et protection des
points de terminaison

Tous les avantages de l'offre
Platinum, plus :

& Acceés a Elastic Endgame
& Snapshots interrogeables

& PFrise en charge des niveaux
interrogeables "cold"
(disponible) et "frozen" (bientot
disponible)

@& Serveur Elastic Maps (version
béta)

SUPPORT TECHNIQUE

@ Support technique 24 h/24,
7 j/7, 365 ] par an

@ Support technique basé sur les
tickets ouverts

@ Accords de niveaux de service
ameéliorés en fonction du temps
de réponse du support
technique



https://www.elastic.co/fr/subscriptions

Free Elastic training

Start your Elastic journey and become an expert faster than ever — for free. Build your

enterprise search, observability, security, and Elastic Stack skills with our on-demand training.

Quick Starts

Not sure where to start with Elastic? Start here. Our Quick Start
guides will have you in your own Elastic Cloud cluster exploring
data sets in less than 15 minutes.

Logging Quick Start

Metrics Quick Start

APM Quick Start
Workplace Search Quick Start

App Search Quick Start

App Search web crawler Quick Start
Elastic Security Quick Start

User Experience Monitoring Quick Start

“

Fundamentals training

Our self-paced courses include expertly designed materials,
engaging demos, hands-on lab exercises, and access to Elastic
experts to help you build and retain new skills. And they're all
available anywhere you have an internet connection.

» Observability Fundamentals
Introduction to Observability: Logging
Metrics Fundamentals
APM Fundamentals
Kibana Fundamentals
Kibana for SPL Users
Fundamentals of Securing Elasticsearch
Elastic Security Fundamentals: SIEM
Elastic Endgame Fundamentals
Anomaly Detection for Cybersecurity

ECE Fundamentals



https://www.elastic.co/fr/subscriptions

A typical search implementation...

CREATE TABLE user

(

name VARCHAR(100),
comments VARCHAR(1000)

)

INSERT
INSERT
french
INSERT

INSERT

INTO user VALUES
INTO user VALUES
customs service')
INTO user VALUES
INTO user VALUES

(
(
(
(

'David Pilato',
'Malloum Laya',

'David Gageot',
'David David',

'Developer at elastic');
'Worked with David at

'Engineer at Doctolib');

'Who 1s that gquy?');




Search on term

 INSERT
 INSERT
 french
 INSERT
' INSERT

SELECT

INTO user VALUES
INTO user VALUES

(' David Pilato’,
(
customs service');
(
(

'Malloum Laya',

INTO user VALUES
INTO user VALUES

David Gageot',
David David',

* FROM user WHERE name=" e

Empty set (0,00 sec)

'Developer at elastic');
'Worked with David at

'Who is that guy?');

Engineer at Doctolib');
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Search like

' INSERT INTO user VALUES (
 INSERT INTO user VALUES (
 french customs service');
 INSERT INTO user VALUES (
INSERT INTO user VALUES (

I
I
L e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o o o |

David Pilato
David Gageot
David David

| Pilato',
Malloum Laya',

Gageot ',

Developer at elastic
Engineer at Doctolib
Who 1s that guy?

'Developer at elastic');
'Worked with David at

'Who 1s that gquy?');

Engineer at Doctolib');
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Search for terms

 INSERT
 INSERT
 french
 INSERT

INSERT

I
I
L e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o o o |

INTO user VALUES (
INTO user VALUES (
customs service');
(
(

INTO user VALUES David Gageot',

David David', 'Who 1s that guy?');

INTO user VALUES

* FROM user WHERE name LIKE "% % 3
———————— et

| comments |
———————— et

David Pilato Cl

, Developer at elastic');
Malloum Laya', 'Worked with David at

Engineer at Doctolib');

§5§ekﬁim
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Search with inverted terms

I
I
L

INSERT INTO user VALUES
INSERT INTO user VALUES

('David Pilato',
(
french customs service');
(
(

'Malloum Laya',

INSERT INTO user VALUES
INSERT INTO user VALUES

David Gageot',
David David',

SELECT * FROM user WHERE name LIKE "%
Empty set (0,00 sec)
SELECT * FROM user WHERE name LIKE "%
Empty set (0,00 sec)

'Developer at elastic');
'Worked with David at

'Who 1s that gquy?');

o\©

Pilato David Cl

Engineer at Doctolib');

@ elastic
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Search for terms

 INSERT
 INSERT
 french
 INSERT

INSERT

I
I
L e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o o o |

INTO user VALUES (
INTO user VALUES (
customs service');
(
(

INTO user VALUES David Gageot',

David David', 'Who 1s that guy?');

INTO user VALUES

* FROM user WHERE name LIKE "% %" AND
name LIKE "% 3" s
-------- N
| comments |
-------- N

Pilato David Cl

, Developer at elastic');
Malloum Laya', 'Worked with David at

Engineer at Doctolib');

§5§ekﬁim



Search in two fields

' INSERT INTO user VALUES (' Pilato', 'Developer at elastic');
 INSERT INTO user VALUES ('Malloum Laya', 'Worked with at

 french customs service');
(
(

'INSERT INTO user VALUES Gageot', 'Engineer at Doctolib’);

INSERT INTO user VALUES (' ', 'Who 1s that guy?');

I
I
L o o |

SELECT * FROM user WHERE name LIKE "% %" OR
comments LIKE "% 3" e
S R - +
| name | comments
S R - +

David Pilato Developer at elastic

Malloum Laya Worked with David at french customs service
David Gageot Engineer at Doctolib

David David Who 1s that guy?
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Search with typos

' INSERT INTO user VALUES (' David Pilato', 'Developer at elastic');
 INSERT INTO user VALUES ('Malloum Laya', 'Worked with David at

 french customs service');
(
(

'INSERT INTO user VALUES

David Gageot', 'Engineer at Doctolib');

INSERT INTO user VALUES David David', 'Who i1s that guy?');

I !
I
L - — - e e e e e e e e e e e e e e e e e e e e e — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —

SELECT * FROM user WHERE name LIKE "%$Dadid%";
Empty set (0,00 sec)

16
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Search with typos

' INSERT INTO user VALUES (
' INSERT INTO user VALUES (
. french customs service');
 INSERT INTO user VALUES (
'INSERT INTO user VALUES (

SELECT * FROM user WHERE name

David Pilato
David Gageot
David David

LIKE "% adidg"

name LIKE "3%D did%"
name LIKE "%Da id%"
name LIKE "%Dad d%"

name LIKE "3%Dadi

Developer at elastic
Engineer at Doctolib
Who 1s that guy?

o
°

4

| Pilato', 'Developer at elastic');
Malloum Laya', 'Worked with David at

Gageot ', 'Engineer at Doctolib');
| ', 'Who 1s that gquy?');

OR
OR
OR
OR
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Search engine?

Moteur d'indexation de documents

e

Moteur de recherche dans les index
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Demo time!




3 solutions powered by 1 stack

»

Elastic Enterprise Search Elastic Observability Elastic Security

4l v

Kibana

Elasticsearch

Elastic Stack

4 .
% elastic



Elastic Enterprise Search

Workplace Search App Search Site Search

4 .
% elastic



) ELASTIC ENTERPRISE SEARCH

Search everything,
anywhere

Easily implement powerful,
modern search experiences
across your website, app, or
digital workplace. Search it
all, simply.

€ All Shared Content Sources

flira ~ Source Overview
Content Summary
Connec tor Created
Jira July 29, 2019 CONTENT TYPE
Overview > ptory
Project
Content
Other
Total Documents
Remove Jira

Recent Activity

EVENT
Syncing
Sync
Sync

Created

GROUP ACCESS

ése
Manage a
Engineering & &(ﬂ, e =3

ITEMS
42
Design t e ‘o
A :
89

135

Recent Activity

TIME

Less than a minute ago
1 day ago

1 day ago

1 day ago

% @ elasti
¢ elastic



Elastic Observability

% @ elasti
¢ elastic



‘l ELASTIC OBSERVABILITY
Unified visibility
across your entire
ecosystem

Bring your logs, metrics, and
traces together into a single stack
SO you can monitor, detect, and

react to events with speed.

A

o B & B g

—
ok

Al o M

O

& g o

(@

I

cker

. Metrics

Inventory  Metrics Explorer  Settings

v Q Search for infrastructure data... (e.g. host.name:host-1)

Metric: CPU Usage

v

0%

Group By: Host

1.4% 3.6%

View logs
View metrics
View container APM traces

View container in Uptime

© @

=] 05/30/2019 12:26:22 PM P> Auto-refresh

localtesting_7.5.0_packetbeat | 3.6%

W 3.6% 71%
e osen | aax
77% | s 23%

100%

@ elastic
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Elastic Security

Endpoint SIEM

4 .
% elastic



‘1 ELASTIC SECURITY

Security how it
should be: open

Elastic Security integrates
endpoint security and SIEM to

give you prevention, collection,
detection, and response
capabilities for unified protection
across your infrastructure.

© @

[ | View events

K . SIEM / Overview

0 Overview Hosts Network Detection engine Timelines Anomaly detection v Add data
C @
@ B v Search — E v

@ + Add filter
M
= My recent timelines
s Events count by dataset
@,
- T . I I

[
|| et L

=

OUTLOOK.EXE

6 DNS 297 Registry

6 Network 3 Alert
\ 4

% EXCELEXE

\E

-

TERMINATED
EXCEL.EXE

22 File

TERMINATED
JAT6E7WS8.exe

32 Registry ' e ‘ « 3Registry | 2File - 3Alert

TERMINATED v
certutil.exe > erundli32.exe

o 26DNS 19 Registry
1Enrichment

Registry MODIFIED

\REGISTRY\USER\S-1-5-21-3131599578-4244921195...

ATT&CK T1037 View on MITRE —

Logon Scripts

Lateral Movement Persistence

Network events

Showing 25,281 events

> Auditbeat

« Filebeat

> Packetbheat

[@ | View events

% @ elasti
¢ elastic


https://www.elastic.co/endpoint-security
https://www.elastic.co/siem
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build.security







Deploy anywhere.

>

>

Elastic Cloud Elastic Cloud Elastic Cloud on

Enterprise | Kubernetes

SaaS Orchestration
% elastic
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ELASTIC CLOUD

Family of Saa$S
Offerings

Easi
dep

y launch, operate, and scale
oyments on AWS, GCP, or Azure with

a SaaS experience tailor-made for Elastic

products and solutions.

c
First cluster
Deployments Edit
Edit
_ == Data
Elasticsearch
| Logs
cp.data.highio.1
Snapshots acp 9
A Kibana instance.
| APl Console
Kibana Fault tolerance
APM 01 zone 2 zones 3 zones
Activty
. RAM per Node
Security
G |
Performance X
1GB 2GB 8 GB 32GB 64 GB
Custom plugins
K Kibana 1 configuration
gcp.kibana.1 kibana
A Kibana instance.
Fault tolerance
01 zone 2 zones 3 zones
RAM per Node Instances @ RAM per Zone
—____ J 1 = 1GB
1GB 2GB 4GB 8 GB
Summary
1 GB RAM X 1instance X 1 zone = 1 GB RAM

> User settings overrides

Summary

Name First Cluster
Version v7.0.1

ES data memory 24 GB

ES data storage 1.25TB

Total memory 25.5GB
Total storage 1.25TB
Hourly rate $0.8281
Monthly rate $604.51

Architecture

Zone 1

gcp.data.hi... gcep.data.hi...

8 GBRAM 4 GBRAM

gep.apmi
512MB RAM

Zone 2

gcp.data.hi... gcep.data.hi...

8 GBRAM 4 GBRAM

e .
% elastic



“ ELASTIC CLOUD ENTERPRISE
@

Centrally manage your
Elastic deployments

Provision, manage, and monitor Elastic
products and solutions, at any scale, on
any infrastructure, while managing
everything from a single console.

c

Deployments
Platform

Summary
Allocators
Runners
Proxies
Elastic Stack
Templates
Repositories

Settings

Activity Feed

ece-region

Zones

3

Proxies

1

Your installation

ece-zone-0

ece-zone-o Available capacity:

Allocator

v

v

Instance distribution @@ 4ce

®ics

Allocators

S

Elasticsearch clusters

7

ece-zone-1

. Kibana

. Elasticsearch

192.168.44.16

192.168.44.10

Available capacity

88.72 GB

Kibana instances

6

ece-

Tags
env: prod team: devops
zone:00
env: prod team: devops
zone:00

ece-zone-0

Runner 192.168.44.10

Roles

& allocator coordinator  director

proxy

Containers

admin-console Aallocator beats-runner

blueprint client-forwarder  cloud-ui

constructor curator  director  proxy

runner services-forwarder zookeeper

Runner 192.168.44.13

Roles
& allocator

Containers

& allocator beats-runner

client-forwarder runner

services-forwarder

e .
% elastic



>
(" ELASTIC CLOUD ON KUBERNETES

Official Operator,
and much more

Simplify setup, upgrades, snapshots,
scaling, high availability, security, and
more when running Elastic products
and solutions on Kubernetes.

elastic

Wa
L
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Cancel Search
Current Map Area
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