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PROMPT-DRIVEN DEVELOPMENT:

ALIGNING IDEAS, TESTS, AND CODE
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Developer tools / Professional Developers

Accuracy of Al tools

Highly trust = 2.3%
Somewhat trust 39.3%
Neither trust nor distrust 27.3%
Somewhat distrust 22.9%

Highly distrust

\ 2024 Source: survey.stackoverflow.co/2024
\\ Developer 4

|| Survey Data licensed under Open Database License (ODbL)




Al GENERATED CODE IS NOT GREX I

Searct

If'(lv > cs > arXiv:2304.10778

Computer Science > Software Engineering

[Submitted on 21 Apr 2023 (v1), last revised 22 Oct 2023 (this version, v2)]

Evaluating the Code Quality of Al-Assisted Code
Generation Tools: An Empirical Study on GitHub Copilot,
Amazon CodeWhisperer, and ChatGPT

Burak Yetistiren, Isik Ozsoy, Miray Ayerdem, Eray Tiizin

Context: Al-assisted code generation tools have become increasingly prevalent in software
engineering, offering the ability to generate code from natural language prompts or partial code
inputs. Notable examples of these tools include GitHub Copilot, Amazon CodeWhisperer, and
OpenAl's ChatGPT.

Objective: This study aims to compare the performance of these prominent code generation tools
in terms of code quality metrics, such as Code Validity, Code Correctness, Code Security, Code
Reliability, and Code Maintainability, to identify their strengths and shortcomings.

Method: We assess the code generation capabilities of GitHub Copilot, Amazon CodeWhisperer,
and ChatGPT using the benchmark HumanEval Dataset. The generated code is then evaluated
based on the proposed code quality metrics.

Results: Our analysis reveals t . . e SR ilot, and Amazon
CodeWhisperer generate corre . . . i bspectively. In
comparison, the newer version s e ¥70 . perer showed
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ON TOP OF THAT, IT IS DANGEROUS

dI X1V > cs > arXiv:2108.09293

Computer Science > Cryptography and Security

[Submitted on 20 Aug 2021 (v1), last revised 16 Dec 2021 (this version, v3)]

Asleep at the Keyboard? Assessing the Security of GitHub Copilot's Code
Contributions

Hammond Pearce, Baleegh Ahmad, Benjamin Tan, Brendan Dolan-Gavitt, Ramesh Karri

There is burgeoning interest in designing Al-based systems to assist humans in designing computing systems, including tools that
automatically generate computer code. The most notable of these comes in the form of the first self-described Al pair programmer’,
GitHub Copilot, a language model trained over open-source GitHub code. However, code often contains bugs - and so, given the vast
quantity of unvetted code that Copilot has processed, it is certain that the language model will have learned from exploitable, buggy
code. This raises concerns on the security of Copilot's code contributions. In this work, we systematically investigate the prevalence
and conditions that can cause GitHub Copilot to recommend insecure code. To perform this analysis we prompt Copilot to generate
code in scenarios relevant to high-risk CWEs (e.g. those from MITRE's "Top 25" list). We explore Copilot's performance on three
distinct code generation axes -- examining how it performs given diversity of weaknesses, diversity of prompts, and diversity of
domains o to aenraduce 29 different scenarios for Copilot to complete, producing 1,689 programs. Of these, we found

approximately 40% to be vulnerable.
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Computer Science > Software Engineering

[Submitted on 21 May 2024 (v1), last revised 28 Nov 2024 (this version, v2)]

Fight Fire with Fire: How Much Can We Trust ChatGPT on Source Code-Related Tasks?
Xiao Yu, Lei Liu, Xing Hu, Jacky Wai Keung, Jin Liu, Xin Xia

With the increasing utilization of large language models such as ChatGPT during software development, it has become crucial to verify the quality of
code content it generates. Recent studies proposed utilizing ChatGPT as both a developer and tester for multi-agent collaborative software development.
The multi-agent collaboration empowers ChatGPT to produce test reports for its generated code, enabling it to self-verify the code content and fix bugs
based on these reports. However, these studies did not assess the eﬁ’ectlveness of the generated test reports in validating the code. Therefore, we
conduct a comprehensive emggi pability in code generation, code completion, and program

repair. We request ChatGPT tp (1) generate correct code and then self-verify its correctness; l2) complete code without vulnerabilities and then self-
i ilities; arfd (3) repair buggy code and then self-verify whether the bugs are resolved. Pur findings on two code

generation datasets, one code completion d'¥ta 3 "%1) ChatGPT often erroneously
predicts its generated incorrect code as correct. (2) The self-contradictory hallucinations in ChatGPT's behavior arise. (3) The self-verification capability
of ChatGPT can be enhanced by askmg the guiding questlon which queries whether ChatGPT agrees W|th assertions about incorrectly generated or

ifv more vulnerabilities in completed code
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BARUCH SADOGURSKY - (@ JBARUCH

x Developer Advocate at large (talk to me!)
x Development -> DevOps -> #DPE

T il A
SOFTIARED
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SOFTWARE DESIGN DOCUMENTS

Software Design Documentation Template =

Software Desigh Documentation

Project Name
Date:

Written By:

Introduction

Provide an overview of the entire document.

System Overview

Provide a general description and functionality of the software system.

Design Considerations

Describe the issues that need to be addressed before creating a design solution

(@JBARUCH (@GAMUSSA (@DEYOXXFR #PDD SPEAKING.JEARU.CH



SOFTWARE DESIGN DOCUMENTS

x Write-once
x Read-maybe-once

x (Mis)understood by humans
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SO WHY DON'T THEY WORK ?

x Human (mis)understanding
x Vague responsibility boundaries
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WE HAVE A
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NEXT THING YOU KNOW: IT'S A VEIN DINGRAM

Software |

Software | like know really
well
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BUT HEY, WE DO HAYE WORKING SOFTWARE SOMETIMES
x Good intentions
x Professionalism

x Tests and QA
x End result observation
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UNTIL GEN A/ CHIINGED THE GAME
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IDEA! W

VERIEIABIEINTENTS

What if we code in the intent and always
verify against it?
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LET'S EXPRESS INTENT IN TESTS

x |nstead of SDDs
x Always up-to-date

x (Generate consensus
x Parsed by the machine
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Nope. Don’t like that.
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WHAT IF IT (ALlMOS T) WON'T LOOK LIKE CODE?
Instead of SDDs
Always up-to-date

Parsed by the machine

X

X

x (Generate consensus

X

x Describe behavior instead of tests

(@/BIRUCH (@EAMUSSY (@ DEVONKFR 42PDD), SCEIKINGY/BAKUCH,



WHAT IF IT (ALMOST) WON'T LoOK LIKE CODE?

Always up-to-date

BDD?
(Generate consensus

@,
Describe behavior instead of tests

X
X
x Parsed by the machine O
X
x Almost plain Erglish human language

(@/BIRUCH (@EAMUSSY (@ DEVONKFR 42PDD), SCEIKINGY/BAKUCH,



I R J

Nope. Don’t like that.
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BT WRTING TE IS FIRST IS STILL A Goop IDEA, RIGHT?!
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WHY DEVELOPERS WON'T WRITE TESTS FIRST

x Developers are solution-biased
x We already know how to solve the

problem
x Legacy code bases

(@JBARUCH @GAMUSSA (@DEVOXXFR #PDD SPEAKING.JBARU.CH
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Business people
define what
software should
do

(@JBARUCH

Specs
are
reviewed
and
agreed
upon

@GAMUSSA (@DEVOXXFR #PDD

Code is
written to
satisfy
the tests
-> specs
-> design
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WHY DOES IT WORK ?

x Business people write text
x Specs are reviewed by all

x SDDs are Specs are living docs
X

X

Everything else is derived from specs
Previous steps are protected

(@/BIRUCIH (@GAMUSSY (@DEVONKFR P00, SCEIKINGY/BAKUCH,



PDD IS BDD AIS IT MEANT TO BE

x Define and agree on intent
x Al is protected from circular verification

x Up-to-date context docs at all times

(@JBARUCH (@GAMUSSA (@DEYOXXFR #PDD, SPEAKING:JEARU:CH



KULES /GUIDELINES

x Mostly refined by Cascade
x The full version covers an existing

codebase scenario
x Has a link In /docs

(@/BORUCH (@GAMYSSH (@DEYONKFR #PDD, SPEAKINGH/BARUCH,



NEW PROJECT

x Phase 1: Define requirements using
the memento pattern

x Phase 2: Define test scenarios and
Specs

x Phase 3: Implement tests and

business logic

(@/BIRUCIH (@EORUSSY (@DEVONLFR 42P00), SCEIKINGY/BAKUCH,




EXISTING PROJECT

x Phase 0: Examine code and produce
full test coverage

x EXxisting tests are protected

(@/BIRUCH (@EAMUSSY (@ DEVONKFR 42PDD), SCEIKINGY/BAKUCH,



PROTECTION RULES

x Requirement documents are
protected after Phase 1.

x If changes are needed, the phase is reset

x Test scenarios and specs are
protected after Phase 2.
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RECOUERY RULES

x Source control commits after stages

x Requirements changes trigger phase

reset and re-alignment
x Might convert the project into "existing” mode

(@/BIRUCIH (@GAMUSSY (@DEVONKFR P00, SCEIKINGY/BAKUCH,



CASCADE IN WINDSURF

Pros Cons
x Speed x Not Intellid IDEA

x Conversation and x .windsurfrules system
reflection IS not ideal

x Selectable models
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JUNIE IN INTELLI/ IDER

Pros Cons
x IntelliJ IDEA x Speed

x Execution Plan x Introversion

x guidelines.md is better x No chat/reflection
mode

(@JBARUCH @GAMUSSA (@DEVOXXFR #PDD SPEAKING.JBARU.CH



BETTER RULES SYSTEM?

Multiple files for different scenarios
Flexible actuators

File references for reuse

Optionally, part of the documentation

.cursor/rules for the best implementation
ATM

X X X X X
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T00 MUCH CODE?

x New prompt — new context window
x Memento pattern FTW

x But what if even the initial context is
too large?

x Is it the perfect argument for
microservices?
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WHO SHOULD FIX THE cODE?

x Code inspections (linting in VS Code)
integration

x “Switch from Al generation to tool
calling when needed”

x Leonid Kuligin — “What is an Al agent? How to develop one?”

(@/BIRUCIH! (@EOMUSSY (@DEVONKFR 42P0D), SCEIKINGY/BAKUCH,



DEVELOPER PRODUCTIVITY

THE #1 PROGRAMMER EXCUSE
FOR LEGITIMATELY SLACKING OFF:

MY CODE'S COMPILING.

HEY! GET BACK
10 \JORK‘

= \ii’

OH CARRY ON.
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IS IT ENGAGING?

ATTENTIbN

SPAN 25 minutes
|

A Grouhdbreaking Way to Restore
Balance,’Happiness and Productivity ﬁ

GLORIA MARK, PhD
With a New Foreword and Exercises by the Author

(@JBARUCH @GAMUSSA (@DEVOXXFR #PDD SPEAKING.JBARU.CH



LOOKS LIKE A PRETTY Eisy FIX...
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Using IntelliJ IDEA
code inspections

(@JBARUCH

(@GAMUSSA

Physically
protect
stage
assets

(@DEVOXXFR

#PDD

Machine-
verify
stages

compliance
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IS IT TOO RIGID?

x The process feels the opposite of agile
x Making changes is a pain

x Are there other options?
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(SUMMARY) PDD - Bpp FINALLY MAKES SENSE

x (Generates consensus
x Features are verifiable back to

requirements
x We can start trusting Al code (¢ )
x But there is still work to be done
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THANKS!

Q&A and Fwitter X/Bsky/LinkedIn ads:

X @jbaruch

X @gamussa

X @devoxxfr

X #pdd

X speaking.jbaru.ch
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