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Logs & Metrics?



What is a log?

Nov 19 16:31:58 rhincodon syslogd[41]: ASL Sender Statistics

timestamp message



What is a log?

Nov 19 16:31:58 rhincodon syslogd[41]: ASL Sender Statistics

timestamp host message



What is a structured log?

Nov 19 16:31:58 rhincodon syslogd[41]: ASL Sender Statistics

timestamp host process message



What is a log?

Nov 19 16:31:58

timestamp

Not unique!
Granularity!
Timezone!
Year!

Defaults required!



Date normalization

Nov 19 16:31:58



Date normalization

19/Jul/20615:08:13:42 +0000



Date normalization

2015-01-01T12:10:30.1234567897



Date normalization

2019-10-10



Date normalization

1420070400



Date normalization

2019-11-19T17:05:38,752



Date normalization

16:06:02.858



Date normalization

2019-11-19T17:06:23.582+0100



Multl line events

[2019-067-25T00:10:02,240] [WARN ][o.e.i.IndexService ] [1563552203477145411] [migrate-bird-filebeat-7.0.0-alpha1-2019.07.2
5] failed to run task refresh - suppressing re-occurring exceptions unless the exception changes
org.elasticsearch.index.engine.RefreshFailedEngineException: Refresh failed

org.elasticsearch

at
at
at
at
at
.6.4]
at
at

org.elasticsearch.
org.elasticsearch.
org.elasticsearch.
org.elasticsearch.

org.elasticsearch.
org.elasticsearch.

csearch-5.6.4.jar:5.6.4]
at java.util.concurrent.ThreadPoolExecutor.runWorker(Unknown Source) [?:1.8.0_181]
at java.util.concurrent.ThreadPoolExecutor$Worker.run(Unknown Source) [?:1.8.0_181]
at java.lang.Thread.run(Unknown Source) [?:1.8.0_181]
Caused by: org.apache.lucene.index.CorruptIndexException: compound sub-files must have a valid codec header and footer: file is too small (0 bytes)
(resource=BufferedChecksumIndexInput(MMapIndexInput(path="/data3/containers/1563552203477145411/es/data/nodes/0/indices/itne5EqpRE-VNwW1wLMj2EA/1/index/

_8u.dim")))

at
00:21:33]
at
2018-06-28
at
00:21:33]
at

org.apache.
org.apache.
00:21:33]

org.apache.

org.apache.

- elk - 2018-06-28 00:

at
2018-06-28

at

at
00:21:33]

org.apache.
00:21:33]

org.apache.
org.apache.

lucene

lucene.

lucene.

lucene.

21:33]

lucene.

lucene.

lucene

.index.engine.InternalEngine.refresh(InternalEngine.java:919) ~[elasticsearch-5.6.4.jar:5.6.4]
index.shard.IndexShard.refresh(IndexShard. java:632) ~[elasticsearch-5.6.4.jar:5.6.4]
index.IndexService.maybeRefreshEngine(IndexService.java:690) ~[elasticsearch-5.6.4.jar:5.6.4]
index.IndexService.access$400(IndexService.java:92) ~[elasticsearch-5.6.4.jar:5.6.4]
index.IndexService$AsyncRefreshTask.runInternal(IndexService.java:832) ~[elasticsearch-5.6.4.jar:5

index.IndexService$BaseAsyncTask.run(IndexService.java:743) [elasticsearch-5.6.4.jar:5.6.4]
common.util.concurrent.ThreadContext$ContextPreservingRunnable. run(ThreadContext.java:569) [elasti

.codecs.CodecUtil.verifyAndCopyIndexHeader (CodecUtil. java:282) ~[lucene-core-6.6.1.jar:6.6.1 unknown - elk - 2018-06-28
codecs.lucene50.Lucene50CompoundFormat.write(Lucene50CompoundFormat.java:96) ~[lucene-core-6.6.1.jar:6.6.1 unknown - elk -
index.IndexWriter.createCompoundFile(IndexWriter.java:4945) ~[lucene-core-6.6.1.jar:6.6.1 unknown - elk - 2018-06-28
index.DocumentsWriterPerThread.sealFlushedSegment (DocumentsWriterPerThread. java:529) ~[lucene-core-6.6.1.jar:6.6.1 unknown
index.DocumentsWriterPerThread.flush(DocumentsWriterPerThread. java:481) ~[lucene-core-6.6.1.jar:6.6.1 unknown - elk -

index.DocumentsWriter.doFlush(DocumentsWriter.java:539) ~[lucene-core-6.6.1.jar:6.6.1 unknown - elk - 2018-06-28 00:21:33]
.index.DocumentsWriter.flushAllThreads(DocumentsWriter.java:653) ~[lucene-core-6.6.1.jar:6.6.1 unknown - elk - 2018-06-28

@ elastic



What is a metric?

1574179943 1load_avg_1 1.70

timestamp id value

measurement at a point in time



Logs vs. Metrics

log: event based

metric: constant measurement



Log centralization

Access rights

Short lived containers
Search across services
Correlation

Retention

Alerting

Cost of storage/density



Data normalization

Timestamps

Field name convention (lowercase, tense)
Same field names across services

Elastic Common Schema


https://www.elastic.co/guide/en/ecs/current/ecs-reference.html

Elastic Stack



Elastic Stack

Ingest




Solutions

APM
Search
Logs
Uptime
Metrics
Analytics
Maps SIEM




Deployment

 Elastic Cloud

- Elastic Cloud Enterprise G

 Elastic Cloud on K8s
« Self hosted




Elastic Cloud

L Log in - Elastic Cloud X +

q C 0 & cloud.elastic.co/login

P

Password

&

Login Forgot password?

Don't have an account? Sign up now.

[
(J

elastic

Have questions? Email us at support@elastic.co

Incognito ww



Elastic Cloud

c

Deployments

Create deployment

Create deployment

Custom plugins Spin up your deployment to start configuring your Elastic Stack, either with templates or customized data. Learn more

Account

° Name your deployment
Help

Give your deployment a name

Select a cloud platform

Pick your cloud and let us handle the rest. No additional accounts required.

s ®

Amazon Web Se Google Cloud Platform

Select a region

US East (N. Virginia) US West (N. California) US West (Oregon)
EU (Ireland) Asia Pacific (Singapore) Asia Pacific (Tokyo)
South America East Asia Pacific (Sydney) EU (Frankfurt)

EU (London)




o Set up your deployment

Elastic Stack version

7.4.2 Edit

Select a deployment to restore from its latest snapshot

Monitoring

Enable monitoring by shipping metrics to a deployment

° Optimize your deployment

1/O Optimized

Use for search and general
all-purpose workloads.
Includes a balance of
compute, memory, and

storage.
Default specs

=F=

=h =

Hot-Warm Architecture

Use for time-series analytics
and logging workloads that
benefit from automatic index

Compute Optimized

Run CPU-intensive workloads
or run smaller workloads
cost-effectively when you
need less memory and
storage.
Default specs

SK®

Cross Cluster Search
Use to search data across
one or more associated
deployments

Memory Optimized
Perform memory-intensive
operations efficiently,
including workloads with
frequent aggregations.
Default specs

a
N
L

curation. Default specs
Default specs
=EK® =K

Elastic Cloud supports many more options to cater to your specific use case such as hot-warm architecture optimized for
logging, compute-focused setup optimized for analytics etc. Learn more

° Deployment pricing

Hourly rate $0.3789

v Create deployment

3 Customize deployment




Ingestion



Ingestion

Read data
Ship data
Modify data
Acknowledging

Fail safety



Logstash is an open source, server-side
data processing pipeline that ingests
data from a multitude of sources
simultaneously, transforms it, and then
sends it to your favorite "stash."

https://www.elastic.co/products/logstash


https://www.elastic.co/products/logstash

RN

o

Beats is the platform for single-
purpose data shippers. They send
data from hundreds or thousands of
machines and systems to Logstash
or Elasticsearch.

https://www.elastic.co/products/beats


https://www.elastic.co/products/logstash

Ingestion - Beats

Filebeat
Metricbeat
Packetbeat
Winlogbeat
Auditbeat
Heartbeat

Functionbeat



Today's setup

Elasticsearch/Kibana on Elastic Cloud
nginx running locally
Filebeat: Ingest HTTP logs

Metricbeat: Ingest metrics



DEMO



Next steps



APM & Distributed Tracing

Transaction sample

Timeline

Services

Oms

HTTP

Service

Transactions

Requests per minute

200 rpm

100 rpm

Process Agent Container User




APM & Distributed Tracing

GET unknown route

Transaction sample Actions v

a day ago http://opbeans-node:3000/api/stats

100.0% HTTP 2xx

None

Timeline HTTP Host Service Process Agent URL User Labels Custom

Services @ opo

% HTTP 2xx GET/ 17ms

GET opbeans-ruby:3000/api/stats 16 ms




Uptime

Overview
Q

Current status

Up

3

Monitor status
Status

e Up

a few seconds ago

Mixed

a few seconds ago

e Up

a few seconds ago

e Up

a few seconds ago

e Down

a few seconds ago

Mixed

@®© v Last15 minutes Show dates G Refresh

Up Down Location v ID v Name v URL v Port v Scheme v

10:01 10:04 10:05 10:06 1007 0 10:11 10:12 10:13 0:14

Pings over time

0:00 1002 10:03

10:07 0:08 10:09 10

URL Downtime history Integrations

https://www.elastic.co/use-cases/

&z

UseCases

http://opbeans-
NodeJs node:3000/api/customers I“IIIIII“"IIII I

ca-dc2-rack1 172.18.0.11
nyc-dc1-rack1 172.18.0.11

uk-dc2-rack3 172.18.0.11



- Uptime
Monitor status

Status

e Up

a few seconds ago

Mixed

a few seconds ago

Mixed

a few seconds ago

e Down

a few seconds ago

e Down
a few seconds ago

e Up

a few seconds ago

Mixed

a few seconds ago

e Up
a few seconds ago

Mixed

a few seconds ago

e Up

a few seconds ago

UseCases

NodeJS

NodeJS

NodeJS

RubyAPI

RubyAPI

HeartbeatPage

ca-dc2-rack1

nyc-dc1-rackl

uk-dc2-rack3

URL Downtime history Integrations

https://www.elastic.co/use-cases/
&

http://opb -
noge:;opooe/:r;;is/customers & I“IIII“I““lll“ll“l“

http://opbeans-
node:3000/api/stats 4 A IIIlII Illll“ll"ll

172.18.0.11

http://opbeans-

node:3000/api/orders 4 |I|“II“II“I““““l"l

http://opbeans- I I
ruby:3000/api/customers/2 % L[]

http://opbeans- I I
ruby:3000/api/orders 1] II-.I“ I"l““.llll-

https://www.elastic.co/products/b
eats/heartbeat 7



Elastic Approach to Observability

Dev & Ops Teams
Metrics Data APM Data
Web Logs Container Metrics Real User Monitoring Uptime
App Logs Host Metrics Txn Perf Monitoring Response Time
Database Logs Database Metics Distributed Tracing
Container Logs Network Metrics

Storage Metrics

Elastic Common Schema




. Hosts

Overview Hosts Network Timelines

Hosts Hosts

10,633 Success 33 Fail © 1,165 Source ©985 Destination

Notes

OR host.name: “siem-es”

All Hosts

Drop here to build an OR query

AND  Filter Q) event.action:"config_change” and event.dataset:"file”

Fields @timestamp event.severity event.category event.action

Jun 3, 2019 @ 19:40:15.160 audit-rule executed siem-es

Session # unset root @ siem-es in F3/ executed >-ip routels table local type local scope host dev ethO proto 66 with result

host.name

success




Machine Learning

Machine Learning

Detector
Nginx access visitor rate v/ C Refresh m

Single time series analysis of cardinality source.address show model bounds annotations

February 27th 2017, 05:30:00

2017-02-27 00:00 2017-03-01 00:00 2017-03-02 0000

anomaly score: 97
value: 86

upper bounds: 1657
lower bounds: 1288.7

2017-02-08 0000 2017-02119 00:00 e 0 . v 2017-03-05 00:00

Anomalies
Severity threshold Interval

warning Auto

time severity detector actual description

> February 27th 2017 ® 97 Nginx access visitor rate 86 ¥ 17x lower

elastic




Machine Learning

n Machine Learning

Job Management Anomaly Explorer Single Metric Viewer Transforms  Analytics Data Visualizer Settings

PLSEIEEE demo ¢ Edit job selection
Filter by influencer fields... (source.address : 72.57.0.53)

Top Influencers Anomaly timeline

source.address Ove .-....

7257053
19.199,239.172

108.47.35.204

170.92.28189 .
185.78.31.85 demo-status_code_rate, ......

demo-source. ip_url_co.

213.223.2066
demo-source._ip_reque.
247.24617.141

pst_rate,

821912310

2111.168.189 Anomalies
204 Severity threshold Interval

warning Auto

http.response.status_code time severity detector found for influenced by actual typical description jobID actions

404 Nginx access source address: . demo-
More than 100x
> February 1st 2017 e 99 source IP high 19.199.239.172 19.199.239.172 5338 243 higher source_ip_request. (8}

301 count rate_ecs




Cloud: AWS

[B) Dashboard  [Metricheat AWS] Overview

®

Full screen Share Clone Edit

Filters  Search f v Last 45 minutes Show dates C Refresh

@ +Add fiiter

AWS Region Filter AWS EC2 Instance State ECS
’ running
region - . 1-08bcBed8s76c... 5.775

i-0d81615d359a... 2.333
1-0886946€22cf... 1.766

- - 1-77184332 1601
Ving (100%) !
i-0bbfbacabada... 0.301

AWS S3 Total Error 4xx AWS 3 Total Error 5xx AWS SQS Empty Receives Tops AWS SQS Messages Delayed Top5

0

AWS Cloudwatch ELB Request Count Tops AWS Cloudwatch ELB Latency AWS Cloudwatch ELB Unhealthy Host Count

@ DockerReg-Ecs... 0.064

® container-registry-te... 0
docs-search-b

® secrets-test-elb

® testauthelb

AWS Cloudwatch ECS Memory Available

> @ cloud-registry-... 0.619% > @ cloud-registr... 59.896%




Cloud: Azure

) Dashboard  [Metricbeat Azure] Compute VMs Oven
Full screen  Share  Clone  Edit

# v Seal

@ +Addfilter

<]
Fiters VM CPU Utilization
Region

Last 1 hour

Show dates C Refresh
VM Available Memory

obsWnd1

® obsLinux!
VmObsWna1

Resource Group

obsWnd1

VM Network In Total

VM Network Out Total VM Disk Writes VM Disk Reads.
N obsWnd1 obsWnd1 obsWnd1

© obsLinux © obsLinux ® obsLinux

® vmObsWind1 @ vmObsWnd1

obsWnd1
® vmObsWnd1

[\ o vmObswhdt
N v Ve ML
'VM Disk Read Operations/s

VM Disk Write Operations/s
obsWnd1
® obsLinux

@ vmObsWnd1

obsWnd1
® obsLinuxi

@ vmObsWnd1




Kibana Lens

metricbeat-7.2.0-2019.11.14-000001 v
QU Search field names

® Filter by type 0
# Records

Individual fields

@timestamp
agent.ephemeral_id
agent.hostname
agent.id
agent.type
agent.version
ecs.version
event.dataset

event.duration

*

event.module

host.architecture

host.hostname

host.id

host.name

Drop some fields here to start

Lens is a new tool for creating visualizations ~ BETA

Make requests and give feedback (£

;158 Stacked bar chart v

i1 metricbeat-7.2.0-2019.11.14-000001 v

X-axis

@ Drop a field here

Y-axis

© Drop a field here

Break down by

© Drop a field here




Further information
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‘ all categories » ‘ all tags » tegc Latest New (148)

Announcements
r t
B Community Ecosystem

Beats

W Filebeat ® Packetbeat H Metricheat

Winlogbeat M Heartbeat Auditbeat
Functionbeat M Journalbeat M Beats Developers

M Community Beats M Topbeat M Central Management

Elasticsearch

H Rally
Logstash

Endpoint Security

»

Metrics

%@
[ entonc ||

& ¥ Notes on Using These Forums

Meta Elastic

Why is ElasticSearch SQL excruciatingly
slow? e

M Elasticsearch

How to index documents which contain
pascal-case strings and do some
stemming associations?

M Elasticsearch

Canvas - ! symbol e
M Kibana

Java.lang.illegalstateexception e
W Kibana

Number of transactions per minute
reported by APM is significantly different
than Request Count in monitoring.
Possible reasons for the discrepancy? o
HAPM ¢

New user can't login kibana
W Elastic Cloud on Kubernetes (ECK)

[METRICBEAT] Infrastructure kubernetes
inventory empty

M Beats

Openid based user access changes is not
reflecting immediately in elasticsearch
.

M Elasticsearch stack-

Python Agent how to track various
counters/values evolution over time
MAPM  python

Creating ILM in a automated way e

M Elasticsearch ind



https://discuss.elastic.co/

Join a local meetup!

https://community.elastic.co

K n Dashboard ~ Elastic Meetups o
(C) Meetup Organizers Total Meetups Meetups Over Time
@ Partner (7.41%) i
\_ -
B § 20
- N W communit y (47.22%) Yo
g Hestcen 45.37%) -\  } ‘ ‘ ‘ ‘
Total Meetups 1 T T T T T T T T T
2018-01-01  2018-04-01  2018-07-01  2018-10-01  2019-01-01  2019-04-01  2019-07-01  2019-10-01  2020-01-01
due_at per week
A

‘oh
=

@ Women Speakers
© Community Speaker
@ Elasticians

@ All Meetups

) World Countries

8 B B G 4 @ D



https://community.elastic.co/
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Elastic Training Training Subscriptions ~ Private Training ~ Specializations

Official Elastic Training

b Q E it (i

Metrics Elasticsearch Logging Data Science Security Analytics

Advanced Search

Click on one of the above specializations to explore its course offerings.

Certification

Catalog |

&

Elastic Stack

Management

Course | All Course s Location | GERMANY, BERLIN $ \ Searct
Elasticsearch Engineer | BERLIN, Germany Dec9, 2019 -
EN0L FF carnmAd can Dec 10, 2019
50% off second seat
Elasticsearch Engineer Il BERLIN, Germany Dec 11, 2019 -

Dec 12, 2019

50% off second seat

‘ Register Now ‘

‘ Register Now ’

Cart

Login

elastic
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Elastic Training Training Subscriptions  Private Training ~ Specializations  Certification  Catalog | Cart  Login

Official Elastic Training

s Q F W o B =

Metrics Elasticsearch Logging Data Science Security Analytics Elastic Stack APM
Advanced Search Management

Click on one of the above specializations to explore its course offerings.

Course | All Cour $ Location | GERMANY, BERLIN ¢ [ Searct I t Filte

Elasticsearch Engineer | DUSSELDORF, Germany Jan 13, 2020 -
Jan 14, 2020

Register Now

Unterrichtssprache ist Deutsch,

Materialien auf Englisch. 50%

Rabatt auf den zweiten Sitzplatz

Elasticsearch Engineer Il DUSSELDORF, Germany Jan 15, 2020 -
Jan 16, 2020

Register Now

Unterrichtssprache ist Deutsch,

Materialien auf Englisch. 50%

Rabatt auf den zweiten Sitzplatz
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Elastic Training Training Subscriptions  Private Training ~ Specializations  Certification  Catalog | Cart  Login

Official Elastic Training

[N Q) (=P % 0, /

Elasticsearch Engineer | FRANKFURT, Germany Feb 12, 2020 - Register Now
Feb 13, 2020

Early bird expires 18 Dec

50% off second seat

Elasticsearch Engineer Il FRANKFURT, Germany Feb 12, 2020 - Register Now
Feb 13, 2020

Early bird expires 18 Dec

50% off second seat

Kibana Data and Ops Analyst FRANKFURT, Germany Feb 12, 2020 - Register Now
Feb 14, 2020

Early bird expires 18 Dec

50% off second seat
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Frankfurt

11 FEBRUARY 2020

[ ppe—

https://www.elastic.co/elasticon/tour/frankfurt 62 elastic


https://www.elastic.co/elasticon/tour/frankfurt

Q&A



