
Resources
● RFC 6749 - OAuth 2.0
● RFC 6750 - Bearer Tokens
● RFC 7636 - Proof Key for Code Exchange
● OpenID Connect Specifications
● The OpenID Connect Handbook - Auth0
● Learn Identity Video Series - Auth0

https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6750
https://tools.ietf.org/html/rfc7636
https://openid.net/specs/openid-connect-core-1_0.html
https://auth0.com/resources/ebooks/the-openid-connect-handbook
https://auth0.com/docs/videos/learn-identity
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Open Standards in Identity
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Simple Login Security

*

Password Strength Requirements

*

*
Password Hashing

Two-Factor Authentication
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Four Roles Defined
by OAuth2
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OAuth 2.0 Roles
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Let’s review.



       SomeApp



       SomeApp



       SomeApp

Resource 
Owner



       SomeApp



Resource 
Server + 
Authorization 
Server

       SomeApp



       SomeApp



       SomeApp

Client



       SomeApp



       SomeApp

Scopes



       SomeApp

Consent

Resource 
Owner

Client

Resource 
Server + 
Authorization 
Server

Scopes



Tokens



Tokens
Access Token
Refresh Token

ID Token



Access Token



Refresh Token



ID Token



ID Token
JSON Web Token (JWT)



JSON Web Token (JWT)

● Encoded Claims (user data)
● Stateless validation

● Signed for authenticity



3 parts of JWT
Header

Payload

Signature

hhhhhhhhhhh ppppppppppppp sssssssssssssssss. .



3 parts of JWT

Header Payload Signature
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HEADER



PAYLOAD
{
  "iss": "https://example.com",
  "sub": "123",
  "aud": "some-client-id",
  "exp": 1311281970,
  "iat": 1311280970
}



SIGNATURE



Parts of a JWT Summary

 
Header - alg (algorithm) & type (JWT)

Payload - claims (data about the user)

Signature - uses payload, header and 
secret and specified algorithm verify that 
a token is authentic

https://jwt.io/


Authorization Grants



Authorization Grants
methods for a client application to acquire an

access token which represents a user’s
permission for the client to access their data



Authorization Grant Flows

*

Authorization Code

*

*
Authorization Code + PKCE

Client Credentials



Front-Channel
Browser to API

Not-so secure

Back-Channel
Server to API

Very Secure



Authorization Code Flow
Back Channel + Front Channel



Implicit 

Authorization Code + PKCE

SPA/Mobile

Front Channel Only

https://tools.ietf.org/html/draft-ietf-oauth-security-topics-13#section-3.1.2


Client Credentials Flow
Back Channel Only
Machine-to-Machine

example: microservices
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Can I have authorization? RO User



https://auth-server.com/authorize?
  response_type=code&

  client_id=client_id123&

  redirect_uri=https://example.com/callback&

  scope=openid+profile+email&

  state=some_random_string
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Here’s your auth code!

RO User



https://example.com/callback?
  code=123&
  state=some_random_string
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token?
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POST https://auth-server.com/token
  grant_type=authorization_code&
  code=123&
  redirect_uri=https://example.com/callback&
  client_id=client_id123&
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Resources
● RFC 6749 - OAuth 2.0
● RFC 6750 - Bearer Tokens
● RFC 7636 - Proof Key for Code Exchange
● OpenID Connect Specifications
● The OpenID Connect Handbook - Auth0
● Learn Identity Video Series - Auth0

https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6750
https://tools.ietf.org/html/rfc7636
https://openid.net/specs/openid-connect-core-1_0.html
https://auth0.com/resources/ebooks/the-openid-connect-handbook
https://auth0.com/docs/videos/learn-identity
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