Resources
e RFC 6749 - OAuth 2.0
e RFC 6750 - Bearer Tokens

e RFC /636 - Proof Kevy for Code Exchange
e Openl|D Connect Specifications

e The OpenlD Connect Handbook - AuthO
e L earn Identity Video Series - AuthO



https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6750
https://tools.ietf.org/html/rfc7636
https://openid.net/specs/openid-connect-core-1_0.html
https://auth0.com/resources/ebooks/the-openid-connect-handbook
https://auth0.com/docs/videos/learn-identity
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CONTEXT
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Brief History of [dentity

FOUNDATION
y  Fourrolesin OAuth

- Authorization Flows
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OAUTH & OIDC AUTHORIZATION CODE FLOW

OAuth 2.0 & OpenlD Connect (OIDC) Walkthrough







OAuth2

f>Log in with Facebook - Google Cl r-ome o= =

OpenlID Connect

@ https://www.facebook.c@m/v2.0/dialog/oauth?scope=user_likes%2Cpuk

n Log in with Facebook

Sign in with
Google

MyFirstApps will receive the following info: your public profile and email

address. G Slgn in with GOOQIG

Edit the Info you provide

Sign in with Google

Q)

@ This does not let the app post to Facebook.

concer [




Thanks!

Stephanie Chamblee
[@stephchamblee




OPEN STANDARDS




Open Standards in |dentity

* SAML JWT

*  OAuth2 OIDC
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\Create a
neopet

e'b@

cent.ra
NeoClassicLogin

To log-in, please enter your username & password below.

Once you hit Log In to Neopets, you will be able to enjoy classic neopets.

Username

Your password
(It's cAsE sEnSitIvE!):

- Log Into Neopets!

Don't have a Neopets Account?

Click the Grundo below to create one! Creating an account is easy and
shouldn't take more than a couple of minutes.

Search Neopets:
1 Go! |

o~
v
NN




Simple Login Security

*  password Strength Requirements

*  password Hashing

Two-Factor Authentication



Home Notify me Domainsearch Who's been pwned Passwords APl About Donate B P

Pwned Passwords

Pwned Passwords are 555,278,657 real world passwords previously exposed in data breaches. This exposure makes them
unsuitable for ongoing use as they're at much greater risk of being used to take over other accounts. They're searchable
online below as well as being downloadable for use in other online systems. Read more about how HIBP protects the privacy

Oh no — pwned!
This password has been seen 3,730,471 times before

This password has previously appeared in a data breach and should never be used. If you've ever used it anywhere before,
change it!

havelbeenpwned.com
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Xangacom

THE WESLOS COMMUNITY

@ v @ | 1 ; 5‘ @ hup:/ /twitr.com/t/account/identify v ©(ICF
Gmail - Inbox Google Calendar Valleywag Welcome to Flickr! del.icio.us/popular Google AdSense

™M Gmail - Inbox (@ witr )

Use twitr to stay in touch with your friends all the time. If you have a cell and Signiin.

can txt, you’ll never be bored again...EVER!! Mobile number (or emai)

What your friends are | t X t

’ Kewin Systrom babysitting
ol ;
[

(or)

Jeremy home - boys 10 bec What are you doing?
/

| |
f 1 Send | /
Hwetine Wit wg?

Password (or PIN)

'_ Remember me

Sign in |

New? Sign up!

twitr works best when updated from your
mobile phone. To verify you are you, we'll
need your number.

Merher Srve.
Ll Loty
| ST P

Image was delete

Wy 12, 008
Fetrudry ). 2008

or was moved

Picturetrail.com

| >




Check your Gmail address book: ==
1 )

Rer vour Gmaisl account name

o
and passworg so we can maicl

Gmail email address: | @gmail.com /0u Up With your friends
Gmail password: ‘

Next>|
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f Log in with Facebook - Google Chrome = ral x

) https://www.facebook.com/v2.0/dialog/oauth?scope=user_likes%2Cpuk

n Log in with Facebook

MyFirstApps will receive the following info: your public profile and email
address.

Edit the Info you provide

@ This does not let the app post to Facebook.

conce (D




Login to my account New user registration

If you have an account with us, please log in. Email Address*

tracyyanl12345@gmail.com

Email Address™

Password *

Re-enter password *

Forgot your password?

— Please send me emails about special offers, exclusives and

| | :
— promotions monthly.
SIGN IN P ¥

1 | Iagree to Rosewe.com Terms and Conditions.

\ OR
: _ REGISTER
f Sign in With Facebook 8"’ Sign in with Google

20%0 OFF First Order



Authorization
VS.
Authentication




Authorization

SECTION

L TVE MUSIC
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o RAE s

ROW SEAT

FRIDAY 8PM

FRI sPM




Authentication

"PASSPORT RUBY PRINCESS

DU24/6 10 0131/16
& s ,
PRINCESS CRUISES

come back new

Muster Statiqn: )

MR JOSEPH LASICA

. " United States o : FIRT T |
W Awerica Q.mmg ROOH.I. Anytime Dining 3864
L , lime: Anytime [able: Any A
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CONTEXT SUMMARY
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Four Roles Defined
by OAuth2




OAuth 2.0 Roles

End User who
provides
consent for
scopes

Resource
Owner (RO)




Resource Owner (RO)

end user
SCOPeES




OAuth 2.0 Roles

End User who
provides
consent for
scopes

Resource Resource

Owner (RO) Server (RS)

APl or
Application
controlling

the data



Resource Server (RS) Google

Application Controlling
the data

~ LinkedIn would like to:

& View your email address G
& View your basic profile info G)
¥ Manage your contacts G

By clicking Accept, you allow this app and Google to use your information in
accordance with their respective terms of service and privacy policies. You can

change this and other Account Permissions at any time.




OAuth 2.0 Roles

End User who Application
provides handling
consent for delegated
scopes autho.rl.zatlon

. dec.lsmns

Resource Resource Authorization

Owner (RO) Server (RS) Server (AS)

APl or
Application
controlling

the data



OAuth 2.0 Roles

End User who Application
provides handling
consent for delegated
scopes autho.rl.zatlon

. dec.lsmns

Resource Resource Authorization

Owner (RO) Server (RS) Server (AS)

API or
Application Application
controlling requesting the

the data data



Client
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f Log in with Facebook - Google Chrome = ral x

) https://www.facebook.com/v2.0/dialog/oauth?scope=user_likes%2Cpuk

n Log in with Facebook

SomeApp Will receive the following info: your public profile and email
address.

Edit the Info you provide

@ This does not let the app post to Facebook.

conce (D




f Log in with Facebook - Google Chrome =B 2R

) https://www.facebook.com/v2.0/dialog/oauth?scope=user _likes%2Cpuk!

ﬂ Log in with Facebook

X

SomeApp Will receive the following info: your public profile and email
address.

Edit the Info you provide

@ This does not let the app post to Facebook.

conce (D




f Log in with Facebook - Google Chrome ol x

) https://www.facebook.com/v2.0/dialog/oauth?scope=user_likes%2Cpuk

n Log in with Facebook

v P
SS8 Resource

Owner

SomeApp Will receive the following info: your public profile and email
address.

Edit the Iinfo you provide

@ This does not let the app post to Facebook.

coce (D
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f Log inwith Facebook - Google Chrome =

} https://www.facebook.com/v2.0/dialog/oauth?scope=user_likes%2Cpuk

n Log in with Facebook

SomeApp Will receive the following info: your public profile and email
address.

Edit the Info you provide

@ This does not let the app post to Facebook.

coce (D




S

£ Log in with Facebook - Google Chrome
) https://www.facebook.com/v2.0/dialog/oauth?scope=user_likes%2Cpuk

Resource n Log in with Facebook

Server +
Authorization
Server

SomeApp Will receive the following info: your public profile and email
address.

Edit the Info you provide

@ This does not let the app post to Facebook.

coce (D




f Log in with Facebook - Google Chrome = ral x

) https://www.facebook.com/v2.0/dialog/oauth?scope=user_likes%2Cpuk

n Log in with Facebook

SomeApp Will receive the following info: your public profile and email
address.

Edit the Info you provide

@ This does not let the app post to Facebook.

conce (D




f Log in with Facebook - Google Chrome = ral x

) https://www.facebook.com/v2.0/dialog/oauth?scope=user_likes%2Cpuk

n Log in with Facebook

Client

SomeApp Will receive the following info: your public profile and email
address.

Edit the Info you provide

@ This does not let the app post to Facebook.

conce (D




f Log in with Facebook - Google Chrome =B 2R

) https://www.facebook.com/v2.0/dialog/oauth?scope=user _likes%2Cpuk!

ﬂ Log in with Facebook

SomeApp Will receive the following infolyour public profile and email

address.

Edit the Info you provide

@ This does not let the app post to Facebook.

conce (D




f Log in with Facebook - Google Chrome = ral x

) https://www.facebook.com/v2.0/dialog/oauth?scope=user_likes%2Cpuk

n Log in with Facebook

Scopes

SomeApp Will receive the following infolyour public profile and email

address.

Edit the Info you provide

@ This does not let the app post to Facebook.

conce (D




S

f Log in with Facebook - Google Chrome =

) https://www.facebook.com/v2.0/dialog/oauth?scope=user_likes%2Cpuk

Resource n Log in with Facebook
Server +
Authorization
Server
Client XL Resource
Ly W3 S
Owner

will receive the following info|your public profile and email
address.
_ , Scopes
Edit the Iinfo you provide
Consent

@ This does not let the app post to Facebook.







Tokens

Access Token
Refresh Token
[D Token




Access Token




Refresh Token

Membership Card




ID Token

_NEW YORK STATE

DRIVER LICENSE
ID:OOOQOOOOO CLASS DM

ID Number

SAMPLE,SALLY
1010 ANYPLACE ST
YOURCITY NY 12121

DOB: 07-18-83

SEX: F EYES: BL HT: 5-09
E: NONE

: NONE Document
ISSUED: 07-18-05 EXPIRES: 07-18-13 | N
- Number




ID Token

JSON Web Token (JWT)

_NEW YORK STATE

DRIVER LICENSE

ID: 000 000 000 CLASS DM
| ID Number

SAMPLE,SALLY
1010 ANYPLACE ST
YOURCITY NY 12121

DOB: 07-18-83

SEX: F EYES: BL HT: 5-09
E: NONE

: NONE Document
ISSUED: 07-18-05 EXPIRES: 07-18-13 | N
- Number




JSON Web Token (JWT)

e Encoded Claims (user data)
e Stateless validation
e Signed for authenticity




3 parts of JWT

Header
Payload

Signature

hhhhhhhhhhh



3 parts of JWT

eyJhbGci0iJIUzITNiIsInRScCI6IkpXVCJ9.eyd
zdAWIi0iIxXMjMONTY30ODkwIiwibmFtZSI611NwaWR
lemThbiIsImlhdCI6GMTUXN]IzOTAyMnG . rMAPKVY
oWb1lhBAKQ1-qrZgMksb6FoS-ajM4b5Sp1bKUg

hhhhhhhhhhh |, ppppPPPPPPPPP . SSSSSSSSSSSSSSSSS

Header Payload Signature



HEADER

{
‘Alg . "HS236"
"TVDa )

}



PAYLOAD
{

Iss": "https://example.com”,
"sub": "123"

"aud": "some-client-id",
"exp": 1311281970,

"lat": 1311280970



SIGNATURE



Parts of a JWT Summary

Header - alg (algorithm) & type (JWT)
Payload - claims (data about the user)

Signature - uses payload, header anad
secret and specified algorithm verify that
a token is authentic


https://jwt.io/

Authorization Grants




Authorization Grants

methods for a client application to acquire an
access token which represents a user's
permission for the client to access their data



Authorization Grant Flows

* Authorization Code

* Authorization Code + PKCE

Client Credentials



Front-Channel

Browser to AP

Not-so secure

Back-Channel
Server to AP

Very Secure




Authorization Code Flow

Back Channel + Front Channel




liei
Authorization Code + PKCE

Front Channel Only
& SPA/Mobile



https://tools.ietf.org/html/draft-ietf-oauth-security-topics-13#section-3.1.2

Client Credentials Flow

Back Channel Only
Machine-to-Machine
example: microservices

‘i. A
P -

O h
U UL




FOUNDATION
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OAUTH & OIDC FLOW




1.2. Protocol Flow

ST - e -
| | - - - Authorization Request ->| Resource |
| | | Owner |
| |<-(B)-- Authorization Grant ---| |
| | $eccmcecccceanaa -
| |

| | #eoccccccccccnaaa -
| | - - -- Authorization Grant -->| Authorization |
| Client | | Server |
| |<-(D)----- Access Token ------- | |
| | #eoccccccccccnaaa -
| |

| | s - +
| |--(E)----- Access Token ------ > | Resource |
| | | Server |
| |<-(F)--- Protected Resource ---| |
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https://auth-server.com/authorize?
response type=code&

client_id:c'ient_id'?B&

redirect uri=https://example.com/callbacké&

)

scope=openid+profiletemail&

state=some random string



CLIENT

my app

Here's your auth code!

-

WHOPP=R

with the purchase of
a WHOPPER®*

Please mention coupon before ordering.

*Not valid on specialty versions
Not valid on BK' Delivers. Limit one per customer. Not to be used with
any other coupons or offers. Void where prohibited. Sales tax applicable.
Cash value 1/100¢. This offer may not be available in all
BURGER KING® restaurants, and participation may vary by
restaurant. Not valid in AK & HI. TM & © 2015 Burger King
Corporation. All Rights Reserved. Offer expires on 04/19/15.

L

RO User

AS AuthO

RS Google




https://example.com/callback?
code=123&
state=some random string



CLIENT

my app

g “ e .

Do n S e ot i Th R i A e e, s S T e s T e

WHOPP=R

with the purchase of
a WHOPPER®*

Please mention coupon before ordering.

*Not valid on specialty versions
Not valid on BK' Delivers. Limit one per customer. Not to be used with
any other coupons or offers. Void where prohibited. Sales tax applicable.
Cash value 1/100¢. This offer may not be available in all
BURGER KING® restaurants, and participation may vary by
restaurant. Not valid in AK & HI. TM & © 2015 Burger King
Corporation. All Rights Reserved. Offer expires on 04/19/15.

IGANHASCGHEEZEURGER COMISS £ v
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M |
L |
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1
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1
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o
i |

t
1

I

RO User



POST https://auth-server.com/token
grant type=authorization codeé
code=123&

redirect uri=https://example.com/callbacké&
client id=client 1d123¢&



CLIENT
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1 UNITED STATES; OB AMERIGA:

THIS NOTE IS LEGAL TENDER
FOR ALL DEBTS, PUBLIC AND PRIVATE
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e Y

i - N
Tetificale of Burgerhiy

= LET IT BE KNOWN THAT ONE -

Nichole Smith

1

1

1

1

1

1

1

1

1

1 3
. ~ HAS BEEN GRANTED FULL MEMBERSHIP INTO THE ESTEEMED -
1

1

1

1

1

1

1

1

1

with the purchase of
a WHOPPER®*

Yaid L
59

~Theest & Burger Gocicty-

A Wi : .
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any other coupons or offers. Void where prohibited. Sales tax applicable.
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restaurant. Not valid in AK & HI. TM & © 2015 Burger King 4
Corporation. All Rights Reserved. Offer expires on 04/19/15.
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HTTP/1.1 200 OK

Content-Type: application/json
Cache-Control: no-store
Pragma: no-cache

"access token":"LSDLFJSDFKLK123",

"token_type":"bearer”,

explres 1n":3600,

"refresh token":"DSLFSLKDF12321",

"1d_token": "eyJhbGc101JIUzIIN1IsInR5cCI6IkpXVCJ9.
eyJzdWI101IXMJMONTY30DkwIiwibmFtZSI6Ikpva
G4gRGI1LI1w1aWFOIJoxNTE2MJM5MDIyfQ.

ST LKXxwRISMeKKF2QT4fwpMeJf36P0Ok6yJV _adQssw5c”
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my app
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POST /user/123 HTTP/1.1

Authorization: Bearer asdasdlg323342"
Host: google.com




CLIENT

with the |
a WHOPF

~ LET IT BE KNOWN THAT ONE -

'?7
" ortifcatr of Burgersh

Nichole Smith

- HAS BEEN GRANTED FULL MEMBERSHIP INTO THE ESTEEMED —

~Theest & Burger Gociely -

15 HEREGY ENTITLED T0 ALLITS RIGHTS aND pruviege

| CHEESE & BURGER

TactorBndBurgercon /

<

Please mention coupon before ordering.
*Not valid on specialty versions

Not valid on BK’ Delivers. Limit one per customer. Not to be used with
any other coupons or offers. Void where prohibited. Sales tax applicable.

Cash value 1/100¢. This offer may not be available in all
BURGER KING' restaurants, and participation may vary by
restaurant. Not valid in AK & HI. TM & © 2015 Burger King
Corporation. All Rights Reserved. Offer expires on 04/19/15.
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"displayName": "Stephanie Chamblee",

"1d" ; I

“User 1d™:

"name" : {
"familyName": "Chamblee",

R - —

"givenName": "Stephanie"

b

"emails": [
{
"value": "stephaniejoychambleea@gmail.com"”

}

1,
"picture": "https://1h3.googleusercontent.com/a-/AAuE7mDOBfvvtIJgdy7FqlecZ0bGjUhCqUWcX-_ Jw833HA",

"locale": "en",
"nickname": "stephaniejoychamblee"
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~ LET IT BE KNOWN THAT ONE -

Nichole Smith

- HAS BEEN GRANTED FULL MEMBERSHIP INTO THE ESTEEMED —

~Theest & Burger Gociely -

15 HEREGY ENTITLED T0 ALLITS RIGHTS aND pruviege
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Please mention coupon before ordering.

*Not valid on specialty versions

Not valid on BK’ Delivers. Limit one per customer. Not to be used with
any other coupons or offers. Void where prohibited. Sales tax applicable.
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Summary
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OAuth 2.0 & OpenlD Connect (OIDC) Walkthrough




Resources
e RFC 6749 - OAuth 2.0
e RFC 6750 - Bearer Tokens

e RFC /636 - Proof Kevy for Code Exchange
e Openl|D Connect Specifications

e The OpenlD Connect Handbook - AuthO
e L earn Identity Video Series - AuthO



https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6750
https://tools.ietf.org/html/rfc7636
https://openid.net/specs/openid-connect-core-1_0.html
https://auth0.com/resources/ebooks/the-openid-connect-handbook
https://auth0.com/docs/videos/learn-identity

Thanks!

Stephanie Chamblee
[@stephchamblee




