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HACKERS? waT?

x BARUCH
SADOGURSKY

x HEAD OF DEVREL
@JFROG

x @JBARUCH

x VIKTOR GAMOV

x DEVELOPER
ADVOCATE
@CONFLUENTINC

x @GAMUSSA










TWITTER HAS IT, AWS HAS IT,
BITNTRAY HAS IT

x QTREAMING EVENTS FROM THE SOCKET
x A LOT OF INFORMATION




BINTRAY FIRENOEE Ap)

LOGIN SQUCCESS
LOGIN FAILURE
FILE UPLOADED
FILE DOWNLOADED
FILE DELETED




CONCUMPTION

x JFROG CLI (PIPING ETC)
x REST API
~ JAVA APl (SOON)
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THE CONNEET AP!
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Katka Katka
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ESAaL: CONTINUOUE COMPUTATION

SELECT card_number, count(*)
FROM authorization_attemets
W Dow (S\ZE 5 MVUTE)
GROUP BY card_number
HAVWG count®) > 3;
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BINTRAY FIRENOSE AP)

"content_length": 42,
"{p_address": "35.204.239.26",
"path": "/russian-hackers/hacking-utils/public/keys.txt",

"subject": "supervive@russian-hackers",

"time": "2018-10-23T06:18:15.571Z",

"type": "download",

"user_agent": "Apache-HttpClient/4.5.3 (Java/1.8.0_171)"




BINTRAY FIRENOEE AP)

"{p_address": "75.141.169.142",
"subject": "ceaseless@russian-hackers",

"“time": "2018-10-23T06:18:16.6677",
"type": "login_fatilure",
"user_agent": "Apache-HttpClient/4.5.5 (Java/1.8.0_172)"




HEE CACE: LOOKING Fop HACKERESY

. HONEYPOT: SECRET FILE DOWNLOADS ATTEMPTS

2. BRUTE FORCE: LOGIN ATTEMPTS

3. * LEAKED PASSWORDS: USAGE OF THE SAME
PASSWORD IN MULTIPLE PLACES




x HTTPS://GITHUB.COM/RUSSIAN-
HACKERS

x KAFKA CONNECT FOR BINTRY
x DOCKER COMPOSE AND STUFF



https://github.com/russian-hackers
https://github.com/russian-hackers

THANE YA LLY

x @GAMUSSA
x @JBARUCH
x #ORACLECODEONE




