Deceptive Patterns and FAST

Framework for Accessible Specification of Technologies
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Todd Libby

* Senior Accessibility Engineer
« W3C Invited Expert
 Accessibility Advocate

« Portland, Maine 't
e Phoenix, Arizona

 Fmr. Exec. Head Chef
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What is FAST?
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The Framework for Accessible Specification of Technologies
(FAST) advises creators of technical specifications how to
ensure their technology meets the needs of people with
disabillities.
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Goals of FAST
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User & Functional Needs
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User need: A high-level accessibility characteristic of
content and/or a user interface that is necessary for users
to complete an objective.
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Functional need: A statement that describes a specific
gap In one’s ability, or a specific mismatch between ability
and the designed environment or context.

@toddlibby KCDC 2024



Along with POUR (Perceivable, Operable,
Understandabale, Robust) we have added Personalization
and Deceptive Patterns with over 1,500 intersections of
user and functional needs.
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3 Stages of FAST
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FAST Approach

Three stages

* |nventory functional and user needs;
* |dentify ways to meet needs;

* Develop technology guidelines to meet those needs as best as we can.
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“Dark” Patterns
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Harry Brignull

Cognitive Scientist, designer, UX consultant

2010 coined “dark patterns”
* (Gained traction in legal circles

o Still used widely today
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Connotation and Inclusion
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BVolfsabjtimmuna und GroBdeuticher Neidhsdtag

Stimmgaettel

Bift Du mit der am 13, Marz 1938 vollzogenen

Wiedervereinigung Offerreidys mit dem Deuffdhen Reid

cinvecjtanden und ftimmjt Du fiiv die ZLifte unferes Fiibrers

Adolf Bitler?
Sa




Black/Dark - Euvil, White/Light - Purity,
disgrace, vile, i mmoral good, iInnocence,

cleanliness
» Slave/Master * Primary/Secondary
* White Hat/Black Hat  Ethical/Non-Ethical Hacker
* Blacklist/Whitelist * Deny/Allow-list
* Grandfathered * Exempt
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* Harry Brignull - 7:14 AM
Yeah | need to move ittoc . &

Also | considered your words about "dark" patterns
(and Iinput from various others) and I'm in the

process of updating the site to use the term
"deceptive patterns"

Also my new book will not use the term "dark
patterns" as the title
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Deceptive Patterns or Anti-patterns
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“A deceptive pattern Is a deliberate anti-pattern
designed to confuse or decelve a user. There is a
difference between poor design and unintentional
blockers for users.”

Functional Needs Subgroup

@toddlibby KCDC 2024



“A deceptive pattern is where there is a deliberate attempt to
alm or force a user down a particular path or to trap attention
In a way that redirects or focuses on a goal, that the user
either doesn’t want or need or maybe harmful to them.”

Functional Needs Subgroup
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Deceptive Pattern: Deliberate. With intent
Anti-pattern: No intent but harmful/bad UX
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Solving User Needs
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Makes Web pages more accessible and usable, less harmful
to people with disabilities and neurodivergent users, and
creates friendlier and safer user experiences for everyone.
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Barriers & Categories
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Deceptive Patterns

Categories of barriers

* Wording

* Consistency (Affordances)
» Adjustabillity / flow blockers
e (Time) Pressure

e |nvasive

@toddlibby KCDC 2024



Deceptive Patterns

Examples of patterns/anti-patterns

* [rick questions;

e |nfinite scroll;

 Copy and paste is disabled;
e TImers;

* Asking the user to enable features (microphone, camera, etc.).
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Unsubscribe Shaming
Anti-Pattern

You're Unsubscribed, Bestie

Catch us at the link below once you realize you miss us
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Unsubscribe Shaming
Anti-Pattern

- —_— - - - - -
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A Content Warning ¥
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CAPTCHA

Anti-Pattern

3 Enter the code shown n the mage
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Confusing Navigation
Anti-Pattern

=

Launch Calendar
New Arrivals
Best Sellers
MADE in USA
MADE in UK
Sustainability
Conversations

Amongst Us

Men Women Kids

SHOES
All Shoes

Running

Trainers

Made in UK & US
Trail Running
Sandals

Training

Football

Skate

Outlet Shoes

Running

CLOTHING
All Clothing

Hoodies & Sweatshirts
Trousers & Tights
Jackets

T-Shirt & Tops

Shorts

Tracksuits

Outlet Clothing
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Unsubscribe Shaming
Anti-Pattern

[f this 1s not your email address, please 1gnore this page since the email

associated with this page was most likely forwarded to you.

No more calls, no more texts - we're breaking up.
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Subscription Deception
Deceptive Pattern

Cancel Your Subscription

Learn about the different ways you can cancel your New York Times
subscription.

Refer 3 Paid Subscribers to Cancel
Enter a friend’s email Refer
Enter a colleagues email Refer

Enter an ex’s email Refer

Verify 3 Active Referrals
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Obscuring

Deceptive Pattern

2. Shipping details

@ Delivery Time 24-34 min

Express Standard (v ] Schedule for later
19-29 min 24-34 min Choose a time

Direct to you

4+ Get it even faster!
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Pay to Play

Deceptive Pattern

11 day streak lost!

DO you want to repair your streak? 1his

helps us keep education free

' "
] 3 \ :
B 1A )
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Stalling

Deceptive Pattern

Need to take a break?

Cancelling is so permanent. Why don't you skip a month instead?

o

Alex - Your Trusty Receptionist

When canceling your Subscription, please note that  STEP 1: Reason for cancellation
any associated add-ons will also be canceled.

{:-:} I'm planning on signing up again in the near future

Mushroom Coffee (30 Servings)

) I already have enough product

Mushroom Coffee Add-On '
(SPECIAL PRICING) _ ) I'm moving or I'm out of town.

$18.00 n
- My subscription is too expensive.

4 | didn't realize | enrolled in a subscription.
) lam not happy with the products
g | planned on cancelling after a short time period

) It's something else.
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Stalling

Deceptive Pattern

When canceling your Subscription, please note that
any associated add-ons will also be canceled.
. EDIT ANSWER
Mushroom Coffee (30 Servings)

STEP 2: RECOMMENDED SOLUTION

How about we delay your next shipment?

Mushroom Coffee Add-On f | " _
(SPEClAL PRlClNG) In order for you to not lose your benefits, we recommend postponing

your shipment date instead. Select a new shipment below

DELAY SHIPMENT DATE

$18.00

‘ NO, THANKS! | WANT TO CANCEL MY SUBSCRIPTION
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Stalling

Deceptive Pattern

When canceling your Subscription, please note that
any associated add-ons will also be canceled.

| already have enough product EDIT ANSWER

Mushroom Coffee (30 Servings)

STEP 3: Confirm Cancellation
Mushroom Coffee Add-On

(SPECIAL PRICING) Still want to leave? That's ok
$18.00 We'll be here if you change your mind. Anything else you'd like to share?

. lunderstand that by proceeding, | will no longer get my member

/ benefits and my recurring orders will stop

NEVERMIND, | WANT TO KEEP MY SUBSCRIPTION
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Free Bait
Deceptive Pattern

For Individuals For Businesses For Universities For Governments

coursera | explore - |

BCORD
INFINITY

Fundamentals of

This course is part of Java FullStack Developer

XA Taughtin English | 22 languages available

~=m Instructor: Board Infinity
Enroll for Free Try for Free: Enroll to st
Starts Apr 23 Financial aid available

11,654 already enrolled

Included with COUIsSerd @A * Learn more

About Outcomes Modules

What you'll learn

/-day Free Trial

Fundamentals of Java Programming is part of the larger Java FullStack Developer

Specialization. Your 7-day free trial includes:

Unlimited access to all courses in the Specialization

Watch lectures, try assignments, participate in discussion forums, and more.

Cancel anytime.

No penalties - simply cancel before the trial ends if it's not right for you.

$49 USD per month to continue learning after trial ends.

Go as fast as you can - the faster you go, the more you save.

Certificate when you complete.

Share on your resume, LinkedIn, and CV.

Start Free Trial

Audit the course

v/ Master the core components of Java programming such as v/ Develop proficiency in writing Java code with an

syntax, variables, methods, control statements, and

understand JVM, JRE, and JDK.

understanding of operators, loops, conditionals, & arrays,

enabling creation of robust application.

level
| experience ()

approximately)
chedule
YWn pace

modules
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We need to know we haven't lost you to
the Radical Left. If you UNCHECK this box,
we will have to tell Trump you're a
DEFECTOR & sided with the Dems. CHECK
this box and we can win back the House
and get Trump to run in 2024.

Make this a monthly recurring donation
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NETFLIX

STEP20OF3

Choose the plan that’s right for you

v~ Watch all you want.
v~ Recommendations just for you.

v~ Change or cancel your plan anytime.

Standard

I TY ,_fl,_A

WItNn adas

Monthly price
Video quality

Resolution 4K+HDR

Watch on your TV, computer, mobile phone and
tablet

Downloads

See All Plans

[ﬁ The vast majority of our TV shows and movies are available on an ad-supported plan, but a small number aren’t due to licensing restrictions. Learn
more about an ad-supported plan.

If you select an ad-supported plan, you will be required to provide your date of birth for ads personalization and other purposes consistent with the Netflix

Privacy Statement.
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NETFLIX

@toddlibby

STEP20F3

Choose the plan that’s right for you

v~ Watch all you want.
+~ Recommendations just for you.

~ Change or cancel your plan anytime.

Monthly price
Video quality

Resolution 4K+HDR

Watch on your TV, computer, mobile

phone and tablet v v

Downloads v v

@ The vast majority of our TV shows and movies are available on an ad-supported plan, but a small number aren’t due to licensing restrictions. Learn
more about an ad-supported plan.

If you select an ad-supported plan, you will be required to provide your date of birth for ads personalization and other purposes consistent with the Netflix

Privacy Statement.

HD (720p), Full HD (1080p), Ultra HD (4K) and HDR availability subject to your internet service and device capabilities. Not all content is available in all

resolutions. See our Terms of Use for more details.

Sign Out
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Account

MEMBERSHIP & BILLING

PLAN DETAILS

SECURITY & PRIVACY

PROFILE & PARENTAL
CONTROLS

SETTINGS

No payment info

No streaming plan

! toddlibby

Communication settings

Marketing communications

Marketing communications

Change email
Change password

Add phone number

Billing details

Add streaming plan

Download your personal information
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omparison Prevention

# t-mobile.com/cell-phone-{

Plans v Phones & devices v Deals v M Find astore M Contact & support v ! Cart Q Search

) Get a 3rd line FREE €0 Get a 3rd line FREE D Get a 3rd line FREE BASE ESSENTIALS
. $45."ﬂa
Magenta® MAX Magenta® Essentials gt olicad R
385 fmo.-$90 ke $70 0. -$76-fene $60 Jo.-665-meo Plus tax and fees

for 1 phone Ine with AutoPay for 1 phone ine with AuvtoPay L‘:l 1 phone 1:'-.- with AsoPay Get a phone plan with all the essential benefits you need including 5G access.
Mus Lax a3 Tees -

Up 10 4 lines availlable (2 lines: $80/mo. / 3 lines: $100/mo. / 4 lines: $120/mo.).

[ 1o o
Includes:

All Magenta benefits + unlimited premium data Enjoy all our unlimited phone plan benefits, Get an unlimited phone plan with all the * 20GB of high-speed data (then unimited data at up to 1.5Mbps)
on a 5G plan that can't slow you down based plus more great stuff, like added essential benefits you need including 5G pﬁ + Unlimited mobile hotspot data at 3G speeds

on how much data you use entertainment and travel perks ACCeSS. « Unlmited talk, and text & data a1 2G speeds in Mexico and Canada
Calls from 210+ Simple Global countries and destinations for a low flat rate, and free text messages

%3

Includes: Includes: : :
Includes One Year of Paramount+ on us (Subscription automatically renews at $4.99/mo after first year. Credit card

« All the great benefits shown above « Al the great benefits shown above « All the great benefits shown above q required. See terms.)
» Taxes & fees included » Taxes & fees included » 50G8 premium data’ | Scam Shield™
 Unlimited premium data’ « 100G8 premium data’  Unlimited 3G mobile hotspot data inc!

* Netflix on Us (1-screen) + 5GB high-speed mobile hotspot  Unlimited 5G & 4G LTE/S0GB premium Excludes:

« 40GB high-speed mobile hotspot * Unlimited 5G & 4G LTE100GB premium data’

datal | $ervi actr ir
View full plan details > NG SRNUBI SHVICE CONtract Fequired « Netflixon Us

View full plan details > View full plan details >

k

L
+

o Taxes & fees

During congestion, customers on this plan may notice speeds lower than other customers and further reduction if
using >50G8/mo., due 1o data priontization. Video typically streams on smartphone in SD quality. Tethernng at max

Select phone plan Select phone plan 3G speeds
Base Essentials General Terms: Credit approval, deposit, and, in stores & on customer service calls, $35 assisted
of upgrade support charge may be required. Monthly Regulatory Programs (RPF) & Telco Recovery Fee (TRF) totaling
$3.49 per voice line ($0.50 for RPF & $2.99 for TRF); taxes/fees approx, 4-38% of bill, Capable device required for
some features. Not combinable with most offers. Switching plans may cause you to lose current planffeature

Compare plan details Lowest priced plan benefits; ask a rep for details, Max 4 lines. Plan not available for hotspots and some other data-first devices. Includes

b~
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Comparison Prevention

:l: Our Best Undimated Data Ce x

8 t-mobile.com/ce’-phone-plans A o o i " &

.I. Plans v Phones & devices v Deals v Coverage v Join Us v M Findastore l Contact&support v W Cart Q Search m

O Geta 3rd line FREE L Geta 3rd line FREE O Get a 3rd line FREE

Magenta® MAX Magenta® Essentials
$85 imo.$90-me 870 jmo. 6754 $60 jmo. 565 ime.

for 1 phone lne with AtoPay for 1 phone lne with AtoPay for 1 phone ine with AtoPay

Plus tax and fees

All Magenta benefits + unimited premium data Enjoy all our unlimited phone plan benefits, Get an unlimited phone plan with all the
on a 5G plan that can't slow you down based plus more great stuff, like added essential benefits you need including 5G
on how much data you use entertainment and travel perks. aCCess.

includes: includes: includes:

« Al the great benefits shown above « Al the great benefits shown above « All the great benefits shown above

« Taxes & fees included « Taxes & fees included e 50GB premium datal

 Unlimited premium data’ « 100G8 premium data’ « Unlimited 3G mobile hotspot data inc)
¢ Netflix on Us (1-5creen) « 5GB high-speed mobile hotspot ¢ Unlimited 5G & 4G LTE/S0GB premium
« 40GB high-speed mobile hotspot ¢ Unlimited 5G & 4G LTEN100GB premium data’

Vv full olan detail data’ No annual service contract required
wew Tull plan detalls »

View full plan details > View full plan details >

Select phone plan Select phone plan

{ Compare plan details Lowest priced plan }
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All Magenta
on a 5G pla
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Includes:

« Allthe gr
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40GB hig

View full pl

Comparison Prevention

* Deoxcated customer care * Advanced scam-DIoCKINg protectons

BASE ESSENTIALS
$45 7

pt

Get a phone plan with all the essential benefits you need mcluding 5G access.
Up 10 4 lines available (2 ines: $80/mo. / 3 lines: $100/mo. / 4 lines: $120/mo.).

Includes:
« 20GB of high-speed data (then unimated data at up 10 1.5Mbps)
e Unlimited mobile hotspot data at 3G speeds
o Uniemsted talk, and text & data a1 2G speeds in Mexico and Canada
 Calls from 210+ Simple Global countries and destinations for a low flat rate, and free text messages
One Year of Paramount+ on us (Subscription automatically renews at $4.99/mo after first year. Credit card
required. See terms. )

™™

Scam Shield

Excludes:

o Taxes & fees

e Netflixon Us

Ouring congestion, customers on this plan may notice speeds lower than other customers and further reduction if
using >S50GE/mo., due 10 data priontzation. Video typically streams on smartphone in SD quality. Tethenng at max

30 speeds

Base Essentials General Terms: Credit aporoval, deposit, and, in stores & on customer service calls, $35 assisted
or upgrade support charge may be required. Monthly Regulatory Programs (RPF) & Telco Recovery Fee (TRF) totaling
$£3.49 per voice line ($0.50 for RPF & $2.99 for TRF); taxes/fees approx, 4-38% of bill. Capable device required for
some features. Not combinable with most offers. Switching plans may cause you to lose current planfieature

benefits; ask a rep for detalls, Max 4 lines. Plan not avallable for hotspots and some other data-first devices. Includes
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Roach Motel

Cancel your subscription

&he New 1lork Cimes

SPECIAL OFFER

Unlimited access to all the
journalism we offer.

€2 €0.50/week

Billed as €8 €2 every 4 weeks for one year.

SUBSCRIBE NOW

Cancel or pause anytime.
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Any current gap in the WCAG guidelines
we want to address through FAST and
Deceptive Patterns.
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The most important part about bringing
Deceptive Patterns to WAI / WCAG 3 is to
reduce harm to those who are affected.
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People can use without physical harm or
risk (to themselves or others within a
physical environment).
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Ways to Meet User Needs

@toddlibby KCDC 2024



How to meet user needs:

 Author design & technical implementation

 User agent accessibility support of standard & author-
iImplemented features

 Assistive technology support (including accessibility APl mediation)
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User needs need to be analyzed
for now they can be met.
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But...
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What about large companies like Meta,
Twitter, Google, etc.? How will you get
them to change?
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Ethical Web Principles
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« W3C TAG Ethical Web Principles

 The web should be a platform that helps people and provides a
positive social benefit

 Ethical Principles for Web Machine Learning

 This document discusses ethical issues associates with using Machine
Learning and outlines considerations for web technologies that enable
related use cases
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https://toddl.dev/slides

https://raw.githack.com/wa3c/fast/restructure-
functional-and-user-needs/index.html

https://www.w3.org/TR/ethical-web-principles/
https://www.w3.org/TR/webmachinelearning-ethics/
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https://toddl.dev/slides
https://raw.githack.com/w3c/fast/restructure-functional-and-user-needs/index.html
https://raw.githack.com/w3c/fast/restructure-functional-and-user-needs/index.html
https://www.w3.org/TR/ethical-web-principles/
https://www.w3.org/TR/webmachinelearning-ethics/

Twitter: @toddlibby
LinkedIn: https://www.linkedin.com/in/toddlibby
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o e,
o EA

i |
e

@TODDLIBBY « KCDC 2024









