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query {
flights(date: "2024-03-20") {
number
route {
origin
destination

}

scheduled_departure
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flights(date: "2024>63-20") {
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route {
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Agenda

 Start from the beginning - REST or GraphQL

* Why is Authorization with GraphQL Hard to Tackle?
« REST example
 GraphQL example

» Tackling AuthZ with APl Gateway
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GraphQL

Nuts and Bolts

e Schema
e Queries

e Mutations

e Subscriptions




Schema
Define your API

type Route {
origin: String!
destination: String!

5

type Flight {
number: String!
route: Route!
scheduled_departure: String!
scheduled_arrival: String!

5

type Booking {
ticket_number: String!
flignt: Flight!
seat: String!

5
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Queries

Get what you need

type Query {
routes(origin: [String!]): [Route!]!
flights(date: String!): [Flight!]!
bookings(customer_id: ID!): [Booking!]!

5
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Queries

Get what you need

query 1{
type Query { flights(date: "2024-83-20") {
routes(origin: [String!]): [Route!]! number
flights(date: String!): [Flight!]! ro”tgé -
} bookings(customer_id: ID!): [Booking!]! } des%ination

scheduled_departure

5
5
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Mutations

Modify data
input BookingInput {
5
input CustomerInformationInput {
5
type Mutation {
bookFlight(
booking: BookingInput!
customerInformation:

CustomerInformationInput
): BookingResponse!
5
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Mutations

Modify data
input BookingInput {

i mutation {
! bookFlight(
booking: {
: ; flight_number: "KA924"
input CustomerInformationInput { o bl i
) §

customerInformation
frequentFlierNumber: "ABC123"

type Mutation { !
bookFlight( )
booking: BookinglInput! {
customerInformation: ticket number
CustomerInformationInput }
: ): BookingResponse! !
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Subscription

Real-time updates

type Subscription {
. Flight
5
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Subscription

Real-time updates

subscription {
newFlight {

number
type Subscription { route {
newFlight: Flight! origir
} : destination

scheduled_departure
scheduled_arrival
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Why Is Authorization with
GraphQL Hard to Tackle?
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query {
flights(date: "2024-03-20") {
number
route {
origin
destination

}

scheduled_departure
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query {
flights(date: "2024>63-20") {
humber ~
route {
origin
destination

}

scheduled_departure
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Protect Endpoints with JWT

@gamussa | #APIWorld | @thekonginc



K ong Konnecet

( A

Mo\no\ged

G;o(te,wou./ Momaxge_r

- )
Service Plua}ns
' GwathL. | [ %EEAC J [ JwWT J
Route
OIDC
OP A
e .
4 b
v
& i
- ~ Upstreams
——
API T ‘
Consumer 3- W r 1
f )
74 4 ~

Rick and Mor“ty
- GiraphQL |

. Da\‘taplome / 670\‘tewo\yj - >

@gamussa | #APIWorld | @thekonginc



K ong Konnect

Got ewoy Momo\::,e_r

e )
Route Consumer

OVBC
OPA
S ./
G _
s e 5
qk L
~ p < Upstreams
ik
| (Gwr e g
I nﬂ - )
% % 4 R

?
z Rick and Morty
: ‘ | 67(‘0\91«&(_

|

| Da‘taplome, / 67a‘tew

.—*—*—-—?—— — e

@gamussa | #APIWorld | @thekonginc



K ong Konnect

Got ewoy Mo\r\o\::,e_r

-

Service

Plug?ns

’ | OIDC
Gvr‘o\pl«QL [ OP A

2

Route

Consumer

. Da‘taplome, /. 670\‘te,u/au./ .

@gamussa | #APIWorld | @thekongiﬁc‘

\_

Gﬂ‘apl«QL.




@gamussa | #APIWorld | @thekonginc



Integrate with IDP
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Granular Access Control with
OPA
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https://gamov.dev/try-konnect
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https://gamov.dev/api-world-graphql



https://gamov.dev/api-world-graphql
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