DevOps Theory vs. Practice:
A Song of Ice and Tire Fire
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Senior SRE Leader at Google
Senior Software Engineer at
Netflix

SVP of Thoughts at Facebook
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Baruch,
Thought
Leader Away!
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Everybody's software
must be releasable
at absolutely any
time
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Everyone must have
100% test
automation
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We do Continuous
Security well.
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Your greatest
threat 1s an outage.

Not an employee.
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VMs are the enemy of
DevOps. This 1s where
you must focus your
Innovation.
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You are a beautiful unique
snowtlake, as are your
problems.

No vendor could possibly
understand them.
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Slides
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All the links!
Comments, Ratings
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1. » Proteins That May Restore Damaged Sound-Detecting Cells in the Ear (hopkinsmedicine.org)
275 points by laurex 3 hours ago | hide | 51 comments

2. » Less Than Half of Google Searches Now Result in a Click (sparktoro.com)

60 points by adamcarson 1 hour ago | hide | 64 comments

3. 4My Home Lab Server with 20 Cores / 40 Threads and 128 GB Memory (louwrentius.com)

65 points by louwrentius 1 hour ago | hide | 52 comments

4. »Three Kinds of Good Tech Debt (engineering.squarespace.com)
209 points by memset 3 hours ago | hide | 74 comments

5. 4 Down the Rabbit-Hole (googleprojectzero.blogspot.com)
180 points by janvdberg 3 hours ago | hide | 18 comments

6. 4 Show HN: Yack - Community Browser for Hacker News, Reddit, YouTube and More (yack.io)
49 points by 7961636B6572 1 hour ago | hide | 39 comments

7. 4 HTTP/2 Denial of Service Advisory (Netflix) (github.com)
16 points by rdli 25 minutes ago | hide | discuss

8. 4 Do older people have a different smell? (nytimes.com)
26 points by bookofjoe 1 hour ago | hide | 25 comments

9. 4U.S. Significantly Weakens Endangered Species Act (nytimes.com)
122 points by Osiris30 2 hours ago | hide | 51 comments

10. » Microsoft Screws Azure Customers and Its Own Advocates Alike (lastweekinaws.com)
150 points by sylens 3 hours ago | hide | 109 comments

11. 4 Minify Your SVGs (victorzhou.com)

124 points by vzhou842 4 hours ago | hide | 31 comments

12. 4 The “terrible” 3 cent MCU - a short survey of sub $0.10 microcontrollers (cpldcpu.wordpress.com)
50 points by jerryr 2 hours ago | hide | 11 comments

13. » Launch HN: Boost Biomes (YC S19) - Microbes for better crop yields, shelf life
12 points by jbacher 56 minutes ago | hide | 2 comments

14. » Eleven Oday bugs affect OS running on over 2B IoT devices (armis.com)
41 points by phantom_orade 3 hours ago | hide | 21 comments

15. » Crispr pioneer among University of California researchers boycotting Elsevier (chemistryworld.com)
130 points by rOn0j0y 3 hours ago | hide | 27 comments

16. 4 Supercomputers will start building a 3D map of the world (c4isret.com)
99 points by jonbaer 5 hours ago | hide | 62 comments

17. 4 Using AR to help build a complex brick wall (archdaily.com)
26 points by webmonkeyuk 2 hours ago | hide | 3 comments

18. 4 Show HN: Divjoy - React Codebase and UI Generator (divjoy.com)

22 points by makeee 35 minutes ago | hide | 13 comments
19. » Legit-Looking iPhone Lightning Cables Will Hijack Your Computer (vice.com)
120 points by kceqzy 7 hours ago | hide | 79 comments

20. UpCodes is hiring our first Growth Marketer to help scale the growing business (up.codes)
1 hour ago | hide
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The Four Questions

1. Is my organization/team ready to
adopt a new tech?

. Is 1t even a good tech?

. What problem do I solve by using this
tech?

4. W1ll solving this problem help my
organization?

Lo DO
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The Four Questions

1. Is my organization/team ready to
adopt a new tech?

2. Is 1t even a good tech?
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Introducing

maturity
models

@jbarﬁch i #DevOpsCon

“A maturity model is a tool that
helps people assess the current
effectiveness of a person or group and
supports figuring out what
capabilities they need to acquire next
in order to improve their
performance.

In many circles maturity models
have gained a bad reputation, but
although they can easily be misused,
in proper hands they can be helpful. b

Martin Fowler

jfrog.com/shownotes


https://martinfowler.com/
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“A maturity model is a tool that
helps people assess the current
effectiveness of a person or group and
supports figuring out what
capabilities they need to acquire next
in order to improve their
performance.

In many circles maturity
models have gained a bad
reputation, but although they can
easily be misused, in proper
hands they can be helpful.”

Martin Fowler
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https://martinfowler.com/

Introducing

maturity
models

@jbarﬁch B

#DevOpsCon

While maturity models are very
popular in the industry, we cannot stress
enough that maturity models are not the
appropriate tool to use or mindset to have.
Instead, shifting to a capabilities model of
measurement is essential for organizations
wanting to accelerate software delivery.

Nicole Forsgren, Jezz Hamble, Gene Kim

jfrog.com/shownotes



Bad Maturity Models are Bad.

Bad Maturity Models Good Maturity Models

° Goal a Process

e Prescribed by the book @One size doesn't fit all

Checkboxes for tools Focus on outcomes

@jbaruch #DevOpsCon jfrog.com/shownotes



Maturity model components

Evaluation factors

Scoring methodology

Self assessment vs 3rd party assessment capability
Progress tracking

Visualization

@jbaruch #DevOpsCon jfrog.com/shownotes



Maturity Model

Example
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Simple model

@ Initial
Updated
®
0
o
(o]
'_
Process
#DevOpsCon jfrog.com/shownotes
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Progress planning

@jbaruch

@
Target
P ®
a Today In 2Q
Process
#DevOpsCon jfrog.com/shownotes



Leader board

® Team A Team B

Team D

Tools

Team C

Team E

Process
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Random

¥ placing colored
dots?!
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DevOps

On Demand Releases

@jbaruch

Tool

Builds are configured to
publish and consume
artifacts from a artifact
management system in a
consumable format

#DevOpsCon

= Artifacts are being published to a controlled Partial
environment (backed up, secured, allows for
versioning, integratable)

= Artifacts are published in a way where intermediate  Yes
artifacts can be aged and managed, and final artifacts
are preserved within required policy guidelines

= Artifacts are published in a standard consumable Yes
format (e.g. Maven 2, Docker Registry, ...)

= Artifacts when published are associated with Yes
sufficient meta data that can provide consumers with
information about the build record/environment/tools

and country of origin used during publishing

= Build dependencies of artifacts that originated from a Yes
controlled environment are consumed from a local

cache on the build machine

= Remote artifacts are hosted/proxied from a network Partial
friendly location that introduces limited latency when

artifacts can't be pulled from local cache

= Artifacts that originate from outside the company are Partial
preserved, with sufficient meta data to verify source

and validity of the artifact

jfrog.com/shownotes



D04

DevOp On Demand

S

Releases

@jbaruch

Process

Build artifacts that are = Artifacts pass all necessary quality checks Yes

released to
customersare
managed and
governed

#DevOpsCon

and tests prior to promotion to release

= Release artifacts are the same artifact Partial

that was tested in the continuous delivery
process, and not new builds specifically
intended for release

= Release process has been modeled using Yes
cycle time analysis and unnecessary wait

time has been eliminated

= Releasing software to production is Yes
integrated intothecontinuous delivery
processfollowing all applicable IT

governance requirements

= Release can be delivered to production  Yes
within a timeframe that meets desired

cycle time targets

jfrog.com/shownotes



Too high-level,

too low-level?

@jbaruch



_EM Benchmark K4 TODAY 24 motnh from now ﬂ

2. Organizational Effectiveness Must Have 100 _O
03. Architectural Alignment Should Have 0 83 _O 60
|04. Continuous Integration Must Have O % @ 360 86
05. Continuous Delivery of product feature Should Have O 2 86
06. Unit/Functional Test Automation Must Have O 0@ 00 2™ 72
07. Automated System Test & Health Check Must Have ™ 718 20 59
08. Everything as Code Should Have q sl 20 52
09. Brand-Directed Initiatives Must Have O 0@ 00 2™ 80
10. Infrastructure Delivery (IAAS, PAAS) Must Have O s @ ™ 82
11. SaaS Services (APAAS / OSS Backing Svcs) Must Have ™ 81 - Incomplete
12. BSS Automation & Integrations Must Have O 93 _0 49
13. Service Introduction Must Have O 100 _0 37
14. Operating Model Must Have O o3 _O 70
15. Compliance Elements Nice to have ™ 79 _—
16. FedRAMP Elements Nice to have O wo@ o
17. Container as Best Practice Should have @) %@ = 230 100,

@jbaruch #DevOpsCon jfrog.com/shownotes



Account for different teams’ priorities

Feature Weight | Vv Description of Category E Engineering Perspective ‘z’ Ops Perspective E Company Perspsective E]
Single product, SaaS-native startup.

Description of Use Case->

The team is able to deliver newly relevant (or differentiating) capabilities to the market quickly, regardless of any prior

01. Agile Development roadmap. Must Have Not relevant Must Have

02. Organizational Effectiveness The organization (Dev + Ops) works as a single virtual team, regardless of the actual reporting structure. Must Have Must Have Must Have
Product / Service is aligned for efficient delivery as SaaS. (Includes multi-tenant architectures and/or multi-instance

03. Architectural Alignment architecture; container support). How much architectural debt exists in the product/service Must Have Not relevant Should Have

Ability to integrate development changes into a "deliverable" component. As defined in "Modern Software Factory as a
04. Continuous Integration Service" Must Have Not relevant Must Have

05. Continuous Delivery of product
feature Ability to deliver features into production with minimal impedence by process Not relevant Must Have Should Have

Unit est coverage of code is comprehensive enough to allow for functionality to be delivered into production. Poor code
quality/high technical debt drives cost of Ops and CX. Functional test coverage of code is comprehensive enough to
06. Unit/Functional Test Automation allow for functionality to be delivered into production. Poor code quality/high technical debt drives cost of Ops and CX. Must Have Not relevant Must Have

Quality automation includes disciplines that are not "functional”, such as security, usability, performance, etc. Poor code
07. Automated System Test & Health quality/high technical debt drives cost of Ops and CX. Acquisition and construction of test data is automated and
Check comprehensive. Heavyweight test processes such as security scanning and IAST are automated as much as practical. Must Have Not relevant Must Have

@jbaruch #DevOpsCon jfrog.com/shownotes



System config as Code

Model definition example

The infrastructure configuration is managed as code - e.g. no manual processes for configuring/setting
up/ infrastructure.

Differentiating: Infrastructure operates without any manual processes. All changes to the
infrastructure or infrastructure capabilities are done through automation and policy only.
Complete: Infrastructure operates without any manual processes. Some infrequent administrative
activities may be initiated manually (although the activities themselves must be automated).
Partial (Most): Infrastructure operates without any manual processes. Some infrequent
administrative activities may be manual, pending automation.

Partial (Much): Infrastructure operates with significant automation. Some processes still manual;
pending automation.

Partial (Some): Infrastructure requires significant care and feeding. Many processes still manual,
pending automation.

No Support: While some functions may be automated, they are generally kicked-off manually; and
many functions are still fully manual. Large backlog of automation items.

@jbaruch #DevOpsCon jfrog.com/shownotes



Applying maturity models: DOs and DONT's

Only use primary colors

Involve your teams in the model definition

Let team self assess first and then assess together
Partner with forward looking teams first

Remember being at 100% is not a goal the model has to have a
stretch goal

Evolve the model from time to time

And ....

@jbaruch #DevOpsCon jfrog.com/shownotes



Our message 1s:

Level 5

...before this...

S~

...then you should imbrovin
learn this... Level proving
————— capability
if you are here... Level 2
—_——— P,

Level 1

https://martinfowler.com/bliki/MaturityModel.html
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2. Is it even a

d tech?
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IDC

FORRESTER

Gartner

@jbaruch

#DevOpsCon
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Challengers Contenders Performers

Current
offering

Weak

Strong

Leaders

Market presence

® @@ @ Full vendor participation
@@ o ‘ Incomplete vendor participation

Weak Strategy >

@jbaruch

Strong

#DevOpsCon

Figure 1. Magic Quadrant for Public Cloud Infrastructure Managed Service Providers, Worldwide

CHALLENGERS

ABILITY TO EXECUTE
=
3

NICHE PLAYERS

LEADERS

VISIONARIES

COMPLETENESS OF VISION —
Source: Gartner (March 2017)

As of March 2017
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3D Flat-Panel TVs and Displays
4G Standard
Activity Streams

expectations

‘ Wireless Power
Media Tablet

Augmented Reality

Private Cloud Computing
Internet TV

Speech-to-Speech Translation
3D Printing

Cloud/Web Platforms

Gesture Recognition

Social Analytics

Mobile Robots Mesh Networks: Sensor

Pen-Centric Tablet PCs

Video Search
Autonomous Vehicles

Microblogging Electronic Paper

Speech Recognition

Extreme Transaction Processing E-Book Readers Location-Aware Applications
Tangible User Interfaces Video Telepresence Predictive Analytics
Interactive TV

Internet Micropayment Systems

Terahertz Waves
Biometric Authentication Methods

Computer-Brain Interface

Broadband Over Power Lines

U
Context Delivery Architecture : Mobile Application Stores
fhmen Autmentetion Virtusl Assistants Idea Management
Consumer-Generated Media
Public Virtual Worlds
As of August 2010
Peak of
Technology Trough of Plateau of
Trigger Ex:l;?::::gns Disillusionment Slope of Enlightenment Productivity
time >
Years to mainstream adoption: cbsolets

Olessthan2years ©O2toSyears @ 5to10years A morethan 10 years & before plateau
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ThoughtWorks:

TECHNOLOGY RADAR

An opinionated guide to technology frontiers

Q Search About the Radar Build your Radar

Select an area to explore

Languages &
Frameworks

@jbaruch #DevOpsCon jfrog.com/shownotes



Build your own Radar

1 et i
adopt-anew-tech?

2. Is 1t even a good tech for our team?

3. What problem do I solve by using this
tech?

4—Will-selving-this-problemhelpmy >

@jbaruch #DevOpsCon jfrog.com/shownotes



Build your own radar!

Example Technology Radar Ba

File Edit View Insert Format Data Tools Add-ons Help All changes saved in Drive

e ~ P s % .0 00123 Aral > | 10 | B Z 5 Al Q- H- §-+~|-I~- - H

fx
A B (o] D E

1 name ring quadrant isNew description
2 oo R el e s o A
> conu e e e e
¢ ommma laon oos i e
i oo il e e A T R
o Ewoso |va oo Il R
! Commeramencolatopt cmies [FaLSe | Thelehe oo, fou oo s et sl o e st
B i el S e S A ST T
o Clendrecesqenfossess lecmiues [FALSE [T sedeserblon o oo s et et e e
o conarersecutysdossss [teamiaues s | THajs e demerter Yo can e bk o) o e e
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Thank you very much!

Shownotes!
@jbaruch
#DevOpsCon



