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Elasticsearch

You Know, for Search

PR AN
‘5 .....
a'la






55

These are not the droids
you are looking for.



GET / analyze
{

"char filter": [ "html strip" ],
"tokenizer": "standard",

"filter": [ "lowercase'", '"stop'", "snowball"
"text": "These are <em>not</em> the droids

you are looking for."

1,



These are <em>not</em> the droids you are looking for.

{ "tokens": [{

by

by

}]

"token": "droid",

"start offset": 27, "end offset":
"type": "<ALPHANUM>", "position":

{

"token": "you",

"start offset": 34, "end offset":
"type": "<ALPHANUM>", "position":

{

"token": "look",

"start offset": 42, "end offset":
"type": "<ALPHANUM>", "position":

}
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Embeddings represent your data
Example: 1-dimensional vector
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Multiple dimensions
represent different data aspects
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Similar data
Is grouped together
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Vector search ranks objects
by similarity (~relevance) to the query
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Realistic

Similarity
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Similarity: cosine (cosine)
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your question

LLM: opportunities and limits

your question

GAl/ LLM

‘ public internet data \

one
answer



ChatGPT 35 >

You
How much money do | have on my
Revolut personal account?

ChatGPT
Sorry, but | can't assist with that.

You
Why?

ChatGPT

I don't have access to your personal
information, including details about your
Revolut account. My purpose is to
respect user privacy and provide general
information and assistance. If you have
questions about your Revolut account,
it's best to check directly through the
Revolut app or contact their support.




Retrieval Augmented Generation
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Attack Discovery

100s of alerts

Handful of Discoveries
= mapped across MITRE
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Alert Context

Elastic Detections Other Detections
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Security Al settings

Connectors Conversations System Prompts Quick Prompts Anonymization Knowledge Base Evaluation

The Al Assistant uses Elastic's ELSER model to semantically search your data sources and feed that context to an LLM. Import knowledge bases like Runbooks, GitHub issues, and others
for more accurate, personalized assistance. Learn more .

Q Search for an entry C Refresh ® New v

Name { Sharing Author Entries Created

Personal Playbook for Hunting on AWS EC2 Events Private & james.spiteri@elastic.co 10/22/2024
Team Contact Information Private & james.spiteri@elastic.co 10/22/2024
Past Incident Findings Private & james.spiteri@elastic.co 10/22/2024
Threat Hunting Playbooks & james.spiteri@elastic.co 10/22/2024
Asset Index [ Global | 2 james.spiteri@elastic.co 10/22/2024
Red Canary 2024 Report [ Global | &) james.spiteri@elastic.co 10/22/2024

Security Labs [ Global | % Elastic 10/21/2024

Alerts

Send Al Assistant information about your 500 newest and riskiest open or acknowledged alerts.Your anonymization settings will apply to these alerts.




New document entry

Name

Personal Playbook for Hunting on AWS EC2 Events
Name your Knowledge Base entry
Sharing

(&) Private to you
Set to global if you'd like other users in your Org to have access.
Markdown text

Preview

## Metadata

- **Author:** James Spiteri

- **Description:** This hunting query identifies when a user makes multiple
‘GetPasswordData" requests for an EC2 instance. The ‘GetPasswordData' API call
retrieves the encrypted administrator password for an instance running Windows. This
API call typically only occurs during the initial launch of an instance or when the
password is reset. Multiple requests for the same instance may indicate an adversary
attempting to escalate privileges or move laterally within the EC2 environment.

- **UUID:** “408ba5f6-5db7-11ef-a01c-f661eal7fbce”
- **|ntegration:** [aws.cloudtrail](https://docs.elastic.co/integrations/aws/cloudtrail)

mekek NTEalALTY

Required knowledge

Check to indicate a Knowledge Base entry that's included in every conversation

X Cancel




‘i New chat 2

How I can help you?

Ask me anything from "Summarize this alert" to
"Help me build a query" using the following
system prompt:

Select Prompt  Select a system prompt A4

Responses from Al systems may not always be entirely accurate, although they can seem convincing. For more information on the assistant feature and its usage, please reference the documentation

|Ask me anything from 'summarize this alert' to 'help me build a query...

['ES|QL Query Generation | ["Workflow suggestions | Query conversion

+ Add quick prompt...



@elastic security labs  About  Topics Vulnerability updates Reports  Tools QL 3 Subscribe Start free trial Contact sales
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Elevate Your Threat Hunting
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1October 2024
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https://www.elastic.co/security-labs
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ai New chat 2

How | can help you?

Ask me anything from "Summarize this alert" to
"Help me build a query" using the following
system prompt:

Select Prompt  Select a system prompt N

Responses from Al systems may not always be entirely accurate, although they can seem convincing. For more information on the assistant feature and its usage, please reference the documentation.

Ask me anything from ‘'summarize this alert' to ‘'help me build a query...

T R uery comersion | Agsntintagration advics ATttt




Retrieval Augmented Generation

your question

your business data =
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Retrieval Augmented Generation
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OpenAl connector
@ Send a request to an OpenAl or Azure OpenAl service.

Compatibility: Generative Al for Security ~ Generative Al for Observability ~ Generative Al for Search

Connector name

Azure OpenAl
v Other (OpenAl Compatible Service)

The Other (OpenAl Compatible Service) endpoint URL. For more information on the URL, refer to the Other (OpenAl Compatible
Service) documentation (4.
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