


THE FOLLOWING PREVIEW HAS BEEN APPROVED FOR

ALL AUDIENCES
BY THE MOTION PICTURE ASSOCIATION OF AMERICA

THE FILM ADVERTISED HAS BEEN RATED

RESTRICTED
R UNDER 17 REQUIRES ACCOMPANYING
PARENT OR ADULT GUARDIAN ®

For information on film ratings,
go to www.filmratings.com
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Network Discovery

® cancel &F options

192.168.1.121
00:16:76:12:60:T6
Intel Corporation

192.168.1.120
00:22:68:5e:42:7c
Hon Hai Precision Ind. Co., Ltd.

192.168.1.132
78:e4:00:ac:1e:el
Hon Hai Precision Ind. Co.,Ltd.

192.168.1.122
00:80:48:59:39:7e
COMPEX INCORPORATED

192.168.1.119
e0:69:95:eb:f4:6f
PEGATRON CORPORATION

192.168.1.117
a0:88:b4:a23:03:14
Intel Corporate

IP: 192.168.1.127/24 (eth0)
S5ID:
MODE: WiFi
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Network Discovery '

192.168.1.121
00:16:76:12:60:T6
W 1nhtel Corporation

Closed (1)

139/tcp (netbios-ssn)

445/tcp (microsoft-ds)

¢ Back ¥ Cancel
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1C:AF:F7:6A:1E:27

192.168.1.102 ports
00:27:0E:18:50:6B

192.168.1.233 ports
14:D6:4D:50:05:26

192.168.1.235 ports
14:D06:4D:50:05:26

192.168.1.235 ports
14:D6:4D:50:05:01

192.168.1.231 ports
14:D6:4D:50:06:81

192.168.1.109 ports
00:16:76:3A:F3:FB

192.168.1.106 ports
00:80:48:68:71:CC
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192 168 1 112 ports
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CMD Prompt Grab Screenshot
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Attacking 192.168.1.109

3% 3/100
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CMD Prompt Grab Screenshot
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Eject CD Get Process List

2 2

Execute calc Cleanup
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Spoofing IP: 192.168.1.254
http://www.google.de
IP=192. 168 1 109 http://www.google.de@...
' - [http: HWWW facebook...
IP=192.168.1.107 : oty [httpd/iw.,

plo

http://api.longurl.org
IP=192.168.1.132 ID: 1295603431
http://rover.ebay.in
IP=192.168.1.132 ID: 1631414886
http://search.twitter.com
IP=192.168.1.132 ID: -1813905711
http://www.espncricinfo.com
IP=192.168.1.110 ID: 1842627365
http://www.google.com
IP=192.168.1.116 ID: -1700429508
http://www.google.co.in
IP=192.168.1.116 ID: 1683548255
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ARP-Spoofing +” | Generic mode

SPOOFING ONLY
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Parameters: }-W -s0

Start

Stop

Open capture file (You can use Shark Reader)

Status: Running
Filename: /sdcard/shark_dump_1344054944.pcap
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bash-4.0# skipfish --version

skipfish version 2.03b by <lcamtuf@google.com>
skipfish: invalid option -- '-°'

Usage: skipfish [ options ... ] -o output_dir start_u
q rl [ start urlz ... ]
m Authentication and access options:
() -A user:pass - use specified HTTP authentication
N credentials
/ -F host=IP - pretend that 'host' resolves to 'I
pr
-C name=val - append a custom cookie to all requ
ests
® . -H name=val - append a custom HTTP header to all
N requests
-b (i|f|p) - use headers consistent with MSIE /
Firefox / iPhone
-N - do not accept any new cookies
m Crawl scope options:
-d max_depth - maximum crawl tree depth (16)
-c max_child - maximum children to index per node
(512)
-X max_desc - maximum descendants to index per b
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bash-4.0# be
Welcome to blind Elephant
Please enter target Site : anantshri.info

Enter App name or 'guess' : guess
dlopen libpython2.6.so
Probing...
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bash-4.0% bash-4.0% export PATH=/data/local/bin:$PATH
bash-4.0%

bash-4.0%

bash-4.0% py

dlopen libpython2.6.so

Python 2.6.2 (r262:71600, Mar 20 2011, 16:54:21)

[GCC 4.4.3] on linux-armv7l

Type "help", "copyright", "credits" or "license" for
more information.

>>> print "hello android"

hello android

>>> quit

Use quit() or Ctrl-D (i.e. EOF) to exit

>>> quit()

bash-4.0% bash --version

GNU bash, version 4.0.0(1)-release (armv7l-unknown-1i
nux-gnueabi)

Copyright (C) 2009 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later <http://gn
u.org/licenses/gpl.html>

This is free software; you are free to change and red
istribute it.
There is NO WARRANTY, to the extent permitted by law.
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http://anantshri.info/
http://hakers.info/

