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DevOps Tools for Java Developers

Understanding The Value Of ‘Fast’
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The A Register’

Biting the hand that feeds IT

R, DATA CENTRE SOFTWARE SECURITY DEVOPS BUSINESS PERSONALTECH SCIENCE EMERGENTTECH BOOTNOTES VENDOR VOICE & Q

{* SECURITY *}
Missed patch caused Equifax data breach
Apache Struts was popped, but company had at least TWO MONTHS to fix it

Thu 14 Sep 2017 // 02:09 UTC 65() GOTTIPS?
/| MOST READ

Amazon spies on staff, fires
them by text for not hitting
secretive targets, workers
'feel forced to work through
pain, injuries' — report

Simon Sharwood BIO EMAIL TWITTER ﬂSHARE

Equifax has revealed that the cause of its massive data breach was a
flaw it should have patched weeks before it was attacked.

The company has updated its www.equifaxsecurity2017.com/ site with a

new “A Progress Update for Consumers” that opens as follows: Happy bitthday i the Nokia

N4 3310: 20 years ago, it
M seemed like almost

' everyone owned this

legendary mobile

Equifax has been intensely investigating the scope of the
intrusion with the assistance of a leading, independent
cybersecurity firm to determine what information was accessed
and who has been impacted. We know that criminals exploited a
U.S. website application vulnerability. The vulnerability was
Apache Struts CVE-2017-5638. We continue to work with law
enforcement as part of our criminal investigation, and have

Smash-and-grabbed:
Chinese Al academic cuffed
by Feds after 'binning hard
drive' amid software leak
probe

shared indicators of compromise with law enforcement.
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BY THE FBI

CHINESE PLA MEMBERS,
54TH RESEARCH INSTITUTE

Computer Fraud; Economic Espionage; Wire Fraud; Conspiracy to Commit Computer
Fraud; Conspiracy to Commit Economic Espionage; Conspiracy to Commit Wire Fraud
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Update Available

Yes No No

Yes
Do We Want It? Is It Risky? Do We Trust It?

Can We Verify It?

Yes

No No

Pass . Fail

Costly
Verification

Skip or Defer Update
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Java 9+ Update Available

No

Do We Want [t?
Maybe...

Is It Risky?
Yep!

Do We Trust It?
Nope... :(

Can We Verify It?
| hope so!

Pass Fail

Costly
Verification

Skip or Defer Update
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and Occasional oil plume and persistent gas plume
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oil recovery

Collapsed oil platform

Oil Containment System
Simplified illustration.
Not all oil containment
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Source Code Continuous : Continuous
Package Manager Security Scanner
Deployment

Repository Integration

Single Source Build and Full build of Deep scanning of Automated
of Truth test on every materials and dependencies deployment to
integration binary and containers the edge and
history for beyond

traceability
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LOGGER.info("In function transformMedia");



Build Tools/Dependency
Managers

puppet
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'
CHEF

> MsBuild | (cocotgegy G sht
Mmaven R

M
HELM
A

4 oI 5
Commit the w Take VCS Cl Servers S 6 Build
O i 3": 3 . 3
changes i changes 0 ) c .+ Bamboo Hudsonﬁ%)\ Travis Cl O
Version © .
Dev. Control 9 Jenkins @ CODESHIP @ DRONE
Team System O
G Azure DevOps PIPELINES > go
Declare new .
dependencies Reso!ve Deploy module Artifacts
dependencies and Buildinfo BOM
Build Tools/Dependency o Resolve
Managers dependencies
3 dRruby ¢ git
£ _
puppet rpm Ro|l out for Internal . 5 Contribute
@ python” § Analyze VEERELE]
7 [

© o
e ©debian con

pMsBuild e & sb x
maven R
-
HELM
~

npm

3 Resolve

10 Didtribution
. ‘

dependencies

- @

10 Deploy to
Production

_ T
C

L
PIPELINES /A\PuPPet & “~

HEF

SALTSTACK

il

aws
~—

Provisioning Tools
“
=

LN

cLouDpF@QUNDRY &
=

o)

External Data Sources

NVD ubuntu

VulnDB

)

redhat

(©debian

X
ae

[__ ¢ 8 |
Production
Servers






Code, test, check-in,

repeat

Iintegration Type

Digital Ocean
Docker Registry
File Server
Google Cloud

Generic Integration

g

m bld_backend

1r-

@ be_gitRepo

Updated At: Monday, June 15th 2020, 5:04 pm

Type: GitRepo 3 1
gitProvider: mjmckay_github S
Path: mjmckay/java-backend

Branch: master

Commit: Use api key to collect artifacts for docker build ('

Commit SHA: 2a3cfca7fc6976dfdc66f79131dfb10c9d24ccd4

Event Type: Commit

Committer: Melissa McKay

Last Author: Melissa McKay

Github Enterprise

GitLab

resources:
- name: be_gitRepo
type: GitRepo
configuration:
path: mjmckay/java-backend
gitProvider: mjmckay_github

- name: fe_gitRepo
type: GitRepo
configuration:
path: mjmckay/vue-frontend
gitProvider: mjmckay_github




Know your BUILD!

>_ build_a .==E-
@ Jocker

() publish_app_...

Run #10

@ appl_build_info

Updated At: Tuesday, June 16th 2020, 6:02 pm
Type: BuildInfo

sourceArtifactory: demoArt

Build Name: demo_applicatid

%,
Build Number: 10 Application

Dashboard

Artifactory

Distribution
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How do YOU deploy?




The Liquid Software Company

THANK YOU!

YO:M

EVERYTHING



