ADELAIDE20'I9

DDDDDDDDDDDDDDDDDDDDDD



SUPPORT OUR SPONSORS!

.' Telstra south Australia dWS Comunet

Purple

THANKS TO OUR COMMUNITY PARTNER

YOW! >

ADELAIDE



SNIfting Left

DevSecOps as an Approach to Building Secure Products

Jakob Pennington

@JakobTheDev Ao Wi
beautiful.ai



My path to

MMMMMMMM

beautiful.ai









§ Burp Suite Professional v2.1.05 - Temporary Project - licensed to Taptu [single user license]
Burp Project Intruder Repeater Window Help
[Dashbos(d ]Tamﬂt IP{oxy Ilntruder Iﬂnpeater l Sequencer ]Decodal ICompamr ]Extendsr ]Pro}ect options IUSGI options ]Dssen’alization Scanner Ixss\-’alidatur IJSON Web Tokens ]JOSEPH [JSON Beautifier ]SAML Raider Ceriificates [ Decoder |mproved

Site map l Scope ] Issue dafinitions ]

Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses: hiding empty folders

@ http/localhost Contents Issues

™ P

_hl—' ’ Host URL Status & Length MIME type @) Cleartext submission of password [3]
- rl__ ke http:Mocalhost {7 200 7012 HTML . Unencrypted communications

ity http:/Mocalhost Jabout php 200 5131 HTHL » | Cookie without HitpCnly flag set [2]

http:/Mocalhost Idwwaljs/add_event_listens 200 882 scnpt » i Cross-domain Referer leakage (2]
hitp:Mocalhost Idvwaljs/dvwaPage js 200 1320 script i Browser cross-site scripting filter disabled
hitp:/Mocalhost findex. php 200 7089 HTML i Robats.txt file
http:/ocalhost finstructions_php 200 15670 HTML » i Frameable respanse {potential Clickjacking) [8]
hitp:Macalhost Negin.php 200 1814 HTML
http:Mocalhost flegin.php 200 4476 HTML
http:iocalhost frobats txt 200 273 et
http:Mocalhost {setup php 200 6188 HTML
http:/Mocalhost frulnerabilities/sql/ 200 4770 HTML
hitp:Mocalhast frulnerabilities/sgli/Fid=%2 200 1314 HTML
hitp:iocalhaost fulnerabilities/sqli/ Fid=%2 200 481 XML
http:iocalhost fvulnerabilities/sgl/7id=%2 200 5107 HTML
http:/lecalhost frulnerabilities/sqli7id=%2 200 461 XML
http:Mocalhost frulnerabilities/sgli_blind/ 200 4810 HTML
hetp:Mocalhost fulnerabilities/xss_df 200 50499 HTML

L -

Request | Response ] Advisory I

ks
% index php
» {5 instructions. php
13 login php
usemame=KouSAFHR&password=z5U%2 1rdw%21C
usemama=admin&password=admin&Login=Loginfus
usemame=admin&password=password&Login=Logn
logout. php
phpinfo.php
& rabots tuf
sacurty. php
& setup.php
[T vulnerabilities

brute

captcha

Raw ] Params IHeaders TEI

0 Cleartext submission of password

Issue: Cleartext submission of password
id=%2T&Submit=Submit T htnmi,application/xhtmlexml licacion/xml:qe=d. ERE s Severity High

id=%27+0R+1%301 & Submit=Submit : . - Confidence:  Certain

id=%27+0R+1%3D1+%23&Submit=Submit : B el Hast: hitp:/localhost
id=%27+0R+1%3D1+-&Submit=Submit -
Issue detail

Jinstances of this issue wera identified, at the following locations:

o/

+ flogin.php
« Nulnerabilities! sqli/

apis.com

Issue background
b
T

] 0 matches this vulnerability, an attacker must be suitably pasitioned to eavesdrop on the victim's network traffic

Some applicalions transmit passwords over unencrypled connections, making them vulnerable to interception. To exploit

This scenanio
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Put me in the middle
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So whnat's the R

MMMMMMMM



1
Il Data Breach
Fines

GDPR

Privacy

Reputational damage R

Il Australian Privacy Principles

Media coverage
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Traditional Security Testing

Security Testing
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Tosummarise..

Application security is a complex propblem
Security testing is too late in the lifecycle

Not enough security specialists

Security can't keep up with DevOps
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VWhat's next tor
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DevsSecOps Is doing
for what
DevOps did for

ANO
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Defects are cheaper to fix early
Fewer delays at release time
Repeatable security at scale

More secure result
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Three aspects of DevsSecOps

Culture Process Tooling
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Continuous Integration
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Continuous Delivery
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Tnink like a
Automate like a
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CD with Out of Band Validation Testing
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Application Scanning
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BurpSuite OWASP ZAP
$$ ENTERPRISE EDITION $$ FREE
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https://myapp.io
swagger.yml
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https://myapp.io
swagger.yml
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https://myapp.io
swagger.yml
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Run 1000070 - DevOpsSandpit - APl - CD - OWASP ZAP Tests

Run summary  Test results  Filter

@ | # Update comment

Summary

A Completed a minute ago, Ran for 250 milliseconds

Run type Automated
Owner Project Collection Build Service (taptu)
Tested build 201911221
Release not available
Release Stage not available
Build platiorm Win32NT
Build flavor Release

Test settings Default
MTM lab environment not available
Comments

Mo comments

Error message

No error message

Attachments (1)

Name T

Created Date

Qutcome

[ Failed

' Outcome by priority

Outcome by configuration

I Failed

NUnit-OWASP-ZAP-Report.xml EUE

2 minutes ago

Outcome by failure type

MNone

o

10

' Outcome by resolution

None
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Run 1000070 - DevOpsSandpit - APl - CD - OWASP ZAP Tests

Run summary

Test results  Filter

@) [ Create bug #" Update analysis

Outcome

& Failed
& Failed
@ Failed
& Failed
& Failed
& Failed
& Failed
@ Failed

Test Case Title

Cookie Without SameSite Attnbute
X-Frame-Options Header Mot Set
Absence of Anti-CSRF Tokens

Web Browser XSS Protection Mot Enabled
Unexpected Content-Type was returned
Unexpected Content-Type was returned
Unexpected Content-Type was returned

Incomplete or Mo Cache-control and Pragma HTTP Header Set

Priority Duration

0

0

0:00:00.000

0:00:00.000

0:00:00.000

0:00:00.000

0:00:00.000

0:00:00.000

0:00:00.000

0:00:00.000

Configuration

Mone

Mone

Mone

Mone

None

Mone

Mone

Mone
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~ind things like...

SQL Injection SSL/TLS Issues

Cross-Site Scripting Cookie attributes

Cross Site Request Forgery Web Cache Poisoning

Path Traversal Cacheable HTTPS Response

OS Command Injection Cross-Origin Resource
Sharing

XML External Entity
INnjection
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can test things
that can't
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Dependency Management
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Open source ecosystem is exploding

120%

100%
o 80%
O
N
£
= 60%
s}
<
o
O Lo%

20%

0%

102%

Maven

40%

PyPIi

37%

npm

26%

6%

NuGet RubyGems

Source: State of Open Source Security 2019 - Snyk
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A tale of two threats

Vulnerable Code Supply chain attacks
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Snyk Dependabot
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Dependency management four ways

Audit packages list Cl Integration Repo monitoring Automatic pull
requests
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VWant to test all the things?
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8 Pre-Commit » 8 Commit (Continuous Integration) =———>3 8 Acceptance (Continuous Delivery) =——————38 Production (Continuous Deployment) =———=3 8 Operations

Security activithes befora coda Fast, automated security checks during the bulld and Automated securlty acceptance, functional testing, and sacurty checks before, during, and aner code 14 continuous securty monltoring, testing, audit, and
1% ¢heckad In to vershon cantrol Continuous ntegration steps deep out-of-band scanning durlng Continuous Dellvary deployed to production compllance chacks
Threat Medeling/Attack Mapping: Static Code Analysis Dependency Infrastructure as Code: Cloud Configuration Security Smoke Tests: Cloud Secrets Management: Fault Injection: Elameless Postmortems:
1 Atftacker personas (SCAk Management: 1 Ansible Management: 1 ZAP Baseling Scan I BN KNS, | Chasces Ko | Etsy Morgue
¥ Eviluser Sories 1 FindSecuriyBugs 1 SWASP Depandancy Chack 1 chaf 1 WS CloudFormaticn | nmap | Azurs Ky Vault 1 Chisces Monkey
1 Ralndanie 1l Erakeman 1 Bundber-Audit ¥ Puppet § Arure Resourts Manager ¥ ssllsba-scan 1 Googhe Cloud KNS e aions l:uﬁ. ml:l:'l! Mo nitoring:
1 Mol Rapid Risk Assessmant 1 EsLint I Gemnasium 1 Saltstack 1 Googh Cloud Deployment Manager
Configuration Safety Checks:  Cloud Security Testing: 1 Game day axercises 1 graphite
OWASP ThresiDragen Rl PHP Sacerity Checkar form
] - : Retire. F5 : :-::-1 Security Acceptance Testing: 1 AWs Condg | cloasdsploit 1 Tablitop sconarios 1 wstsd
Security and Privacy Storios: Security Unit Tests: 1 Mode Security Batform § BOO-Security | AWS Trusted Advider | Mimbostrabus. rathon Testi 1 seymen
1 CWASE ASVS 1 junit Imrmirtabde Irfrastroctone: 1 Gasstlt 1 Microsolt Arurg Adviser i Penet ng: 1 sed-elk
1 sAFECode Security Storles 1 Macha Container Security: ¥ Bocker 1 Mittn ¥ Security Monksy Hardening: | Minack-diriven defenss 8 Elarbidert
1l xUnit 1 Actuary T i § Oty | dav-sache 1 Bug Bourtis ¥
IDE Security Plugins: . 1 Aehote = Infrastrecture Tests: " 1 S 1 Ried Vs amgraises
1 Davskim Infrastructure as Security Scann 1 Servrspac Secrets Managemen Cloud Monitoring:
c Anatysis : :::l“ 1 At 1 Tast Kltchen 1 Amible sk mmm 'I':f:l"::llilm S
1 Fuma San 0 ansizig-lint Dockor Bench 1 niap T Blaghbox ) L ¥ CloudTeaill
1 sonartint eacne s 1 sqlmap et - 1 Chef Vool e N ke 1 Reddalort
W Pt 1 sstyTe I DoCker SeCrats
W Security Hooks: ¥ ofn_mag Container Hardening: gt : HubbleSack ¥ Hashicorp vault | Samhain
e I Bane 1 ssh_scan - 1 Einterast Knox )
: gh-sacrats ¥ CI5 Benchmarks
1 Theaughtworks Talisman L
Secure Coding Standards:
1 CERT Secune Coding Stamdards
1 GWASE Proaciive Controls
Manual and Peer Reviews:
1 Garrin
1 GitHub pell request "
1 GitLab mevge request
I Rvidrw Bosnd

Building a DevSecOps Program (CALMS)

Culture

Break down barrlars betwean Development, Security, and
Oparations through sducatlon and cutroach

Automation

Emibod s#li-servico autemated socurity scanning and tosting In
continuous dellwony

Lean

Value stroam analysks on seurity and compllance prooosses. te
optimize fow

Measurement
Use metrics to shape design and drive deckslons

(O SANSAppSec -

APPLIEATION & 1FTNARE SECRRITY v LmA, s X o AR

Sharing
Share theaats, risks, and vulnerabliftkes by adding them to
onglnearing backlogs
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Tips for successful DevsecOps

1 Don't get in the developers' way

2 Security defects should be tracked as
tickets

3 Learn when to break builds

4 Maximise automation, minimise
false-positives

5 Celebrate your security wins
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Culture
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lTeam structure
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lTeam structure
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lTeam structure

AppSec Specialist
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Robust

Release Management
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Robust release management

Git workflow
Branching policy
Cl/CD
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Continuous Integration
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Continuous Delivery
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Secrets management

Secure code reviews
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