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Government 
Digital Service



Bringing HTTP/2  
to GOV.UK



Who are GDS?



GOV.UK



What is HTTP/2?



GDS

● HPACK header compression

● Multiplexing streams

● Prioritisation

● Server push†

†: May or may not be an improvement, but it’s in the specifications

https://http2.github.io/http2-spec/#PushResources


Why enable it?









GDS

10 page report  
on HTTP/2



GDS

On examining all the evidence I cannot see 
any downsides to enabling this protocol on 
our Fastly CDN layer.


Matt Hobbs - 8th October 2018



Initial trial



GDS

● 5 page types selected, different content / templates

● Tested on:

○ Chrome Desktop - Native (Sitespeed.io)

○ Chrome Mobile - 3G & 3G slow (Sitespeed.io)

○ Firefox Desktop - Native (Sitespeed.io)

○ Firefox Mobile - 3G & 3G slow (Sitespeed.io)

○ Nexus 5 - Chrome - 3G (WebPageTest)

○ iPhone 5C - 4G (WebPageTest)

○ Nexus 5X - 3G Fast (Lighthouse)









HTTP/2 - Initial trial



Investigation









Issue



GDS

Domain Sharding 
● ‘www.gov.uk’ 

○ Used for HTML only


● ‘assets.publishing.service.gov.uk’

○ Used for all other assets





Possible solutions



GDS



GDS

HTTP/2 connection 
coalescing



GDS

Domain Sharding 
● ‘www.gov.uk’ 

○ Used for HTML, CSS, JavaScript, and images


● ‘assets.publishing.service.gov.uk’

○ Used for all other assets



GDS



HTTP/2 → HTTP/1.1





GDS

The rogue image



GDS



GDS



GDS



GDS



GDS



Subresource 
Integrity (SRI)



GDS



GDS



GDS



GDS

Change 
`anonymous` to `use-
credentials`?



GDS

RFC-114



GDS



GDS



GDS

Access-Control-Allow-Origin  
and web fonts



GDS

● Access-Control-Allow-Origin: *

● crossorigin="use-credentials"



Subresource 
Integrity (SRI)



GDS

RFC-115



GDS

Nine small PR’s



Results



HTTP/1.1 (SRI) to 
HTTP/1.1 (no-SRI)



GDS

Homepage - slow mobile (Samsung S3, 2G)



GDS

Answers page - medium mobile (Samsung S4, 3G)



GDS

HTTP/1.1 with SRI



GDS

HTTP/1.1 without SRI



GDS

HTTP/1.1 with SRI



GDS

HTTP/1.1 without SRI



HTTP/1.1 (no-SRI) 
to HTTP/2



GDS

Homepage - slow mobile (Samsung S3, 2G)



GDS

Answers page - medium mobile (Samsung S4, 3G)



GDS

Start page - Chrome - Cable



GDS

HTTP/2



HTTP/1.1 with SRI enabled



HTTP/1.1 with SRI enabled



What’s next for 
GOV.UK?



GDS

● Access-Control-Allow-Origin: *

● Remove assets domain (for static assets)



GDS

TLSv1.3 (+ 0-RTT?)



GDS

Brotli compression



GDS

New webfont



GDS

JS improvements



Summary



Thanks for listening! 
 
Matt Hobbs 
Twitter: @TheRealNooshu


