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HOW:DID)WE; DO MONITORINGY,

Each system would have their very
own monitoring system.
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HOW:DID)WE; DO MONITORINGY,

Developers would not worry about
monitoring. This was supposed to
be “IT stuff”.
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HOW:DID)WE; DO MONITORINGY,

Application was deemed OK if all
systems were showing green.
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Seonfiuent HOW.DID) WE: DO} MONITORING?

Different monitoring approaches
were used throughout the entire IT
stack portfolio, requiring many
teams to be involved.
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OH - "Observability - because devs don't like to do
"monitoring" we need to package it in new
nomenclature to make it palatable and trendy."

6:41 PM - Jul 28, 2017 from San Francisco, CA - Twitter for iPhone
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WARN
WARN
WARN
WARN
WARN
WARN
WARN

.TimeoutException: Timed out waiting for a node assignment.

0.1:9092) could not be established. Broker may not be available. (org.apache.kafka.
[Consumer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamTjgead-1-
[Producer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[Consumer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-admin] Conne
[Producer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[Consumer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-admin] Conne
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[Consumer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-admin] Conne
[Producer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[Consumer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-admin] Metac

ad-1-
Conne

[Producer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac0
[AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b
[Consumer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac0 ead-1-
[AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7a ] Conne
[Producer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[Consumer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[Producer clientId=kafka-films-7d330361-673d-4ee5-3c93-291ab2b7ac08-StreamThread-1-
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[Consumer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-admin] Conne
[Producer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[Consumer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-admin] Conne
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[AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-admin] Conne
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Timed out waiting for a node assignment.
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[2019-05-14 199 e e i a3 . DN R - NOEPPReUB-StreamTigead-1-
[2019-05-14 11:05:27, 726] WARN [Producer clientId= kafka films-7d330361- 673d Lee5-ac93- 291ab2b7ac08 StreamThread-1-
[2019-05-14 11:05:27,970] WARN [Consumer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[2019-05-14 11:05:28,089] WARN [AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-admin] Conne
[2019-05-14 11:05:28,779] WARN [Producer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[2019-05-14 11:05:28,852] WARN [Consumer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[2019-05-14 11:05:29,595] WARN [AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-admin] Conne
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[2019-05-14 11:05:32, 6@2] WARN [AdminCllent cllentId kafka f11m5—7d33®361 673d Lee5-ac93- 291ab2b7ac08—admin] Conne

[2019-05 ] ieny 91ab2b7ac®8 StreamThread-1-
[2019-0°5 11e a- - 291ab2b7ac®8 StreamThread-1-
[2019-0° = 3 - S WESht C. it —kafko e el SN =C93-291ab2b7ac08-admin] Metac

org. apache kafka common.errors. T1meoutExcept10n Timed out waiting for | node a551gnment.

[2019-05-14 11:05:33,764] WARN [Producer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac0
[2019-05-14 11:05:33,928] WARN [AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b
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[2019-05-14 11:05:34,933] WARN [AdminClient clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7a Pn] Conne
[2019-05-14 11:05:34,957] WARN [Producer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[2019-05-14 11:05:34,964] WARN [Consumer clientId=kafka-films-7d330361-673d-4ee5-ac93-291ab2b7ac08-StreamThread-1-
[9019-05-14 11:05:35 8861 WARN [Producer clientId=kafka-films-7d330361-673d-4ee5-3c93-291ab?2b7ac08-StreamThread-1-
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Stonfluen PILLARS) OF: OBSERVABILITY

Request from start to finish
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Stonfluen PILLARS) OF: OBSERVABILITY

Distributed Tracing

Request from start to finish
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Stonfluen PILLARS) OF: OBSERVABILITY

Request from start to finish detailed execution of the
o causality-related activities
performed by a given

transaction. It answers:
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Stonfluen PILLARS) OF: OBSERVABILITY

Request from start to finish

Which services were involved?
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Stonfluen PILLARS) OF: OBSERVABILITY

Request from start to finish

If It was slow, who caused
that?
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Stonfluen PILLARS) OF: OBSERVABILITY

Request from start to finish

f falled, who actually failed?
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Sonfluent EVOLUTION OF: CONCURRENCY.
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Sonfluent EVOLUTION OF: CONCURRENCY.

No Concurrency at all

Ex: Apache HTTP Server
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Sonfluent EVOLUTION OF: CONCURRENCY.

No Concurrency at all

Ex: Apache HTTP Server

Basic Concurrency

Ex: Multi-threaded Applications
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Sonfluent EVOLUTION OF: CONCURRENCY.

No Concurrency at all

Ex: Apache HTTP Server

Basic Concurrency

Ex: Multi-threaded Applications

Async Concurrency

Ex: Actor-based Programming
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Sonfluent EVOLUTION OF: CONCURRENCY.

No Concurrency at all

Ex: Apache HTTP Server

Basic Concurrency
Ex: Multi-threaded Applications
Async Concurrency

Ex: Actor-based Programming

Distributed Concurrency

Ex: uServices Architecture Style
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Stonfiuent DICTRIBUTED) TRACING TODAY,
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Stonfiuent DICTRIBUTED) TRACING TODAY,

& 0 I
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ZIPKIN  OPENTRACING technologies available.

There are many distributed tracing
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Stonfiuent DICTRIBUTED) TRACING TODAY,

& 0 I
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ZIPKIN OPENTRACING

>~

- |
- Standards are getting created to

INSTANA g ensure a single programming
b model for each pService.

DATADOG
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Stonfiuent DICTRIBUTED) TRACING TODAY,
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ZIPKIN OPENTRACING
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as'é’";

INSTANA ng

Deployment mechanisms such as
Kubernetes are also taking care of

DATADOG that automatically.
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Stonfiuent DICTRIBUTED) TRACING TODAY,
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ZIPKIN OPENTRACING
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as'é’";

INSTANA ng

DATADOG

Network proxies such as Service
Meshes are also handling this.
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Stonfiuent DICTRIBUTED) TRACING TODAY,
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ZIPKIN OPENTRACING
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OSS and proprietary options.
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LINE OF BUSINESS 01
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LINE OF BUSINESS 01
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LINE OF BUSINESS 01 LINE OF BUSINESS 02
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TRACE THAT!

LINE OF BUSINESS 01

=J

LINE OF BUSINESS 02
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==confluent . .
- Microservices

Apps Apps Apps
Messaging or
Changelogs Stream Processing
Search Monitoring

STREAMING PLATFORM

NoSQL Security

Hadoop
DWH

SN~—

Streaming Data Pipelines
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Stonflvent WHY, TRACE: APACHE: KAFKA?

Apache Kafka is becoming the de-
facto standard to handle data.
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Sonfluent WHY. TRACE; APACHE: KAFKA?

Prediction? It will be the central
nervous system of any company.
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Sonfluent WHY. TRACE; APACHE: KAFKA?

uServices in general already use
Kafka to exchange messages and
keep their data stores In-sync.
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Sonfluent WHY. TRACE; APACHE: KAFKA?

With event streaming becoming
even more popular, the Kafka
adoption tend to grow even more.

@
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Sonfluent WHY. TRACE; APACHE: KAFKA?

Because it is so freaking cool! @

el
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SEonfluent OPENTRACING. JAVA API

Jaeger Ul _ Search Dependencies About Jaeger ~

v service_a: GET /api/v1l/data % | | ViewOptions ~

Trace Start:December 10,2017 12:32 AM Duration:65.67ms Services:5 Depth:5 View Trace JSON

Oms 16.42ms 32.84ms ...25ms 65.67ms

Service & Operation 16.42ms 49.25ms 65.67ms

B | service.a GET/apiviidata | | I
B | service_a dient GET fzpiv... I | 41.42ms
B  service_b GET/apini... 39.92ms
serviceb— © s... 1 13.45ms
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Library written in Java to handle

v service_a: GET /api/v1l/data % | | ViewOptions ~

Trace Start:December 10,2017 12:32 AM Duration:65.67ms Services:5 Depth:5

e [ VeTEN | s distributed tracing via OpenTracing
compatible APIs.

Service & Operation Oms s 49.25ms 65.67ms

B | service.a GET/apiviidata |
B | service_a dient GET fzpiv... | 41.42ms
B  service_b GET/apini... 39.92ms

serviceb— © s...
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v service_a: GET /api/v1l/data % | | ViewOptions ~

Trace Start:December 10,2017 12:32 AM Duration:65.67ms Services:5 Depth:5 View Trace JSON

Oms 16.42ms 32.84ms ...25ms

Service & Operation Oms s 49.25ms 65.67ms

B | service.a GET/pinvidata | ]
B | service_ | 41.42ms 0 0 =g
L Requires the creation of specific
serviceb— © s... 1 13.45ms
service b—  s..

o 1 e T tracer using the distributed tracing

| serv
Duration: @IITTY  Services: €  Depth: €  Total Spans: €1

M| Cotmpman [ Fherse. + |

technology API.

https://github.com/opentracing-contrib/java-

kafka-client
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v service_a: GET /api/v1l/data % | | ViewOptions ~

Trace Start:December 10,2017 12:32 AM Duration:65.67ms Services:5 Depth:5 View Trace JSON

Oms 16.42ms 32.84ms ...25ms

Service & Operation Oms s 49.25ms 65.67ms

B | service.a GET/pinvidata | ]
B | service_a dient GET fzpiv... | 41.42ms
B  service_b GET/apini... 39.92ms
serviceb— © s... 1 13.45ms
service b—  s.. 4.98ms
| serv
Duration: Services: )  Depth: €)  Total Spans: €1

Uses the GlobalTracer utility class
to handle the tracer throughout the
JVM application.

https://github.com/opentracing-contrib/java-

kafka-client
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v service_a: GET /api/v1l/data % | | ViewOptions ~

Trace Start:December 10,2017 12:32 AM Duration:65.67ms Services:5 Depth:5 View Trace JSON

Oms 16.42ms 32.84ms ...25ms

Service & Operation Oms 16.42ms 49.25ms 65.67ms

B | service.a GET/pinvidata | | ]
B | service_a dient GET fzpiv... I | 41.42ms
B  service_b GET/apini... 39.92ms
serviceb— © s... 1 13.45ms
service b—  s.. 14.98ms
| serv
Duration: Services: )  Depth: €)  Total Spans: €1

n.:nu.x»m Fiter Se. v|

- ETT—
-ErT—

https://github.com/opentracing-contrib/java- Supports: Apache Kafka Clients
kafka-client

Kafka Streams, and Spring Kafka.
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Jaeger Ul Compare Dependencies

& v CustomerService: To_test 9dos5583

Trace Start February 26, 2019 3:44 PM Duration 437.09ms Services1 Depth6 Total Spans 11

109.27ms 218.55ms

0ms

Service & Operation 109.27ms

v | CustomerService 7o test
ice Fi s
| CustomerService From test Kafka Comnect AP

vl CustomerService To FIRST STREAM 0 o "
onnector onnector

| CustomerService From FIRST STREAM
v | CustomerService T_seconn_sTrREAM Connector I Connector

| CustomerService From SECOND STREAM Connector Connector
v | CustomerService To THIRD STREAM
| CustomerService From THIRD STREAM MySOL ;
. s Kafka Pipeline
vI CustomerService To FOURTH STREAM ources
| CustomerService From FOURTH STREAM

| CustomerService To FIFTH STREAM

Confluent REST Proxy

Non-Java Applications "
Provides a RESTful
interface to a Kafka cluster
/ e
|' ) Simplifies message
.\ creation and consumption
%
Schema Registry
Simplifies administrative
Native Kafka Java actions
Applications
. [

Talking to Non-native Kafka Apps and Outside the Firewall

=confluent

https://github.com/riferrei/kafka-tracing-support
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& v CustomerService: To_test 9dos5583 lerary ertten |n Java that dOGS the
— e automatic creation of the tracer.

Jaeger Ul

Service & Operation 109.27ms
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ice Fi
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| CustomerService From FIRST STREAM
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| CustomerService To FIFTH STREAM

Confluent REST Proxy

Non-Java Applications "
Provides a RESTful
JHTTR(S) interface to a Kafka cluster
=4
m / e
( N Simplifies message
.\ creation and consumption
%
Schema Registry
Simplifies administrative
Native Kafka Java actions
Applications
N [

Talking to Non-native Kafka Apps and Outside the Firewall

=confluent

https://github.com/riferrei/kafka-tracing-support
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Jaeger Ul Compare Dependencies

& v CustomerService: To_test 9dos5583

Trace Start February 26, 2019 3:44 PM Duration 437.09ms Services1 Depth6 Total Spans 11

109.27ms 218.55ms

0ms

Implements the tracing logic using

v | CustomerService 7o test
ice Fi
| CustomerService From test s Kafka Comnect AP

| Cusomersarvs . <1 o the Kafka Interceptors API.

| CustomerService From FIRST STREAM

v | CustomerService T_seconn_sTrREAM Connector I Connector

| CustomerService From SECOND STREAM Connector Connector
v | CustomerService To THIRD STREAM
| CustomerService From THIRD STREAM MySOL —
. s Kafka Pipeline
vI CustomerService To FOURTH STREAM ources
| CustomerService From FOURTH STREAM

| CustomerService To FIFTH STREAM

Confluent REST Proxy

Non-Java Applications "
Provides a RESTful
JHTTR(S) interface to a Kafka cluster
=4
m / e
( N Simplifies message
.\ creation and consumption
%
Schema Registry
Simplifies administrative
Native Kafka Java actions
Applications
N [

Talking to Non-native Kafka Apps and Outside the Firewall

=confluent

https://github.com/riferrei/kafka-tracing-support
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Jaeger Ul _ Search Compare Dependencies

& v CustomerService: To_test 9dos5583

Trace Start February 26, 2019 3:44 PM Duration 437.09ms Services1 Depth6 Total Spans 11

109.27ms 218.55ms

0ms

2

Service & Operation 109.27ms

v | CustomerService 7o test
ice Fi s
| CustomerService From test s Kafka Comnect AP

v | CustomerService To FIRST STREAM 1 0.05ms
Connector Connector

| CustomerService From FIRST STREAM
v | CustomerService T_seconn_sTrREAM Connector I Connector

| CustomerService From SECOND_STREAM Connector Connector

v | CustomerService 7o THIRD STREAM .
oo e e s = , Allows different tracers to be used,

vI CustomerService To FOURTH _STREAM

| cosomasarce v o by using the TracerResolver class.

| CustomerService To FIFTH STREAM

Confluent REST Proxy

Non-Java Applications
Provides a RESTful
P(S) interface to a Kafka cluster
l/ ) Simplifies message
\ creation and consumption
D\
Schema Registry
( {= Simplifies administrative
Native Kafka Java '\ - actions
. [
g

Talking to Non-native Kafka Apps and Outside the Firewall "

=confluent

https://github.com/riferrei/kafka-tracing-support
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Jaeger Ul Search Compare Dependencies

& v CustomerService: To_test 9dos5583

Trace Start February 26, 2019 3:44 PM Duration 437.09ms Services1 Depth6 Total Spans 11

109.27ms 218.55ms

0ms

Service & Operation 109.27ms

v | CustomerService 7o test
ice Fi
| CustomerService From test s Kafka Comnect AP

vl CustomerService To FIRST STREAM 0 o "
onnector onnector

| CustomerService From FIRST STREAM

Connector I Connector

v | CustomerService 7o SECOND STREAM

| CustomerService From SECOND_STREAM Connector Connector

v | CustomerService To THIRD STREAM
s

| CustomerService From THIRD STREAM MySOL "
Kafka Pipeline
Sources

vI CustomerService To FOURTH _STREAM
| CustomerService From FOURTH STREAM

| CustomerService To FIFTH STREAM

Confluent REST Proxy Provides OOTB support for Jaeger.

Non-Java Applications
Provides a RESTful
JHTTP(S) interface to a Kafka cluster
T4
l/ ) Simplifies message
\ creation and consumption
D\
Schema Registry
( {= Simplifies administrative
Native Kafka Java '\ - actions
Applications
. [
g

Talking to Non-native Kafka Apps and Outside the Firewall

=confluent

https://github.com/riferrei/kafka-tracing-support
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Jaeger Ul _ Search Compare Dependencies

& v CustomerService: To_test 9dos5583

Trace Start February 26, 2019 3:44 PM Duration 437.09ms Services1 Depth6 Total Spans 11

109.27ms 218.55ms

0ms

2
- ]

Service & Operation 109.27ms

v | CustomerService 7o test
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| CustomerService From test Kafka Comnect AP

vl CustomerService To FIRST STREAM 0.05ms ” "
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| CustomerService From FIRST STREAM
Connector I Connector

v | CustomerService 7o SECOND STREAM
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v | CustomerService To THIRD STREAM
| CustomerService From THIRD STREAM MySOL —
. s Kafka Pipeline
vI CustomerService To FOURTH STREAM ources
| CustomerService From FOURTH STREAM

| CustomerService To FIFTH STREAM

Confluent REST Proxy

(=)o . . |
(@ ., Allows multiple services in the JVM
use their own tracer by specifying a
¢ @
g

('{= Simplifies al!jminislralive
\ actions
\J's

Talking to Non-native Kafka Apps and Outside the Firewall

configuration properties file.

=confluent

https://github.com/riferrei/kafka-tracing-support
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Jaeger Ul _ Search Compare Dependencies

& v CustomerService: To_test 9dos5583
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109.27ms 218.55ms

0ms

2

Service & Operation 109.27ms

v | CustomerService 7o test
ice Fi s
| CustomerService From test s Kafka Comnect AP

v | CustomerService To FIRST STREAM 1 0.05ms
Connector Connector

| CustomerService From FIRST STREAM
v | CustomerService T_seconn_sTrREAM Connector I Connector

| CustomerService From SECOND_STREAM Connector Connector
v | CustomerService To THIRD STREAM
| CustomerService From THIRD STREAM MySOL —
. s Kafka Pipeline
vI CustomerService To FOURTH STREAM ources
| CustomerService From FOURTH STREAM

| CustomerService To FIFTH STREAM

Confluent REST Proxy

Non-Java Applications
Provides a RESTful
P(S) interface to a Kafka cluster
l/ ) Simplifies message
\ creation and consumption
D\
Schema Registry
( {= Simplifies administrative
Native Kafka Java '\ - actions
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g

Talking to Non-native Kafka Apps and Outside the Firewall "
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