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Why test your
database?

>




Do. Or do not.

There is
only try.




Testing your database ensures:

1.Data integrity
2.Data reliability

t's a critical part of your software
&  development lifecycle
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Concurrency
Issues




What happens when multiple
database operations are
executed simultaneously?



Challenges

 Deadlocks

« Race
conditions

« Performance
degradation
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Deadlocks

Imagine two transactions:

One locking a customer
record and the other
locking an order record,
both waiting for the other
to finish first.
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Performance
Degradation

It's Black Friday and the
site is under heavy load.

Can it handle the
influx of write
operations?
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Data
Consistency







Challenges

- Read
operations

« Write
operations

« Replication
delays

Operations on Distributed Database

Replication Delay

Conflict Resolution

Data Inconsistency

Read Operations




Replication Delays

User updates their profile.
Data is being replicated
across nodes.

Will User B see
User A's updated ‘::::::::::.
profile or the old
one?
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Read/Write
Anomalies

Bank account balance shows an
old value during a transaction.

Conflict when multiple writes
target the same data.

Inconsistent data is read due to
ongoing writes.
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Types of database
tests

>




const { expect } = require( 'chai');
const { CouchbaseContainer } = require(
couchbase = require(’

containers');
const
describe( 'Couchbase Upsert Operation', () => {
container, cluster, bucket, collection;

Focus on the different components of before(async () => {

container = awalt new CouchbaseContalner().starti();
the data base cluster = await couchbase.connect(container.getConnectionString(),
username: container.getUsername( ),
password: contailner.getPassword( )
});
bucket = cluster.bucket(proces: . COUCHBASE_BUCKET ) ;
0

5.Eny
= bucket.defaultCollection( ):

cluster.disconnect();

TeStl ng d OCU m e nt .:;:ﬁi}iﬁ:ﬁ container.stop();

should upsert a document

upsert functionality e

collection.upsert(docId, doc);
result = await collection.get(docId);

expect(result.content).to.deep.equal{doc);
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Ensuring different parts of the
database work together

Testing
document flow

const { expect } = require('chai');
const { CouchbaseContainer } = require( 'testcontainers');
const couchbase = require( 'couchbase'};

describe('Couchbase Integration Test', function () {

this.timeout(60060);
let container, cluster, bucket, collection;

before(async () => {

container = await new CouchbaseContainer().start();

cluster = await couchbase.connect(container.getConnectionString(), {
username: container.getUsername( ),
password: container.getPassword( )

s

bucket = cluster.bucket( 'default'};

collection = bucket.defaultCollection():

awalt collection.upsert('test-doc', { name: 'Integration Test', type:

});

after(async () == {
awalt cluster.disconnect();
awalt container.stop();

});

it('should retrieve and query the document', async () => {
const doc = await collection.get( 'test-doc');
expect(doc.content).to.deep.equal({ name: 'Integration Test', type: 'example' });

const queryResult = await cluster.query( SELECT name, type FROM % default) WHERE type
exaeRpectfgueryResult.rows).to.deep. include({ name: 'Integration Test', type: 'example' });
H;
});
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Making sure the whole
application works from the
user’s perspective.

Testing an
ecommerce
platform

const { expect } = require('chai');

const { CouchbaseContainer } = require('testcontainers');
const couchbase = require{ 'couchbase');
describe( 'eCommerce Platform End-to-End Test function () {
this.timeout (60000 );

et container, cluster, collection;

before(async () => {
container = await new CouchbaseContainer().start():
cluster = awalt couchbase.connect(container.getConnectionString(), {
username: container.getUsername( ),
password: container.getPassword()

})s

collection = cluster.bucket( 'default').defaultCollection();

r):

after(async () => {
awalt cluster.disconnect();
await container.stop();
})s
it( 'should create and retrieve customer account async () == {
const customerId = 'customer::123':
const customerData = { name: 'Jane Doe

awalt collection.upsert{customerId, customerData);
const result = await collection.get({customerId);

expect(result.content).to.deep.equal{customerData);
expect(renderCustomerData(result.content)).to.include( 'Jane
Doe' ).and. include( ' jane.doe@example.com’).and.include( '123 Main S5t'};

});

function renderCustomerData(data) {

return " Customer: ${data.name}, Email: ${data.email}, Address: %{data.address} :

}
});
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const { expect } = require('chai’);
const artillery require( 'artillery’});
const couchbase require( 'couchbase’);

describe( 'Couchbase Load Testing', function () {
this.timeout({30000);

et cluster, collection;

before(async () => {

Id f . f cluster = await couchbase.connect(process.env.COUCHBASE_CONNECTION_STRING, {
entl ylng per Or | ance username: process.env.COUCHBASE_USERNAME,
password: process.env.COUCHBASE_PASSWORD

bottlenecks. h);

collection = cluster.bucket(process.env.COUCHBASE_BUCKET).defaultCollection( );
});

after(async () => {
awalt cluster.disconnect();

});

it('should handle load', async () == {
const script = {

o config: { target: 'http://localhost:3000', phases: [{ duration: 18, arrivalRate: 5 }] },
eStI g scenarios: [{ flow: [{ function: 'upsertDocument' }] }]
l I -

artillery.run{script, {

°
functions: {
l I l l I I p e upsertDocument: async function (context, events, done) {

walt collection.upsert( user::${Math.random()}} , { name: 'John Doe', email: °‘john.doe@example.com
done( );

}

transactions

expect(err).to.be.null;
expect(result.failures).to.be.empty;

simultaneously &
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Automating
Database Testing

>




Why do it manually?

When you can automate it!
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automate (RN
everythmg @\

why is my plpelme

takmg 4 hours? ‘
@
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Testcontainers




Unit tests with
real dependencies

Testcontainers is an open source framework for
providing throwaway, lightweight instances of
databases, message brokers, web browsers, or just
about anything that can run in a Docker container.




Spin Up Realistic Test

Environments for
Cl/CD Workflows
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1.CI/CD Trigger

2.5pin Up Environment

3.Initialize DB
Connection

4.Run Tests

5.Generate Results

6.Pass/Fail Decision

/.Deploy to Production

8.5end Alerts/Logs

9.Terminate Env

10.Complete Proces&



Pass—P Complete

Trigger

Alerts

o Testcontainers @ Unit .
Integration

ERDELLA End-to-end - Logging and analytics
Load

Telemetry

- Deploy to: AAzure

o \TAVAS 3 netlify Grafana

oogle Cloud Vercel
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Include the correct R
dependency L
container

Initialize connection
to database in
BEFORE block

Close connection to
database in AFTER
block

Q
Run the actual test »
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const { expect } = require( ‘'chai');
const { CouchbaseContainer } = require('testcontainers');
const couchbase = requilre( 'couchbase’);

describe( 'Couchbase Upsert Operation', () == {
et container, cluster, bucket, collection;

before(async () => {
contalner = awalt new Couchbaselontainer().start();
cluster = await couchbase.connect(container.getConnectionString(),

{ username: container.getlUsernamef ),
password: contalner.getPassword( )
});

bucket = cluster.bucket({process.env.COUCHBASE BUCKET):
collection = bucket.defaultCollection( ):

+)s
after(async () => {
awalt cluster.disconnect():
awalt container.stop();
});
it( 'should upsert a document', async () == {
const doclId = ‘user::123':
const doc = { name: 'John Doe', email: 'john.doe@example.com' };
awall collection.upsertidocld, doc);
const result = await collection.get(docId);

expect(result.content).to.deep.equal(doc);






20
name: CI

on:
pull_request:

Define the trigger (- sEmsEEEEEERERREEE push:

branches: [ main ]

jobs:
test:
runs-on: ubuntu-latest

Set up steps:
enVironment: - name: Checkout code

uses: actions/checkout@vd

Node.js

J ( ENEmnggy En name: Set up Node.js
DOCker SEEmmng NEnm uses: tions/setup-node@v?2
Install with:

. node-version: '20
dependencies
name: 5et up Docker
run: |

sudo apt-get update
sudo apt-get install -y docker-compo

name: Install dependencies
run: npm install

Define Actions
secrets variables ('

name: Run tests

2ny :
COUCHBASE_CONNECTION_STRING: ${{ secrets.COUCHBASE_CONNECTION_STRING
Run the test ( ' COUCHBASE_BUCKET: ${{ secrets.COUCHBASE_BUCKET }}

COUCHBASE_USER: ${{ secrets.COUCHBASE_USER }}
COUCHBASE_PASSWORD: ${{ secrets.COUCHBASE_PASSWORD }}
run: npm test

X@hummusonrails



automate (-
everythlng @\

why IS my plpellne |

taklng 4 hours? |
@ '

X@ h ummusonral I S Confidential and Proprietary. Do not distribute without Couchbase consen

t. © Couchbase 2024. All rights reserved.



o Testcontainers Cloud

Offloading container
execution from your
test environment

Instead of initializing

a Docker container

directly inside your —

GitHub Actions ( CEEREEEaaa,
environment
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— workflows/
— unit-tests.yml :
— integration-tests.yml
— database-tests.yml
— e2e-tests.yml

— security-checks.yml
— deployment.yml
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Test Summary

All tests passed

42 tests passed

All tests failed

47 tests failed

Some tests failed
42 tests passed, 8 tests failed, 18 tests skipped
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A Note On

a
&OpenTelemetry
N >




AP
Instrumentation

A\

Open provides a

n

¢
collection of APIs, SDKs, and

Data Collection

tools to standardize telemetry Telemetry Data

data (metrics, logs, and

] Data Export
traces) collection and export”

SDK
Implementation
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Analyzed
Telemetry Data



Database Logs and
Metrics Improve...
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Mean time to detection

I zoot cause analysis

nd Proprietary. Do not distribute without Couchbase consent. © Couchbase 2024. All rights reserved.
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l Visualizing the Workflow

send metric data—¥ Open lelemetry Collector export—» Prometheus —Get metrics—9 Observability Service

e =

Application

uses—P JSON Document Database

e <#)
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= O Q. opentelemetry

Filter by 6 results (137 ms)
{> Code 1.5M
OpenTelemetry Collector Builder
& Repositories L Build a custom OpenTelemetry Collector
(© lIssues 56k Continuous integration Utilities
Il Pull requests 869k By codeboten - GitHub Action
) Discussions 4k
G Ml » A OpenTelemetry Export Trace
- Commits 139k Exports Workflow Run Telemetry Trace over OLTP
@ Packages 582 Monitoring  Time tracking
' 00 wikis an By inception-health - GitHub Action
ou aon ave - :
% Marketplace 6 &

&) OpenTelemetry Upload Trace Artifact
Uploads a Github Artifact of Otel Traces

(4 Advanced search
Monitoring Reporting
By inception-health - GitHub Action

New Relic OpenTelemetry Github Actions Exporter

Exports Workflow Run Telemetry as traces with logs in context over OLTP
. . . Monitoring Reporting

By newrelic-experimental - GitHub Action

\‘E Open Telemetry CI/CD Action
Export CI/CD workflows to any endpoint compatible with OpenTelemetry

Continuous integration Time tracking
By corentinmusard - GitHub Action
‘ setup-otel

Set up your GitHub Actions workflow with a specific version of OpenTelemetry
Monitoring Testing

8\/ AlexisBRENON . GitHub Action

>
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' OTEI WO rkfl OW name: OpenTelemetry Export Metrics

on:
workflow run:
workflows: ["Database Tests"]

Example:

jobs:
otel-export-metrics:

o
name: OpenTelemetry Export Metrics
S I ng a n e runs-on: ubuntu-latest

steps:

- name: Checkout code

E X p O rt e r uses: actions/checkout@vs

name: Set up Node.js

uses: actions/setup-node@v?z

Marketplace Action
with Database Test L s o

sudo apt-get update
sudo apt-get install -y docker-compose

Metrics and Traces

X@hummusonrails

uses: inception-health/otel-export-trace-action@latest
with:
otlpEndpoint: grpc://your-otel-endpoint:443/
otlpHeaders: ${{ secrets.OTLP_HEADERS }}
githubToken: ${{ secrets.GITHUB_TOKEN }}
runId: ${{ github.event.workflow_run.id }}

Confidential and Proprietary. Do not distribute without Couchbase consent. © Couchbase 2024. All rights reserved.
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Cl/CD Telemetry Data Flow

Actionable
Feedback Loop

Insights lead to
CI/CD pipeline
optimizations

Prometheus

Prometheus scrapes
and stores time-
series metrics

Telemetry Data
Flow

Telemetry data flows
to the OTel Collector

Grafana

Grafana queries
Prometheus for
dashboard creation

OpenTelemetry
Collector

Collector processes
and exports data as
metrics

GitHub Actions
CIl/CD Workflow

CI/CD jobs emit
telemetry data during
tasks
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pod All~ namespace default = bucket default = node cb-example-0000.cb-example.default.svc:8091 =

CPU Memory Current Connections

28— ' ' ' ' ' ' ' ' ' w68 couchbase_per_node_bucket_curr_conne...

» O 88 +

20 GB
15GB 3 7
10GB
couchbase_per_node_bucket_curr_conne...
5GB
* 08 37
15:50:00 15:50:30 15:51:00 15:51:30 15:52:00 15:52:30 15:53:00 15:53:30 15:54:00 15:54:30 15:50:00 15:50:30 15:51:00 15:51:30 15:52:00 15:52:30 15:53:00 15:53:30 15:54:00 15:54:30
Y} N o e e couchbase_per_node_bucket_curr_conne...
= couchbase_bucketstat_cpu_utilization_rate{bucket="default’ endpoint="metrice",instance="172.17.0.10:9091" job="couchbase-_. 76 100 g5 100 = couchbase_bucketstat_mem_used_bytes{bucket="default’,endpoint="metrics" instance="172.17.0.10:9091" job="couchbase-me.. 49 MB 271 MB 239 MB 268 MB
== couchbase_bucketstat_cpu_utilization_rate{bucket="default’ endpoint="metrics",instance="172.17.0.8:9091" job="couchbase-m... 29 100 94 9% == couchbase_bucketstat_mem_used_bytes{bucket="default’,endpoint="metrics" instance="172.17.0.8:9091" job="couchbase-metr... 49 MB 276 MB 235 MB 266 MB 3 7
== couchbase_bucketstat_cpu_utilization_rate{bucket="default’ endpoint="metrics"instance="172.17.0.9:9091" job="couchbase-m... 29 100 94 9% == couchbase_bucketstat_mem_used_bytes{bucket="default’.endpoint="metrics" instance="172.17.0.9:9091" job="couchbase-metr... 49 MB 273 MB 227 MB 266 MB
Ops Per Sec Gets Per Sec Sets Per Sec Items
15K : : : : : : : : : : BK : : : : 40K

couchbase_per_node_bucket_curr_items{...

20K .
5K - II - I - | - - II - I - - couchbase_per_node_bucket_curr_items{...
1.0K
0 I Illl Ill_l II_-II |IIIIIIII-I (|| ][] - l-l-IIIIl ll 10033
15:50:00 15:50:30 15:51:00 15:51:30 15:52:00 15:52:30 15:53:00 15:53:30 15:54:00 15:54:30
: 0 - ,
min max 15:50 15:51 15:52 15:53 15:54 couchbase_per_node_bucket_curr_items{...
== couchbase_bucketstat_ops{bucket="default’ endpoint="metrics" instance="172.17.0.10:9091" job="couchbase-metrics",namesp... 1] 104K == couchbase_bucketstat_cmd_get{bucket="default".endpoint="metrics",i ="172.17.0.10:9091" job="couchbas
== couchbage_bucketstat_cmd_set{bucket="default".endpoint="metrics’ instance="172.17.0.10:9091" job="couchbases
= couchbase_bucketstat_ops{bucket="default’ endpoint="metrics" instance="172.17.0.8:9091" job="couchbase-metrics’,namespa... 1] 126K == couchbase_bucketstat_cmd_get{bucket="default".endpoint="metrics"instance="172.17.0.8:9091" job="couchbas¢ = coucht bucketstat_cmd_set{bucket="default'endpoint="metrics"instance="172.17.0.8:9091" job="couchb: 9748
— rounchhasa hicketetat anefhickat="defanlt® andnaint="matrir<" inctanre="172 17 N 8-8061" inh="rnnrhhasa matrire® namaena 0  11.04K — reuchhasa hickatetat cmd natfhicket="dafanl andnnint="maefrics" instance="172.17.0.9:9091",job="couchbase — nonchhaca hickatetat cmd satfhickat='dafak® andnnint=tmatrics! instance="172.17.0.9:9091" job="couchbase-m
Disk Queues Total Disk vBucket Queues Itemns Total
8K : : : 400 MB : : : : 8K .
couchbase_per_node_bucket_curr_items_...
6K ! ! ! ! ! ! ! ! ! 6K ! ! ! !
S0oMe 20079
4K | | | | | | | | | | 4K i I I I
200 MB .
- I I “ II I - I couchbase_per_node_bucket_curr_items_...
100 MB
0 I-IIII_ n I-_.IIII-_IIIII- IAN._slln. _ l_-.lllll | 0 Il lll“l-- B | T T I“.--“I.--I (| I W 19987
15:50:00 15:50:30 15:51:00 15:51:30 15:52:00 15:52:30 15:53:00 15:53:30 15:54:00 15:54:30 15:50 16:51 16:52 15:53 15:54
0B
= couchbase_bucketstat_disk_write_queue{bucket="default" endpoint="metrics" instance="172.17.0.10:9091"job="couchbase-metrics" namespace="default" pa 15:50 15:51 15:52 15:53 15:54 == couchbase_bucketstat_vbuckets_active_queue_size{bucket="default’ endpoint="metrics"instance="172.17.0.10:90 couchbase per_nOde bUCkei_CUfr items_...
- chbase_bucketstat_disk_write_gueue{bucket="default", int="metrics" inst ="172.17.0.8:9091",job=" hbase-metrics’, ="default’ - chbase_bucketstat_vbuckets_active_gueue_size{bucket="default’ endpoint="metrics" instance="172.17.0.8:909
cou ue ML B . .,sndpuf - ance _d_ .uuuc I_-_ AR . ultpod == couchbase_bucketstat_couch_total_disk_size{bucket="default" endpoint="metrics" instance="172.17.0.10:9091" job= eou ue B suze{ ue EEE |m| . ril:s:n .
== couchbase_bucketstat_disk_write_queue{bucket="default"endpoint="metrics" instance="172.17.0.9:9091" job="couchbase-metrics’,namespace="default’ pod i s h isk_size{bucket="dafaul*endpoint="metricz" e ey = couchbase_bucketstat_vbuckets_active_queue_size{bucket="default’ endpoint="metrics"instance="172.17.0.9:9091 19510
ot kit ke okt e i et e 7701090 e e gttt 2 U8 T T e et gttt i aroa 721705908 P ek g e skt et g e s 727010
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Want to learn more?
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DB Testing with GitHub Actions Testcontainers in GitHub Actions

X@ h u mm u son ra I Is Confidential and Proprietary. Do not distribute without Couchbase consent. © Couchbase 2024. All rights reserved.



@W&Bmmmmmm

pil ﬂ?"( Y OURYDATABASEJCANIACHIEVEXG
\ Vi TS PENER OF ITiemele] 1=

\VIGIEANTEOBSERVABIEIRYA
‘[.‘I:W@E(a@ BIEECINEFBEJEVERYINAVOURIFAVOR!

o H>
X@ h ummusonral I S Confidential and Proprietary. Do not distribute without Couchbase consent. © Couchbase 2024. All rights reserved.



4

Thank you!

ben.greenberg@couchbase.com

@hummusonrails

O Couchbase
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