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What are API Gateways

Agenda
Why Kong
What you'll learn
What is WasmX

What is Proxy-Wasm

How it all fits together
in the Kong Gateway
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WHAT IS API
GATEWAY?
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Are you the Keymaster?

@gamussa | @thekonghq
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I want yoll to be nice...
...until it’s tighe to not be nice







Kong Gateway

Today

most & API gateway

Thriving 0SS community

100% API/declarative config

driven

Multi-~  and multi-protocol

4/ performance

Rich OOTB plugin ecosystem

INTRODUCTION

Plugin Overview

Compatibility

FILTERS

All Plugins
Third-Party
KONNECT LICENSE TIERS
Free
Plus

Enterprise

FUNCTIONALITY

Authentication
Security
Traffic Control
Serverless

Analytics &
Monitoring

Transformations
Logging

Deployment

CUSTOM PLUGINS

PDK reference
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Control which Consumers
can access Services

Support by:
A Kong
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GraphQL Proxy Caching
Advanced

Cache and serve commonly

00
7 .

Canary Release

Slowly roll out software
changes to a subset of users
HTTP proxies

Support by: Support by
A Kong In A Kong Inc
D
M
OpenID Connect Mocking

Integrate Kong with a third
party OpenlD Connect

Forward Proxy Advanced

Allows Kong to connect to
intermediary transparent

Provide mock endpoints to
test your APIs against your

requested responses in Kong provider services
Support by: Support by: Support by
A Konc A I A Kong I
EED | EnTeRPRISE J
| pLus J
Proxy Cachi
Cache and sei
remested ron 2.7 (Dec) 2.8 (Mar) 3.0 (Sep) 3.1 (Dec)
eSecret oFIPS-2 eRouter optimization =~ eSAML2
Management P1 eSecret ePlugin ordering ©OAS validation
e Consumer Groups management eSecret manager-GA  eAppDynamics
eKM OIDC Wizard (Beta)




Nginx Architecture

Uses async socket apis (e.g., epoll)

Provides Event-based API for module

Overview extensions
Phases:
HTTP Stream
Core Core access
content
HTTP | log
SSL/TLS Static

C10K problem ’\



Kong

Architecture

Leverages OpenResty

Runs on LuaJIT

Overview Exposes Nginx more conveniently
Router | | Balancer Airglin plugin
plugin
HTTP Stream .
plugin
core Core OpenResty
SSL/TLS

HTTP SSL
Auth Preread




Extensibility Plugin Development Kit
in Kong (PDK)

Types of plugins and
supported languages

Kong's API for
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( BASSEMBLY FOR NGINX

What Is WasmX

1Nginx module for embedding Wasm
C Developed by Kong
- Runs a Wasm VM inside Nginx

Connects Nginx functionality
to Wasm code

Supports multiple VMs:
Wasmtime, Wasmer, V8




NEW BRICK

How WasmX fits

It is compiled into the Nginx binary
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NEW BRICK

How WasmX fits

(and yes, you can run both!)

VM

§ OpenResty | WasmX
' LuaJIT Wasm
‘

gRPC

realip




NDING THE EXTENSIOl

Running plugins and filters -

In build of Kong including WasmX, you can load
Proxy-Wasm filters

A Router | | Balancer Aig‘lin plugin filter
- plugin filter
- W | plugin filter

OpenResty WasmX

HTTP SSL
Auth Preread

HTTP Stream
Core Core

SSL/TLS
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What is proxy-wasm Definition and purpose of
proxy-wasm

Adoption by Envoy and

implementation in WasmX
Language-independent
ABI
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L BASSEMBLY FOR PROXIES
What is Proxy-Wasm

gateway-agnostic API for proxy filters

Language-independent ABI for
C implementing proxy APIs (SDKs)

Rust, Go, C++,
AssemblyScript...

An evolving specification

Gateway-independent:
Implemented in Envoy
Being implemented in WasmX




Interoperability between Kong —
Gateway and Kuma, Kong S
Mesh

Why proxy-wasm

Support for industry
Benefits of using proxy- standards
wasm with WasmX



Demo time!




Torecap...

What we've learned

WasmX embeds a Wasm VM
WasmX implements Proxy-Wasm

Kong Gateway runs both Wasm
and Lua plugins




Tech Preview Availability

We want your feedback!

https:.//incubator.konghg.com



https://incubator.konghq.com

