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Deploying beats
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Deploying beats
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Deploying beats
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Deploying beats
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Elastic Platform
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Elastic Platform
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Elasticsearch
manual
deployment




$ gcloud beta compute instances create \
gnext-dadoonet-1 \
--machine-type=nl-standard-1 \
-—image=debian-9-stretch-v20191115 \
-—image-project=debian-cloud \
--boot-disk-size=10GB \
--boot-disk-type=pd-standard \
—--boot-disk-device-name=gnext-dadoonet-1

Manual deployment

Create the first
machine




$ gcloud beta compute instances create \
gnext-dadoonet-2 \
--machine-type=nl-standard-1 \
-—image=debian-9-stretch-v20191115 \
-—image-project=debian-cloud \
--boot-disk-size=10GB \
--boot-disk-type=pd-standard \
—--boot-disk-device-name=gnext-dadoonet-2

Manual deployment

Create the second
machine.
For High Avaibility.




Manual deployment

Create the third
machine.

To avoid split brain
issues.

$ gcloud beta compute instances create \
gnext-dadoonet-3 \
--machine-type=nl-standard-1 \
-—image=debian-9-stretch-v20191115 \
-—image-project=debian-cloud \
——boot-disk-size=10GB \
--boot-disk-type=pd-standard \
—--boot-disk-device-name=gnext-dadoonet-3




Manual deployment

Check that all
machines are running

S gcloud beta compute instances list
NAME INTERNAL TP STATUS
gnext-dadoonet-1 10.154.0.2 RUNNING
gnext-dadoonet-2 10.154.0.3 RUNNING
gnext-dadoonet-3 10.154.0.4 RUNNING




Manual deployment

Install Elasticsearch

# SSH to the instance
S gcloud beta compute ssh gnext-dadoonet-1

# Install Elasticsearch

S wget -qO0 - \

https://artifacts.elastic.co/GPG-KEY-elasticsearch | \

sudo apt-key add -

S sudo apt-get install apt-transport-https

$ echo \

"deb https://artifacts.elastic.co/packages/7.x/apt stable main"|\
sudo tee -a /etc/apt/sources.list.d/elastic-7.x.list

S sudo apt-get update && sudo apt-get install elasticsearch

# Automatic restart
$ sudo /bin/systemctl daemon-reload
$ sudo /bin/systemctl enable elasticsearch.service




# Generate a certificate and a private key

$ sudo /usr/share/elasticsearch/bin/elasticsearch-certutil ca

$ sudo /usr/share/elasticsearch/bin/elasticsearch-certutil cert \
--ca elastic-stack-ca.pl2

# Copy certificates /usr/share/elasticsearch/*.pl2 on each node
# In /etc/default/elasticsearch/certs

Manual deployment . :
$ sudo mkdir /etc/elasticsearch/certs

$ sudo cp /usr/share/elasticsearch/*.pl2 /etc/elasticsearch/certs

$ sudo chmod g+rw /etc/elasticsearch/certs/elastic-

On the first node certificates.pl2




Manual deployment

Setup elasticsearch

# Configure Elasticsearch
$ sudo vi /etc/elasticsearch/elasticsearch.yml
network.host: site
discovery.seed hosts:

- 10.154.0.2

- 10.154.0.3

- 10.154.0.4
xpack.security.enabled: true
xpack.security.transport.ssl.enabled: true
xpack.security.transport.ssl.verification mode: certificate
xpack.security.transport.ssl.keystore.path: certs/elastic-
certificates.pl?2
xpack.security.transport.ssl.truststore.path: certs/elastic-
certificates.pl?2
# Optionally
# xpack.security.http.ssl.enabled: true
# xpack.security.http.ssl.keystore.path: certs/elastic-
certificates.pl2
# xpack.security.http.ssl.truststore.path: certs/elastic-
certificates.pl2




Start Elasticsearch
sudo systemctl start elasticsearch.service

Check logs
sudo tail -f /var/log/elasticsearch/elasticsearch.log

[INFO ] [o.e.n.Node ] [gnext-dadoonet-1] started
Manual deployment

Start elasticsearch




Repeat on the 2 other nodes



$ sudo /usr/share/elasticsearch/bin/elasticsearch-setup-passwords
interactive

Manual deployment

Generate stack users




# Check the cluster

$ curl "10.154.0.2:9200/ cat/nodes?v&h=ip,node.role,master,name"\
-u elastic

Enter host password for user 'elastic':

ip node.role master name

10.154.0.3 dilm = gnext-dadoonet-2

10.154.0.4 dilm = gnext-dadoonet-3

Manual dep|0yment 10.154.0.2 dilm * gnext-dadoonet-1

Check the cluster




Use
discovery-gce

plugin



# Install GCE Discovery plugin
$ sudo /usr/share/elasticsearch/bin/elasticsearch-plugin install
discovery-gce

Change elasticsearch settings

sudo vi /etc/elasticsearch/elasticsearch.yml
Remove the following lines
discovery.seed hosts:

10.154.0.2

10.154.0.3

10.154.0.4

add

.gce.project id: elastic-community
cloud.gce.zone: europe-west2-c
discovery.seed providers: gce

With discovery-gce
plugin

i
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i
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Install the plugin
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With discovery-gce
plugin

Stop the VMs and
add compute-rw
rights

# Add compute-rw scope for each
S gcloud beta compute instances
S gcloud beta compute instances
—--scopes=default, compute-rw

S gcloud beta compute instances

S gcloud beta compute instances
S gcloud beta compute instances
—--scopes=default, compute-rw

S gcloud beta compute instances

S gcloud beta compute instances
S gcloud beta compute instances
—--scopes=default, compute-rw

S gcloud beta compute instances

machine
stop gnext-dadoonet-1
set-scopes gnext-dadoonet-1 \

start gnext-dadoonet-1

stop gnext-dadoonet-2
set-scopes gnext-dadoonet-2 \

start gnext-dadoonet-2

stop gnext-dadoonet-3
set-scopes gnext-dadoonet-3 \

start gnext-dadoonet-3




# Check the cluster

$ curl "10.154.0.2:9200/ cat/nodes?v&h=ip,node.role,master,name"\
-u elastic

Enter host password for user 'elastic':

ip node.role master name
] ] 10.154.0.3 dilm = gnext-dadoonet-2
With discovery-gce 10.154.0.4 dilm - gnext-dadoonet-3

plugin 10.154.0.2 dilm * gnext-dadoonet-1

Check the cluster
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Kibana manual
deployment




# Create firewall rules

$ gcloud beta compute firewall-rules create kibana \
-—direction=INGRESS --priority=1000 \
--network=default --action=ALLOW --rules=tcp:5601
--source-ranges=0.0.0.0/0 --target-tags=kibana

# Create Kibana GCE Instance

Kibana deployment $ gcloud beta compute instances create \
gnext-dadoonet-k \
--machine-type=nl-standard-1 \
--tags kibana \

Cl’eate Kibana VM --image=debian-9-stretch-v20191115 \

-—image-project=debian-cloud \
--boot-disk-size=10GB \
--boot-disk-type=pd-standard \
--boot-disk-device-name=gnext-dadoonet-k




# SSH to the instance
S gcloud beta compute ssh gnext-dadoonet-k

# Install Kibana
S wget -qO0 - \
https://artifacts.elastic.co/GPG-KEY-elasticsearch | \
sudo apt-key add -
Manual deployment S sudo apt-get install apt-transport-https
$ echo \
"deb https://artifacts.elastic.co/packages/7.x/apt stable main"|\
sudo tee -a /etc/apt/sources.list.d/elastic-7.x.list
|nsta|| Kibana S sudo apt-get update && sudo apt-get install kibana

# Automatic restart
$ sudo /bin/systemctl daemon-reload
$ sudo /bin/systemctl enable kibana.service




Manual deployment

Setup and Start
Kibana

# Configure Kibana

$ sudo vi /etc/kibana/kibana.yml

server.host: "10.154.0.5"

elasticsearch.hosts: ["http://10.154.0.2:9200",
"http://10.154.0.3:9200", "http://10.154.0.4:9200"]
xpack.security.encryptionKey:

"something at least 32 characters gnext-dadoonet-k gnext-
dadoonet-k"

elasticsearch.username: "kibana"

elasticsearch.password: "my incredible password"

# Start Kibana
sudo systemctl start kibana.service

# Check logs
sudo journalctl --unit kibana -f




Manual deployment

Open

http://35.197.195.120:5601/

A

Welcome to Kibana

Your window into the Elastic Stack

Username

elastic



http://35.197.195.120:5601/

N

- Dev Tools

History Settings Help

Console Search Profiler ~ Grok Debugger

®
~ 1 GET / > 1-K
ul 2 "name" : "gnext-dadoonet-1",
- 3 "cluster_name" : "elasticsearch",
80 4 "cluster_uuid" : "g23uvgDHQrueobwwYXC49A",
5- "version" :
6 | "number" : "7.4.2",
7 | "build_flavor" : "default",
M I d I t o 8 | "build_type" : "deb",
anua ep oyl I Ien 9 | "build_hash" : "2f9@bbf7b93631e52bafb59b3b@49cbadec25e96" ,
5 10 | "build_date" : "2019-10-28T20:40:44.881551Z",
11 | "build_snapshot" : false,
& 12 | "lucene_version" : "8.2.0",
13 | "minimum_wire_compatibility_version" : "6.8.0",
g 14 | "minimum_index_compatibility_version" : "6.0.0-betal"
. 15- 1,
CheCk Wlth Dev TOOIS = 16 "tagline" : "You Know, for Search"
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- 18
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Using ECK




Kubernetes
deployment

Create Kubernetes
cluster

$ gcloud beta container clusters create "gnext-dadoonet™ \
—--zone "europe-west2-c" --machine-type "nl-standard-4"

$ gcloud beta container clusters get-credentials gnext-dadoonet \
--zone europe-west2-c




# Install the operator

S kubectl apply -f
https://download.elastic.co/downloads/eck/1.0.0-betal/all-in-
one.yaml

# Monitor the operator logs
Kubernetes $ kubectl -n elastic-system logs -f statefulset.apps/elastic-

deployment operator

Deploy ECK in
Kubernetes




Kubernetes
deployment

Deploy an
Elasticsearch cluster

# Deploy 3 elasticsearch nodes
S cat <<EOF | kubectl apply -f -
apiVersion: elasticsearch.k8s.elastic.co/vlbetal
kind: Elasticsearch
metadata:
name: elasticsearch-gnext
spec:
version: 7.4.2
nodeSets:
- name: default
count: 3
config:
node.store.allow mmap: false
EOF

# Check if it’s running and ready

S kubectl get elasticsearch

NAME HEALTH NODES VERSION PHASE
elasticsearch-gnext green 3 7.4.2 Ready
# Check Elasticsearch logs from 1lst node

S kubectl logs -f elasticsearch-gnext-es-default-0




# Get the credentials
S PASSWORD=S (kubectl get secret elasticsearch-gnext-es-elastic-
user -o=jsonpath='{.data.elastic}' | base64 --decode)

# Connect to elasticsearch from your workstation
$ kubectl port-forward service/elasticsearch-gnext-es-http 9200

Kubernetes $ curl -u "elastic:$PASSWORD" -k "https://elasticsearch-gnext-es-—
deployment http:9200"

"name" : "elasticsearch-gnext-es-default-0",
Connect to an "cluster name" : "elasticsearch-gnext",

ElaStiCSGarCh Cluster "cluster uuid" : "ed4nry98BT]jCsLSZASIcrRg",

"version" : { ... },
"tagline" : "You Know, for Search"




# Deploy Kibana

S cat <<EOF | kubectl apply -f -
apiVersion: kibana.k8s.elastic.co/vlbetal
kind: Kibana

metadata:

name: kibana-gnext
Kubernetes spec:
dep|oyment version: 7.4.2

count: 1

elasticsearchRef:

name: elasticsearch-gnext

Deploy a Kibana EOF
instance

# Check until it’s running
S kubectl get kibana




# Get the elastic password
S kubectl get secret elasticsearch-gnext-es-elastic-user -
o=jsonpath="'{.data.elastic}' | base64 --decode; echo

# Connect to Kibana from your workstation
$ kubectl port-forward service/kibana-gnext-kb-http 5601

Kubernetes
deployment

Connect to Kibana




A

Welcome to Kibana

Your window into the Elastic Stack

Manual deployment

Open Password
https://localhost:5601




Manual deployment

Check with Dev Tools
GET/

Check nodes

N
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. Dev Tools

History Settings Help

Console Search Profiler Grok Debugger

1 GET / > 2

2
3 GET /_cat/nodes?v&h=ip,node.role,master',namel

"name" : "elasticsearch-gnext-es-default-0",
"cluster_name" : "elasticsearch-gnext",
"clustel i : "e4nry98BTjCsLSZASIcrrg",

| "number" : "7.4.2",

| "build_flavor’ default”,

| "build_typs ocker”,

| "build_has f90bbf7b93631e52bafb59b3b@49cb44ec25e96" ,
} "build_date "'2019-10-28T20:40:44.881551Z",
|

|

\

"build_snapshot" : false,

"lucene_version" : "8.2.0",
"minimum_wire_compatibility_version" : "6.8.0",
"minimum_index_compatibility_version" : "6.0.0-betal"

"tagline" : "You Know, for Search"

# GET /_cat/nodes?v&h=ip,node.role,master,name

ip node.role master name

10.8.2.4 dilm © elasticsearch-gnext-es-default-2
10.8.0.4 dilm - elasticsearch-gnext-es-default-0
10.8.1.8 dilm = elasticsearch-gnext-es-default-1



One click install




Google Cloud Platform  Sélectionnez un projet v

é

2
From Google Cloud Marketplace °

Type
AP et services

Derniére mise a jour
01/11/2019 18:55

Catégorie
Analyses
Big Data

Nom de service
elasticsearch-
service.gcpmarketplace.ela
stic.co

Elasticsearch Service on Elastic Cloud - Standard
Elastic

Hosted Elasticsearch and Kibana, from the creators

SOUSCRIRE

Vous devez disposer des autorisations d'administrateur de compte de facturation pour souscrire cette formule. En
savoir plus

Vue d'ensemble

Elasticsearch Service on Elastic Cloud is the only hosted and managed Elasticsearch and Kibana solution from the
creators of the ELK stack. Users can wield Elasticsearch and Kibana with confidence, knowing they always have
the latest release and security patches and can upgrade their deployments with a single click and zero downtime.
Experience features like Elastic APM, SIEM, Maps, Canvas, machine learning and more [Z — plus tech support
expertise you simply won't find anywhere else. Learn more [7 about how our partnership is expanding with native
GCP console integration! If you have any questions regarding Elasticsearch Service reach out to elastic-gcp-
billing@elastic.co 7

En savoir plus [7

A propos de Elastic

Elastic is a search company. As the creators of the Elastic Stack (Elasticsearch, Kibana, Beats, and Logstash),
Elastic builds self-managed and SaaS offerings that make data usable in real time and at scale for use cases like
application search, site search, enterprise search, logging, APM, metrics.



° Name your deployment

Give your deployment a name

gnext-dadoonet

e Select a cloud platform

Pick your cloud and let us handle the rest. No additional accounts required.

Or https://cloud.elastic.co/ BETA
@ o A
Amazon Web Services Google Cloud Platform Azure

e Select a region

us-centrall (lowa) us-west1 (Oregon) europe-west1 (Belgium)
europe-west3 (Frankfurt) asia-northeast1 (Tokyo) australia-southeast1 (Sydney)
us-east4 (N. Virginia) europe-west2 (London)

o Set up your deployment

6 Elastic Stack version

74.2 Edit


https://cloud.elastic.co/

Customize deployment

Take the template that pre-configures the Elastic Stack and make it yours. Adjust capacity and performance,
change the level of fault tolerance, add more features, and much more. Learn more &

= Data 1configuration

Store, search, and analyze big volumes of data quickly. Learn more &

gcp.data.highio.l Data  Ingest  Master

An I/O optimized Elasticsearch instance.

Fault tolerance

1zone © 2 zones 3 zones

RAM per Node Nodes @

X 1
1GB 2GB 4GB 8GB 16 GB 32 GB 64 GB

Summary
8GBRAM  240GBstorage X 1Tnode X 2zones

480 GB storage

> User setting overrides

RAM per Zone

= 8GB

= 16 GBRAM

Summary ¥ Kibana 1 configuration Hourly rate FREE
Name GNEXT-DADOONE! Visualize data and navigate the Elastic Stack. Learn more @ bt
Version v7.4.2 Total memory
& = 17568
ELASTICSEARCH gep.kibanal  Kibana
Total storage
Memory 1668 A Kibana instance. 483 GBHourly rate
Storage 480GB $0,5679
Master memory @ Fault tolerance
1GBHourly rate .
1z 2 2 zon
sose0 Oems @)ees @) ems Architecture
KIBANA RAM per Instance Instances @ RAM per Zone Zone1
Memory 168 o_
X |1 = 1GB
Storage 268
168 26GB 4GB 86B
Hourly rate FREE
APM Summary Zone 2
Mermory —_—— 1GBRAM X 1linstance X 1zone = 1GBRAM
Storage 1GB
Hourly rate > User setting overrides
Machine Learning 1 configuration gep.data.highio.l ...
YOS
Automatically model the behavior of your Elasticsearch data — trends, Total memory
periodicity, and more. Learn more = 17.5GB
Total storage
gcp.ml1 Machine Learning 483 GBHourly rate
$0,5679
An Elasticsearch machine learning instance.
Architecture
Zone 1
= Master 1configuration . .
Dedi masters are added when there are at least 6
Zone2

Elasticsearch nodes.

gcp.master.l  Master

An Elasticsearch master eligible instance.

nodes.

Elasticsearch plugins and settings

manner. O plugin selected.

Dedicated masters are automatically added when there are at least 6 Elasticsearch

Use plugins to enhance to the basic Elasticsearch functionality in a custom

gep.data.highio.l ...

8 GB RAM x 2, 240 GB
storage x 2

B gcpkibanal (kibana)
1GBRAM x 1

B gcp.apmi (apm)
512 MB RAM x 1
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Deployments gnext-dadoonet
gnext-dadoonet ACthlty Q gcp-europe-west2
Edit
Elasticsearch
Logs _, Your deployment is being created
Snapshots Estimated time is 3 minutes
API Console
O n e CI | Ck d e |0 Activity, Save your Elasticsearch and Kibana password
S it
p y Pecfurl v These credentials provide superuser access to Elasticsearch and Kibana in this deployment. The password won't be shown
errormance again.
Custom plugins
Username
Account q
elastic
Hel
b Password

by70GnBLSfkMkPD8eNPzNis1 coPY DOWNLOAD

Creation in progress
Here's what's happening under the hood.

QU e.g.: healthy_configuration:y apm Successful  Unsuccessful ~ Pending Finished System Source Vv
Al 3 = Elasticsearch 1
Change Summary Actions

(@ Started il y a une minute

 ——————————————————————————————————————



gnext-dadoonet g next—d adoonet Q gcp-europe-west2

Edit
Elasticsearch
Deployment name Deployment status Deployment

Logs Management
Snapshots gnext-dadoonet Edit © Healthy Restart
API Console

Kibana Deployment version Delete deployment

R Vv7.4.2

Activity

Security Applications Cloud ID @

Performance

i == Elasticsearch @ gnext-
One CI ICk deploy Custom plugins - dadoonet :ZXVyb3B1LXd1c3QyLmdjcC51bGFzdG1jLWNsb3VkLmNv

Launch |
Copy Endpoint URL bSQTMWQ5YTEZNz1hYmMOMjF1YTcyY2ZINTE30DMTNDMYNSQSNWIWM

Account ZA30GYXZmEBMGMyOGM3NGZmZWIZNmU1NzgeZQ==
Help K Kibana ®
Launch |
Copy Endpoint URL
B APM @
Launch |
Copy APM Server URL
Instances
Allinstances 5 gcp.masterl 1 gcp.data.highio.l 2 gep.kibanal 1 gcp.apm.1 1
europe-west2-a europe-west2-b europe-west2-c
&= GCP.MASTER.1 a» GCP.DATA.HIGHIO.1 " GCP.APM.1
- -
Tiebreaker #2 v7.4.2 Instance #0 v7.4.2 Instance #0 v7.4.2
1GRRAM R GRRAM 19 MR RAM

R R R O R R R R R RO R RS
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