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A House of Cards
The dangers (and benefits) of third-party tooling
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Photo by Toa Heftiba on Unsplash

Modern 
horror stories

https://unsplash.com/@heftiba?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/bonfire-DUXACn8tgp4?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Heartbleed
(2012-2014)
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SUNBURST

Photo by Patrick Hendry on Unsplash

(2020?-2021)

https://unsplash.com/@worldsbetweenlines?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/silhouette-of-rock-formation-mLOCVgVAcxI?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Target Hack
(2013)

Photo by Ricardo Arce on Unsplash

https://unsplash.com/@jrarce?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/selective-focus-photography-of-an-arrow-cY_TCKr5bek?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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left-pad
(2016)

Photo by Randy Laybourne on Unsplash

https://unsplash.com/@randylaybourne?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/red-arrow-sign-on-white-and-brown-concrete-wall-d8YhrKArrRI?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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What 
happened?
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Allure

Photo by Food Photographer | Jennifer Pallian on Unsplash

https://unsplash.com/@foodess?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/close-up-photo-of-baked-cookies-OfdDiqx8Cz8?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


Copyright © Dell Inc. All Rights Reserved.

linktr.ee/nimbinatus

Speed

Photo by Viktor Theo on Unsplash

https://unsplash.com/@viktortheo?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/parked-green-car-4l8e-oPT4Ok?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Shift of 
liability

Photo by Florida-Guidebook.com on Unsplash

https://unsplash.com/@thefloridaguidebook?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-sign-warning-people-not-to-take-pictures-9CRd1J1rEOM?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Cognitive 
overload

Photo by Justin Wilkens on Unsplash

https://unsplash.com/@jlwilkens?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-couple-of-orange-and-yellow-wires-connected-to-a-light-switch-UTuXOP6TOBw?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Danger!
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Going down!

Photo by Neil Mark Thomas on Unsplash

https://unsplash.com/@neilthomas?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-rescue-from-a-helicopter-in-dinas-dinlle-from-the-water-hgIJfyEaQQQ?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Quality?

Photo by Towfiqu barbhuiya on Unsplash

https://unsplash.com/@towfiqu999999?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-row-of-yellow-stars-sitting-on-top-of-a-blue-and-pink-surface-0ZUoBtLw3y4?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Failures, 
Breaches, 
and Errors 
(oh my)!

Photo by Michael Dziedzic on Unsplash

https://unsplash.com/@lazycreekimages?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/red-bolt-cutter-on-floor-pM9pkc9J918?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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No 
knowledge!

Photo by Noah Grossenbacher on Unsplash

https://unsplash.com/@ravni?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/grayscale-photo-of-bridge-on-mountain-okjoUcP9Q7I?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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A single point of failure



Copyright © Dell Inc. All Rights Reserved.

linktr.ee/nimbinatus

What do 
you do?
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Tradeoffs 
and 
evaluations

Photo by Glen Carrie on Unsplash

https://unsplash.com/@glencarrie?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/clear-glass-light-bulb-on-sand-during-daytime-JiSkHnWLo2o?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Protection

Photo by Pawel Czerwinski on Unsplash

https://unsplash.com/@pawel_czerwinski?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/brown-metal-shield-wall-decor-RovCBKMfK_k?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Mitigation

Photo by Possessed Photography on Unsplash

https://unsplash.com/@possessedphotography?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/rectangular-white-case-on-gray-surface-lqT2RukGGJ0?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Software Bill 
of Materials 
(SBOM)

Photo by soap so on Unsplash

https://unsplash.com/@casescase?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/a-pile-of-paper-with-a-lot-of-papers-on-top-of-it-0xfaLGdmtm4?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Don’t be afraid of 
third-party systems
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Build that house.
(But with real things, not cards.)

(Thanks)

https://developer.dell.com

https://linktr.ee/nimbinatus

Photo by Sigmund on Unsplash

https://unsplash.com/@sigmund?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/white-and-blue-game-cards-on-blue-and-white-table-8ts_MPjebEk?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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